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Sof twar e Licence Agreement

Please read this agreement before using your copy of NetSupport Software. This is a legal agreement
between you and NetSupport Ltd. If you do not wish to be bound by the terms of this licence
agreement you must not load, activate or use the software.

TERM: Subject to termination under Termination Clause below the licence shall be perpetual.

GRANT OF LICENSE: Subject to the payment of the applicable license fees, and subject to your
abidance by the terms and conditions of this agreement, NetSupport Ltd hereby grants to you a non-
exclusive, non-transferable right to use one copy of the specified version of the software which you
have acquired.

USE: The software is licensed with volume use terms specified in the applicable order
acknowledgement, product invoice, license certificate or product packaging. You may make, install and
use as many additional copies of the software on the number of devices as the terms specify. You
must have a reasonable mechanism in place to ensure that the number of devices on which the
software has been installed does not exceed the number of licenses you have obtained.

SERVER USE: To the extent that the applicable order acknowledgement, product invoice, product
packaging or license certificate sets forth, you may use the software on a device or on a Server within
a multi-user or networked environment ("Server Use"). A separate license is required for each device
or "seat" that may connect to the software at any time, regardless of whether such licensed devices or
seats are connected to the software concurrently, or are actually using the software at any particular
time. Your use of software or hardware that reduces the number of devices or seats that connect to
and use the software directly or simultaneously (e.g., "multiplexing" or "pooling" software or hardware)
does not reduce the number of licenses required. Specifically, you must have that number of licenses
that would equal the number of distinct inputs to the multiplexing or pooling software or hardware "front
end"). If the number of devices or seats that can connect to the software can exceed the number of
licenses you have obtained, then you must have a reasonable mechanism in place to ensure that your
use of the software does not exceed the use limits specified for the license you have obtained.

COPYRIGHT: This software is protected by international copyright laws. You may copy it only for
backup purposes. The software is licensed to you, but not sold to you.

RESTRICTIONS: Neither you nor any reseller may rent, lease, sell licensed copies [on approval], or
otherwise transfer the right to use this software to another person, except that you may sell or give
away your original copy, as long as you do not keep any copies. The software may not be modified,
disassembled or reverse engineered except with the prior written consent of NetSupport Ltd.

LIMITED WARRANTY: NetSupport Ltd warrants that the software will perform substantially in
accordance with the accompanying documentation for a period of ninety (90) days from the date of
purchase. NetSupport's entire liability and your exclusive remedy shall be either a) the replacement of
the defective software or b) return of the price paid. This remedy shall be at NetSupport's option and
subject to proof of purchase from an authorised source.

Any implied warranties including any warranties of quality or fitness for a particular purpose are limited
to the terms of the express warranties. NetSupport Ltd. shall not in any event be liable for loss of
profits, data or information of any kind or for special, incidental, consequential, indirect or other similar
damages arising from any breach of these warranties or use of the software even if they have been
advised of the possibility of such damages. Some countries do not allow the limitation or exclusion of
incidental or consequential damages, so the above limitation or exclusion may not apply to you. This
warranty does not affect your statutory rights, and you may have other rights that vary from country to
country. In any event NetSupport's maximum liability shall not exceed the price paid by the end-user /
licensee.

TERMINATION: You may terminate this licence and this Agreement at any time by destroying the
program and its documentation, together with any copies in any form.
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NetSupport Ltd. may terminate this licence forthwith by notice in writing to you if you commit any
serious breach of any term of this licence and (in the case of a breach capable of being remedied)
shall have failed within 30 days after receipt of a request in writing from NetSupport Ltd. so to do, to
remedy the breach (such request to contain a warning of NetSupport's intention to terminate). Upon
termination you will destroy or return to NetSupport Ltd the original and all copies of the software and
will confirm in writing to NetSupport Ltd that this has been done.

SUPPORT: If you have a problem with the installation of the software you should in the first instance
contact your supplier. You can separately purchase support and maintenance which will also cover the
supply of enhancements and upgrades.

GOVERNING LAW: This agreement shall be governed by the laws of England.
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Welc ome to NetSupport Manager

NetSupport Manager continues to lead the way with innovative

features to aid in remote PC m anagement. From a desktop, laptop,

tablet or smartphone, monitor multiple systems in a single action,

deliver hands -onremote support, collaborate and even record or play
back sessions. When needed, gather real -time hardware and software
inventory, monitor  services and even view system config remotely to

help resolve issues quickly.

Designed to operate over your LAN, WAN or the internet , securely

and without the need  for firewall configuration, NetSupport Manager
provides a single, high speed solution for the remote management of
multi -platform computers, without the need for a third - party service

or ongoing subscription costs T making it the perfect tool of choice fo r
any IT team.

NetSupport Manager offers comprehensive multi - platform support
from Window s, Mac, iOS and Android to any Windows, Android, Mac,
Linux (legacy) and Chrome OS devices.

This user m anual contains instruc tions fo rinstalling and r unning
NetSupport Manag er.

11
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Conventions used

The following logical and easy to unde rstand conven  tio ns are
used inthis manual

1  Step -by-step instructions, which should be performed in
sequence, are shown as numbered paragraph s beneath a clearly

stated , OHoWod6 heading.

1 Asthere is often more than one way of carrying out a task , you
will find 6 Or gion®also included.

1 Additional tips or explanatory notes re garding t hese instructions

are enclosed inabor derunderthehea di n g toéeNbdo.

Terminol ogy used

Control The o6Coind i srkstatiore omdevice that shows
to or views/takes ov er the Client.

Client The 6Clientdé is the workstat
shown to, viewed or tak  en over.

Available When the NetSupport Client prog ram has been

Client installed on a workstatio n, it becomes avai lable fo r

connection by a Control. A Client must be available
before a Control can connect to it.

Selected When a connected Client is selected, a"one to one"
Client session i s established. A Contr ol can then view,
show or s end a messa ge etc. tothat Cl ientonl y. A
Control can also  watch, control or shar e the selected
Client's screen, k eyboard and mouse. A Control can
switch between multipl e Clients, making eac  h of
them , intur n, the selected Client

Connected All available Clients or group s of Clients can be
Client chosen for simultan eous connection. A Control can
only remote control a Client to which they are
connected.
Known Having connected to  Client machines, NetSuppo rt
Clients stores ali stofClientsinthe  All Co mputers folder

inthe Tree view . These are Known Clients.

12
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About NetSupport Man ager

In this chapter é

You will be introduced
NetSupport Manager.

to the main features and benefits of

13
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Features

NetSupport Mana ger contains a wealth of featurest o assist you to
train, support , monito rand manage Clients.

Environment
1 Browse, locate and connect to all systems across your LAN, WA N
or over the interne  t.
1 Instal I on Cli ent workstations witho  ut the need to visit the
indi vi dual machines using Net Support Man:
Deployment ut ility.
1  Connect over TCP/IP or HTTP protocols (legacy support provided
for IPX and NetBIOS).

Remote co ntrol

Watch, Share or  Control t he screen, keyboard and mouse of a Client,
irrespective o f colour resolution, network protocol or operating

system.

Moni tor Mode

The Monitor Mode feature allows a user to display a thumbnail view of

all connected Client wor  kstations simultaneous ly. The s ize of t hese
thumbnails can be  adjusted to suit. In addit ion, the user can mouse
over a specific thumbnail for an expanded view of each selected PC.

View

View more than one Client screen at the same time, or sit back and

wat ch each connected Cli ent scree n in Scan mode. The ability to

record the activity ona C  lient workstation while it is remotely

controlled, capture a Clie  n t 6 snt qutput and cut and past e between
workstation applications comes as standard.

Scan
Scan mult iple systems, cyclet hrough on e or mul tiple workstations
dis playing their screensonth e Control workstation.

Auto -grouping of remote systems

The Contr ol Tree view p rovides an instant ove  rview of your IT
infrastructure by grouping the remote systems based on pre -defined
crite ria such as platform and operating syst em. For example, you can
easily identify machines running a particular Windows OS. This is

particula rly helpful when planning up grades or the rollout of new
technology. You can also create custom groups to reflectyou r
company structu re.

14
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Geolocation
When a user connects to aremo  te PC, if enabled, the location of the
device will be calculated based on its external details.

This information allows NetSupport Manager to provide an

approximate lo cation of each remote  device, displaying the town,
state and cou ntry (with supporting f lag) within the Control

application. Devices are automatically gr ouped by country for easier
managemen t. The feature can be enabled or disabled at both the

Control and C lient or simply manag  ed via Gr oup Poli cy.

Show
Show your s cree n, a selected monitor o r just a selected application,
video or replay file to any number of conn ected computers for real -

time instruction.

Chat
Conduct atwo -way chat sessioninreal -time be tween the Control and
one or m ore users.

Message
Send a mess age to o ne or more chosen Clients, or even broadcast to
all Clients on the network.

Annotate tools

Anno tate your screen with arange of drawing tools during a Remo te
Control session or Show  session to highlight areas of focus for an end
user orto aid in  your pre sentation or training.

Scree n capture
Capture screenshots during a session for future reference

Screen recording
Recordscreen activity toyfiaevi leo Greagwitgang or

Support tools
Remote inventory and system information

A user can obtain areal -time view of the hardware and software

installed on each remote PC workstation di rectly from withinth  eir
NetSu pport Control. NetSupport Mana ger collects a wealth of
information, specifically about the hardware or environment of ea ch
PC. In addition, a full software inventory of current installed

applications is provided as well as all installed OS hotfixe s. To aid
further in remote support and diagnostics, a user can al  so remotely

15
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view and, security permitting, control applications  in memory , all
processes running and currently installed services.

Power management
Remotely power on/o  ff, log on/off and re  boot Clie nt workstations to
minimise po wer consumption.

Request help
Users can create help requests that can be directed to all or specif ic
Control systems based on custom criteria.

Multimedia
NetSupport Manager provides full audio and video support.

Launch co mmands
A local command prompt and a PowerShell window can  be launched
allowing you to execute comman ds at Clients .

Regist ry edit
Remotely edit the registry of a remote system.

Scripting and scheduling

NetSupport Manager incl  udes a powerful integ  rated Scr ipting
Language and Sche duler that allows you to automate repetitive tasks
from the NetSupport Manager Control andrunthe matat ime when
most convenient to you.

Move information

File transfer and distribution

Transfer files between workstations  using a simple drag and drop

int erface. Directories can be automa tically synchronised on two
workstations an  d appropriate filetyp  es can b e edited. NetSupport
Manager utilises intelligent Delta File Transfer to reduce da ta transfer
times when overwriting files tha t already exist, by  checking individual
blocks of data wi thin a file and only transferring changed data.

Moving files fro m one PC to another may be useful, but the real
benefits come with Net Siitytgcopy t fileBitoma ger 6 s
one PCto manyina singleaction 7 orfiFe IDi stri buti ono.

NetSupport Man ager also features live folders. When initi ating a file
transfer toarem ote PC, the path to any open folders (Explorer
windows) on its desktop is displaye d atthe top o fthe file transfer
view to ea se quick selection.

16
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Lau nch applications
Remotely launch  applications on remote computers.

Connectivity
1 Dynamically find and lis t all Clients on the network.
1 Define a range of subnets for extended network b rowsing

capabiliti es locally.
1 Connectd irectlyt o known computers by PC name, DNS name or
network address

1  Connect via a database of known Clients.

1 Discover and connectt o0 any nu mber of devices in real time
across differing environments.

1 Connectto machines that have Intel vPro capability.

Uti lising th e internet

Deliverin g se amless remote control between PCs that may be located
behind different firewalls, the NetSupport C onnectiv ity Server module
provides a stable and secure method for NetSupport -enabled systems
to locate a nd communicate via HT ~ TP. The N etSupport Manager
Gatewa y component needs to be installed on a PC allocated with a
static IP and acc essible to both Contro | and CI ient PCs, even though
both the Control and Client systems will be secu rely located behind
their respective firewalls.  The Gate way will only allow  conn ections
from computers using the same Gateway security key.

PIN connect

Allows a technicianto| ocate a user anywhere across the enterprise
instantly, simply by both parties entering a matching and un ique PIN
code. Rather than bro wsing to discoverth e user's PC and needing to
know their PC name, address details etc, the PIN proc ess allows both
partie s to han dshake seamlessly. The new PIN Server module can run
alone or alongsid e the Gateway module andi  sincluded as standar d
with Ne tSupport Manager.

Secu rity
NetSupport Manager provides an exceptional range of security

options to meet all needs, inclu ding:

1 Password protection of all systems.

1  User acknowledgement (User must be present and authorise each
inbound connectionr  equest).

Data encryption 1 configurable from 56 -bit DES to 256bit  AES.
Set unique security keys on both Contr ol and Client.

= =9
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= =4 E I

= =

Limit ¢ onnectiv ity by user account or originating IP address and

control HTTP access based on the IP address (o nly allow
connections from kno wn locations).
Record an d replay remote control sessions to keep a history of all

activity during a session.

Dialback secu rity for dial -up connections.

Disable file transfer or specific files and directories.

Allow a Controlt o Watch only.

Auto lo gout ofa remote systemon di  sconnect (avoids a system
being mista kenly left in a logged in state).

User -defi ned Inactivity Timeout on open connections.

Centrally deploy and manage security configurations from a single
location.

Integr ates with existing NT  user pro files and security.

Inte grate directly with Active Direct ory profiles for user

validation.

Supplied with Active Directory template s to enable system -wide
compliance with pre  -defined Client configur  ations.

Profiled functionalit y T allow differentf unctional ity to be available

depe nding on the authenticated user m aking a connection.

Full event and history  logs including integra  tion wit h OS event
logs.

Smartcard support - any login performed ont  he Control PCisre -
directed and ap plied on the Client P C.

Smartc ard authentication - user validation for connections

supp orts authentication using a Smartcard PIN as well as the
existing remote login support.

18
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Installation

In this chapter é

How to install the required NetSupp
ony our Windows -based PCs.

ort Manager

components

19
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Planning an insta llation

In stalling NetSupport Manager is exceptionally easy and you should
be up and running  within avery short time.

De cide w hat func tions to install
On the work station from whic h you will remote control other PCs and
devices, you will need toinstallth e Contro I.

On every machine or device that you wish to connectto , you will
need toinstall the Client.

Decide whether you need to ¢ ustomise your instal lati on wi th
advanced NetSu pport Man ager features, suc h as using Scripting and
Deploy, or using the mac hine as a Gateway.

Also supplied with NetSupport Manager is the NetSupport School
trainingt ool. This provides trainers with the abil ity to instruct and
visu ally/ audibly monitor, as well as interact with their trainees,
individually, as a pre  -defined grou porto the whole class.

Decide what network protocol to use

Decide what networking protoco | you have available on the

work station. NetSupport Manager supports TCP/IP and HTTP and
provides legacy support for IPX and NetBIOS.

While NetSupport is multi  -protocol, which means that the same
Control can connect to Clients running on different protocols, you
mus t choose a default. You can change this later.

Note: By defa ult, the Control will be configured to use TCP/IP. If
you are using a different protocol, y ou must configure this
the first time you start the Control.

You are now ready to install NetSupport Co ntrol and C lient programs.

For details of how to install on:
Mac mach ines, refer to Installing NetSupport Manager on a Mac -
based system .

Google Chrome , refer to Installinga NetSupport Client on Google
Chrome d evices .

Android devices, ref er to Installing a NetSup port M anager Android
Client .
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Note : NetSupport Manager provides support for Windows 64 bi ton
Intel EM64 and AMD64 platforms. The NetSupport Ma nager
Windows Installer can be use d to install the Net Support 64 bit
Client . For further info rm ation , please visit
WWww.netsupportsoftware.com/s upport

System requirements

Some areas of MNdé&nct omlgyrelytod the presen ce of
certain files/ applica tions ; please ensure these a  re a vailable before
inst alling NetSupport Man ager:

PC requirements:

Windows 11, Windows 10, Windows 8/8.1 (32b itand 64 bit)
Windows Server 2022, 2019 and 2012 , Windows 7* (32bitan d

64bit) , 2008 (32bit, 64 bit and R2), Vista (32bi t and 64 bit) and 2003
(Service Pack 1) .

* For the NetSupport Man  ager Control to run on Windows 7, Aero
needs to be enabled. Choose Start > Control Panel .In the
App earance and Personaliz ation se ction, click Customize Color
Choose Windows Aero from the Color Scheme menu and then click
OK.

TCP/IP, HT TP or legacy (IPXa nd N etBIOS).

NetSupport Manager offers full integration with thin and zero Client
environments as well as compatibility w ith Mult iPoint, MultiSeat and
virtual desktop environ  ments from WYSE Technologies, Microsof t, H P,
NComputing (X -series and L -series), Mini Frame (SoftXpand) and

many others.

Mac requir ements :

The NetSupport Manager macOS Control runs on macOS 10.15
(Catalina) and above.

The NetSupport Manager C  lient for macOSis available on macOS
10.14 (Mojave) and above.

Mobil e Contro |:

The N etSupp ort Manager Mobil e Control for iOS and Android provides
mobile rem ote control for existing NetSupport Manager remote
control use rs from any iPad , iPhone, iPod, Android Tablet and

sm artphone or Kindle Fire.
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The NetSupport Manager Mob  ile Control is av ailabl e for free downlo ad
from appropriate App Stores. Visit
www.ne tsupportm anager.com/mobil e.asp for more information.

Android  Client app:

The NetSupport Manager Client for Andro id can b e install ed on each
Android devi ce (5 or later) and connected from the Windows Co ntrol
(12.5 or above).

Chrome OS Cl ient:

Foruse in an existi ng or new NetSup port -managed environment, the
NetSupp ort Manager for Chrome Clien  t e xtension can be insta lled on
each Chro me OS device. From the Control, you can then connect to
each system, ena bling you to monitor the screens and interact with
each Chrome OS device quick ly and efficiently.

Legacy pl _atform _support
Legacy support is pr ovided for the following  platfor ms:

Windows NT4, Windows 2000 , Windows XP and Windows 2003 ( pre
Service Pack 1).

Mac:

The NetSupport Manager Mac Client supports macOS version 10. 97
10. 13 and later on In tel platfo rms.

Linux requirements

Atthe tim e of release, the NetSupport Manager Linux Client supports:
OpenS USE 11.2 and later, SUSE Enterprise 11, SUSE Enter prise
Server 11, Ubuntu/Edub  untu 9.04 and above , Deb ian 5and 6, Red
Hat En terprise Linux 6, Linux Mint9  and above and Fedora 12 and
above .

Desktop Managers: GNOME, KDE, Unity 2D, Ubuntu Classic (No
Effects Only), MA TE and Cinnamon.

Pocket PC:

Operating system:  Pocket PC 2003 or Windows Mobile 2003 and
above .

Processor: Strong ARM processors .

ActiveSync / Wi -Fi wireless LAN ¢ apabil ities .

Device R AM: 32Mb (64M b recommended) .

Storage: Minimum 2Mb, f ull installation 10Mb requ ired.
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Windows CE

Operating System: Windows CE 4.2 or above
Processor: Strong ARM processors, X86 Compatible
ActiveSync capa Dbilities .

Device RAM: 32Mb (6 4Mb recommended) .

Stor age: 5Mb fre e sp ace required .

Note : An earlier version of NetS upport Manager may be requiredon
these pl atforms and can  be downloaded from
www.netsupport _manager.com/downl _oads.asp

Starti ng the installa tion

Download your copy of  NetSupport Manager from
www.netsup portmanager.c _om/ downloads.asp

Click the appropriate langua  ge fro mthe menu ands elect the op tion
to install NetSuppor t Manager.

Select wh ich installer tous e: setup.exe or MSI fil e. If an Active
Director y deploymentis required , you will nee d to instal | using the
MSI file.

No tes:

i Ifyou are upgrad ing your Win dows operating system, yo u must
ensuret hatyou uninstall NetSuppo rt Manager priorto
upgrading. NetSupport Manag  er can then be re -installed once
the o perating sy stem upgrade has been completed

i When installing , make sure that you are loggedin asan
Admi nist rator.
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NetSupport M anager setup program
The setup program  Welcome screen will appear .

ﬁ MetSupport Manager - InstallShield Wizard x

(] Welcome to the InstallShield Wizard for
HNetSupport Manager
M

oy The Installshield(R) Wizard will install MetSupport Manager on
NetsSu ppb‘-\“rf your computer, To continue, dick Next.
Manager

WARNIMG: This program is protected by copyright law and
international treaties.

0600

Help < Back Cancel

Click Next to cont inue.

NetSupport  Licence Agreement

The NetSuppor t Licence Agreem ent will be displayed. Please read the
Licen ce Agr eement carefully and select fil acceptthetermsinth e
Licence A gree ment 0 and click Next to co ntinue.

If you reject the Licenc e Agreement (fil do not accept the terms in the
Licence Agreemen t0), click Cance |. NetSupport Manager will not be
installed and yo u will be directe dto exitf rom the install program.

Licence inform ation
Select Register and enterthe NetSupport Manager licen ce details
you have been provided with .

If you are evaluatin g NetSupport Manager, select 30-day evaluation
and click Nex t.
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Select Setup Type

ﬂ NetSupport Manager - InstallShield Wizard X
Setup Type
Choose the setup type that best suits your needs.
Please select a setup type.
O Typical

d Installs Client, Control, Configurator, Remote Deployment Utilities,
o Scripting and Help files, with Desktop and StartMenu shortcuts.

(O Client
J Installs Client, Configurator and Help files, with StartMenu shortcuts
o only.

® Custom

Choose which program features you want installed and where they
2 will be installed. Recommended for advanced users.

InstaliShield —

< Back Cancel
Choose the setup type to install on the workstat ion.
T Typical

Installs all the componen  ts thata Control user would genera lly
need. Excludes the Gateway and NetSupport School compon ents.
See below fora description of each  NetSupport Manager
component.

 Client
Installs the Client software.  This feature shou Id be inst alled on
worksta tions to be re mote controlled.

1 Custom
Enables you to individually selectthe mix of components that are
appr opriate for the workstation

Click Next to co ntinue.
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Custom Setup

If you have chos en to perf orm a Custom Setup, you willb e ableto
select the required  compon ents individually to suitth e re quirements
of each wo rkstation.

jgl NetSupport Manager - InstallShield Wizard X
Custom Setup
Select the program features you want installed.
Gient Install Desktop Icons
[Istudent Contol
Tutor
~
Coafiaatn Tech Console
~
Cogtok Install Start Menu Icons
O tutor Reset Video Driver
[J1ech Console Configurator
[:] Gateway Control
[CJpIn Server Tutor
Tech Console
Remote Deployment Utility Yed Conso
Sl Remote Deployment Utility
i
M Scripting
Install to:
C:\Program Files (x86) \NetSupport\NetSupport Manager\ Change...
InstallShield
Help < Back Cancel
Client

In stall this componen t on workstations you want to remote control.

Student
Installs the Student component of NetSupp ort's trainingt ool,
NetSuppor t School.

Configurator

Client sett ings and security  are establ ishe d using the Client
Configurator. Basic settings can be entered at the end of the
installation process but to set more advanced options, install the
Configurat or component.

Control

Install this component on workstation s that will be taking c ontrol of
Client workstations. It  is recommended thatthe Client component is
also installed inorderto use the fullr-ange of NetSupport Manager
functions, for example , Show.
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Tutor
Instal Is the Tutor c omponent of NetSupport's train ing to ol,
NetSupport Sch ool.

Tech Con sole

Installs the Tec h Console compo nent of NetSupport School. This
provides lab technicians and network mana gers with the main
NetSupport School fea tures.

Gateway

NetSup port Ma n a g e r t@vgay f€ature provides a means of
connecting Clients a nd Control s across the internet, th us delivering
web-based remote control wi  thout the need for modifications to

existing Fi rewall configurations. There is no direc t connect ion between
the Clientand Con trol; all data is passed viat he Gat eway. The
Gateway component can, therefore, be instal led independent ly oft he
Control and Clie nt. If you choose to install the Gateway compon ent,
the Gateway Configuration dialog will appear after the in stallation has
finished.

Note : The Gateway can 't be installed on a machine that has the
NetSupport DNA Lo cal (Server) Ga teway i nstalled on it.

PI'N Server

Installs NetSupport Manager's PIN Server. The PIN Server provides
the ce ntral point where a unique PIN code is create d when using the
PIN Connect f eature .

Remote Deployment Utilit y (supported on Windows XP and
above)

The NetSup port Manager Deploy  utility enables you to perform

multiple Ne tSup port Manager installations without then eedtovi sit
each indi vid ual workstatio n. See the NetSupport Manager Deploy
section of this manual for more information.

Script ing

Install Net Support Manager 60s edsdrigtiggrardtScheduling

suite . Create s crip ts to automate manual tasks and sc hedule them to
run at specific times. Ideal for overnight updates. See the NetSup port
Manager Scripting  section o f this manual for mor e information.
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Ins tall Desktop Icons

Choose whether to create desktop icons , €.g. fo rthe NetSupport
Manager Control, the NetSupport School Tutor or the NetSuppor t
School Tech Console , to allo w easy access to the programs.

In stal | Start Menu Icons
Choose whetherto create Start menuicons fo r the components you
are installing.

Note:  NetSupport Manager provides exceptional mul timedia
support. The Ne tSupport Manag er Video Player enables you
to runvideo fi les on Client workstation s, enhancing tr aining
sessions and demonst rations. This is installed by default with
the Tutor component.

Install to:

By default, NetSup port Manager will be installed in the folder
C:\Program File s\NetS upport \NetSupport Manager . Ifyo u wantto
install in a different fol der, cl ick Change .

Click Nex t to continue.

Ready to install

To start the installati on, click Install .To chang e any of the previous
selections, cli ck Back . To quit the installati  on, cl ick Cancel .

Note: Ifyouha veelectedtoinstallaC lient, setup will make the
required amend ments to your System. ini and/or registry to
load the Client as Windows initialises. Net ~ Support Manager
will n ot replace any of your existing  driver s.

Insta llatio n complete
This final screen confirms that the instal  lation has been succes sful.

Run Client  Conf igurator

At the end of the installation pro cess, you will have the opportunity to
run the ClI ient Configurato r. This enab les you to set basic Client

info rmatio n and security. If the Confi guratoris beinginstalle d asone
of the select ed components, you will be able to access more

advanced configurat ion options.
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Run Remote Deploy

Selecti ng this o ption will ru n the NetSuppor t Manager Deploy utility
after t he ins tallation process.  This allowsy ou remotely to instal | and
configure NetSup port Manager on mu ltipl e workstations.

Click Finish to exitthe S etup program.

Note: If youch oosetoin stall th e Gateway compon ent, the
Net Support Connectivity  Server dialog will appear. This allows
you to cre ate a s ecurity key forthe  Gate way.

Existing installation detected

This screen will appear if a co py of NetSupport Manager is alre ady
installed on the workstation.

ﬂ NetSupport Manager - InstallShield Wizard X 1
Program Maintenance |
Modify, repair, or remove the program. ‘

@ Modify

T Change which program features are installed. This option displays the
ﬁ Custom Selection dialog in which you can change the way features are
installed.

A Repair installation errors in the program. This option fixes missing or
» corrupt files, shortcuts, and registry entries.

& Remove NetSupport Manager from your computer.
t g
£

d

1 Modify
Change the prog ram featuresth at are installed .

1 Repair
Repair any installation errors in the program.

1 Remove
Remove NetSupport Manager from th e comput er.

Selectthe required opt ion and click Next .
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Uninstalli ng Net Support Manager

The standard method for u ninstalling NetSupport  Manager is to select
Net Support Manag er in Control Panel 7 Add/Re move Pro grams.

For Wind ows XP and above workstations, NetSupport Manager Deploy
can be used to perfor m mu ltiple uninstalls fro m a remote loca tion.
Refer to the NetSupp ort Manager Deploy section of this manual for

more informati on.

Evaluation kit

NetSupport Manage ris a vailable as an Evaluation kit ei ther from
distributor s or free asa downloa ded copy from the internet. This
allows you to trial NetSupport Manager before y our purchase. The
Evaluation Kit so ftw are is ful ly functional, apart from the following
restric tions:

T A maximumof ten Clientsc an b e active on the netwo rk
simultaneous ly.

1 The Client and the Con trol programs will notrun after the expiry
dat e has passed.

Upon purchase, these restri  ctions are removed once serialisati on has
been completed . This proc ess up grades the Evaluation Kitin ~ toa fully
licensed copy.

To upgrade an evalu ation kittoafull y lice nsed copy

1. Click Help B on the caption bar  and select About .
2. Select the License tab.
3. Click Update Licens e.

Or

In the directory that you have inst alled the Program Man ager group
6 N e tpot Manager § open the file PCILIC .EXE.

The Ne tSupport Manager L icence dialog box will appear askingy ou to
ent er your lice nce details. Please note that all ent ries are case
sensitive.

When you have entered the co rrect licen ce details , click Generate
You now ha ve afully licensed copy  of Ne tSupport Manager.
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Advance d inst allation

In this chapter éé .

Howtopre pareandrun Oisl ent & i nstal |lmetiviorens acr

Using the NetSupport Manager Deploy utility to per  form
multip le install ations.

Installing NetSuppor t Manager on a Mac based  syste m.

In stalling a NetSupport  Manager Client on Google  Chrome.
Installi ng a NetSupport Manager Android Client.
NetSupport Man ager Mo bile Cont rol foriOS and Android .
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Creat ing an administrative (network)
in stal lation

An administrati ve instal lation (dist ribution copy) of NetSupport
Manager is desi gned to assist Admini strators to instal | NetSuppo rt
Manag er on network ed PCs where the installation media or licence
details may not be rea  dily availabl e and itis anticipated that a
number o finstall s will be pe rformed either at once or over a period of
time .

This type of in stallation can als o be pre -configure dto set up
NetS upport Manager with certain opti  ons, t herefore ensuring that all
NetSu pport Manager install ations are configured in the same way.

Once cre ated, the distribution copy can be used when perform ing a
standar d installation, a silenti nstallatio n, or as part of a NetSupport
Manager Deploy rou tine.

To set up a distribution co py o f NetSupp ort Manager on a

Server

1. Create afolder onthen etwork thatis accessible to all PCs that
you may wantt oinstal lon.

2. Copy, f romyour originals ource medi a, the file S etup.exe .

3. Createand co py avalid NSM.LIC file to this folder. Ifa licence file
isnot presentint he folder when running the instal I, NetSuppo rt
Manager will be installed using the defau It E valuatio n licen ce.

4. Create and copy aClient32u .ini file t o this folder

Note: Youcan make the networkf older 6r ead onlyd to avoid
configu ration be ing altered by unauthorised users.

To instal I N et Suppor t Manager froma server onto individual

work stat ions

1. At therequired workstation, navigate to the network folder
containi ng the NetSupp ort Manager setup files.

2. Run Setup.exe.

3. Follow instr uctions in the Startingt he In stallation section .

32



NetSupport  Manager v.14.00

Silent/ unattended installati ons

A silent i nstallation is one which tha  tre quires no input from the user,
providing a conve nient met hod for p erforming a setinstallation at
several machine s.

Top erform asile  ntinstall

1. Create adistr ibution cop y of NetSupport Manager contai ning the
required NetSup port Manager installation fi les.

2. To dete rmine the pr operties for the installati on, runl NSTCFG.EXE
from the NetSupport Manager program folder. T he Insta |l
Configurat ion Options dia log will a ppear . (See the Install
Configuration Opt ions dialog sectio n below for a full description of
this dialog) . Your chosen properties are stored ina paramete r
file : default name NSM.ini.

3. Choose {File}{Save} and s avethe 6 NS M. i ento the fdide Ir
containi ng the distr ibution copy of NetSupport Man ager.

4. Toperformt he silent install at the required  work station, from the
fol der containin g created abov e, run:

msiexec /i "NetSuppor t Manager.msi"/ qgn (MSlI installer)
setup /S v/ gn (setup .exe installer )

Note : N etSupport Ma nager can be installed via Act ive Directory. The
softw are installation group polic  y ob ject (GPO) must be ap plied
to orga nisational uni ts (OUs) containi ng computer accounts
rather than users. Please n  ote tha t for software installation to
take ef fect immedia tely, itis nece ssaryto enabl e the "Always
wait for t he network at computer start up and logon "
parameteri nthe Comput er Configuratio n| Admini strativ e
Templates| System| Logon| leaf of the group pol icy co ntrolling
the c omputers that are subje ctto softwar e installatio n. This
change will affect loginti mes fo r Windows XP machines that
have this appl ied. Without this change , an additional log off /
log o ncycle isr equired to effect installation.
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In stall Configuration O

When performing a

ptions dialog

silent installatio n or u sing NetSupport Manager

Deploy, you ca n customiset he installati on to suit indiv idual

requirements.  This dialog, accessed by running

INST CFG.EXE from

the NetS upport Manag er program fold erif per forming a silent

installation or , if using NetSupport
Properties General tab, ena bles you to spec

insta llatio n. The information is stored

Manager Deploy, viathe Install

ify the prope rties for the

in a paramet er file, NSM .ini.

File Help

Install Configuration Options -[Untitled]

>

v Client Install Desktop lcons
™ Student V' Cortrol
I Configurator r
v Control ~
™ Tutor Install Start Menu tems
[ Tech Console ¥ Reset Video Driver
[~ Gateway r
[¥ Remote Deployment Utility W Control
[~ Scripting ™
E
¥ Remote Deployment Ltility
-

Run Client Configurator to create the client strings, and paste into the box below
Client Parameters |

Install Directory |
Leave blank for default

QK | Cancel | Help |

Select the relevant check boxes to indicate whi ch NetSupport Manager
components will be in stalled. Choose whetherto c reate a de sktop
icon for the Control , the School Tuto r and the Tech Cons ole and Start
menu icons for the ¢ ompo nents you are install ing.

Client Parameters (o ptional)

If you have created a particular Client configuration fil e for use after
the i nstallation, specifyt he path and fi le name here. De pending on

th e location of the  file, y ou may need to provide a set of user

cred entials (nam e and passwo rd) to give Cli ents acce ss to the file. In
order to specify the parameters in th e cor rect format, it  is suggested
thatyou createthemin the NetSuppo rt Manager Client Configurator
and copyt hem to this field.
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Leave th e field blank if you are installing f rom your distri bution co py
or ifyouwant to usethe default configuration file contained in the
NetS upport Manag er setup p ackage.

To specify Client  par ameters

1. Open your NetSupport Man ager P rogram folder by choosing

{S tart } {Program sH{NetSuppor tManager{N etSupport Mana ger

Confi gurato r}.

Choose Advanced .

3. Select {Profiles{Client Para meter s} from the Conf igurator dro p-
down men u.

4. The Client Parameters di alog will appear .

n

Client Parameters for this Machine *

Client Name {* = machine name, | |

Parameters:

/T C\Program Files (x36)\Net Support\Net Supg

QK Cancel Help

5. Click Add to sp ecify the parameters.

Notes:

9 If user credential s are requir ed, they mus t precede the
configurat ion file name.

1 Each set of parameters must be added separatel y.

6. Ifrequired, enterthe user credent ials (user nam e and password).
Click OK. Th e appropriate strin  gs wil | appear in the dialog.

7. Click Add to spec ify the loca tion of the configuration f ile. Clic k
OK.

When the Client Parameters dialog contains the r equired strings, copy
them individually to the Install Co nfiguration O pti ons dialog (u se
Ctrl+C to copy, Ctrl+V to paste).
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Install Dir  ecto ry

Specify the directo ry where Net Support Manag er will b e installed .
Leave blank to install in the def ault directo ry \Program
Files\NetSupp ort \ NetSupport Manager.
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NetSupport  Manager Deplo y i NetSupport
Manager 6 s Raemln stall Ut ility

The NetSupport Manager Deploy Utility provides  network
administrators with the fac ility to insta Il and confi gur e NetSup port
Manager on multip le workstations without the need to visit the
machines indi vidually .

Within t he N etSupport Manager Deploy utility, you have the ab ility to
deploy using an IP addr ess r ange (specified IP ranges or com puters
with an IP rang e local to the Control) , Windows dom ain or,
alternatively, you  are provided with aview ofy ournetw ork. T hese
m etho ds allow you to pick and choose w hich computer sy ou want to
deploy to.

The NetS uppor t Manager Deploy utility can be usedto de ploy to
comp ute rs runni ng the follo wing opera tin g systems:

Windows XP

Windows 2003

Window s Vista

Window s Server 2008 \2008r2
Win dows 7

Windows Server 2012

Window s 10

Windows Server 2019

Wind ows 11

Windows Serv er 20 22

E N I ]

Note : Due to operating system limita tions, the NetSupport Manager
Deploy ut ility doe s notworkw ith Windows XP Home,
Windo ws Vista Home Prem ium or W indows 7 Sta rter/Home
edition.

With NetSup port M anag er Deploy , you can:

1 Remot ely install a NetSu pport Manager package on multiple
wor kstations simultaneously.

1 Create and download spe cific Cli ent configur ations to mul tiple
wor ksta tions.

1 Remotely up date Net Support Manager licen ce details on multiple
works tatio ns.

1 Remotel y uninstalla NetSupport Manager pack age from mul tiple
workstatio ns sim ultaneou sly.
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Notes :

1  When deploying to a Window s Vista (orlater) PCwithina domain,
the console user must be e itherlo gged ontoth e domain or enter
the user crede ntial s (when promp ted) ofa domain account that
has local administrato rrights to the targ et PC.

1 The Deploy Prompt U ser option is not suppo rted on W indows
Vista and above .

Installin g th e Deploy Utility

When inst alling NetSu pport Manager , sel ect Typica |lInstallat ion to
instal | the NetSupport Ma nager Deploy Util ity automaticall .
Alternative ly, you can also choose it as part of a custom i nstallation.

Pla nning

NetSupport Manager Deploy is a po werful u tility that make s installing
NetSupport Manager packages on mu ltiple workstati ons a quick and
easy pro cess. However, while  we ende avou r to ensur e that there are
no limitations orinco  mpatibili ty issuesin the use of the softw are,iti s
recommended thatat rial deploy ment is performed on asmall
number of workst ations to ensure there are no conflictsw ith o ther
similar products su ch as re mote contr ol or desktop security packages.
In add ition , fo r added secur ity and pro tection , you m ust have

app ropria te admin istrator rig hts for the machi nes you are deployin g
to.
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De plo yingon Windo ws XP and above

To deplo y NetSupport Manager on Wind ows XP Profess ional and
above , you need access to the Admin$ s hare onther emot e machi ne
in order to transfe rth e pack age to be deployed . By default , there is
no access allowe dto Adm in$ shar e.

To enable network access
1. In Admi nistrative Tools , select Loc al S ecurity Po licy .

2. Select {Security SettingsH{Local Policies} { Security Opt ions} .
3. Select {Network access: Sharing and security model for| ocal
accounts} .

4. Alterthe setting for  this polic y to { Classic i local users
authentic ate a s themselves}

The Admin$ share willnow be available and you can deploy as
norm al.

If upgrading from Microsoft Win dows XP Service Pack 1l to Service
Pack 2, Windows Firewall will by def ault block all network activ ity
produc ed by N etSupport Manager.  To en able NetSupport Manager to
funct ion correc tly , we have provided a utility that will config ure
Windows F irew all.

To e nable NetSuppor tManag eri n the Windo ws Firewall
Configuration
1. Downloa dthe ICFCONFIG. EXE File (li nk at
WWW . nets up portsoft ware.com/support ).
2. Runthis utility on  a machin e with NetSup port Manager installed
using t he foll owin g command :
ICFCONFIG -e NSM

3. This will crea te all the re quired ent ries i n the Windows Firew all
configuration to allow NetSup port Managert o function correctly.

The ICFCONFIG ut ility can also be used to remove a Ne tSupport
Produc t from the Windows Fi rewall configuration . See our websi te
www. netsupportsoftware.com/suppo rt/ for allt he ICFCONFIG
Command line options.
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How does Ne tSupport Mana ger Deploy work  ?

Once the De ploy optio ns h ave been configured , the NetSupport
Manag er Deploy Utility works by ¢ onnec ting to thet arget computer
usin g Fil e and Print Sharing.

Thism ethod requires access to the target andowilput er 6
need to conn ect as auser w ith local adm inistrator access (user
details may be requested ).

Once authenticated, the NetSupp ort M anage r packag e files are copied
to th e following folder on the re mote PC using the connection to the
Admin$ share:

C:\Windows \pcirdist.tmp \

Finally, once the files ha ve been se nt to the tar get PC, the installer
file is ex ecuted usingthe Remote Proc edure Calls (RPC) Service.

What are  ther equirements?

In orderto  successfully depl oy NetSupport Manager components to
yourtarget PCs, the foll owin gitems are required:

1 Fileand Pr int Sharing m ust be enabl ed on the target PC.

1 The Sharingand Security for local acc ounts p olicy must be set to
{Cl assic} on the target PC.

1 The user account used to connect to the target PC must h ave
local administrato r permissions o nthe targetP C.

1  Networ k di scovery m ust be enabl ed on Windows Vist a and
Wind ows 7 tar get PCs.

1 UAC Rem ote Rest ricti ons m ust be disable d for target PCs running
Windows Vista and Wi ndows 7 in a workgroup environment.

Star ting NetS upport Manage r De ploy

1. Select NetSup port Manager Depl oy fromyou r NetSuppo rt
Manager Program group .
2. The NetSupport Manage r De ploy main window will appear .
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NetSupport Manager Deploy main window
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The Depl oy main window isdi vided intoth e fol lowing

section s:

Menu bar

The menu bar contains  a series of drop-down menus that can be used
to acce ss the va rious tools a nd configuration utilities for the deploy
process.

Left-hand pane
Contains three tabs:  Network, Log Files and Se cur ity.

Network and Security tabs
Lists, ina Tree view , the availa ble networks, domains and
workgroups that can be sele cted for a deploy rout ine.

Log Files tab
Lists, i na Tree view , a histor y of previou s deployments.

Right -hand pane

With the Network tab selected , yo u are provided with arange of
general information  about the work stations located on the  selected
network /domain ( machine name, Client address and MAC addr ess).

The Log Files tab provides a breakdown of past deployments
categorised by type

The Security tab also lists info rmati on specificto each individu al
workstatio n located on the chosen  network/ domain. In additi on to the
mac hine name and IP address, yo u will be able to seet he pl atform
the machine is runningon , determin e if the machinea Iready has a
NetSupp ort Manager Client installed and which versio nis running,
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whether the Client is password protecte dor has user
acknowle dgem ent set. With thisinfor mationto hand, you can decide
in a dvance which machines to include or exclude fromt he

forthcomin g deployme nt. For exam ple, if a current NetSupport
Manager Client is already installed at some of the workst  ations , you
might choo se to ignore it.

Preparinga  deployment rou tine

Choosin g whot o deployt o

1. Fromthe main window , selectthe Network or Security tab.

2. Alistofavail able networks, domainsand workgr oups will app ear
inthe left-hand pane. Expand orred ucethet reelistbyc licking
on the arrows .

Note:  Youcan also deployt o spe cific | P ranges by adding the
appropriate a ddressrange tot hetree. Se lect
{Tool s{Add IP Range} from the menu bar.

3. Highligh tth e require d group.

4. The names of the workstations b elonging to the select ed group
will appear inthe right -hand pane. You can cha nge the
appearance of the list view by sele cting {View} from the menu
bar.

5. Select the workst ation s to include in the deployr  outi ne. (You can
use CTRL-Click or SHIFT -Click). Befo re decidi ng to include or
exclude a workstation,y ~ ou can view its  propert ies by right -
click ing on the machine name.

Note : AWakeonL AN can be sent to machine sthatare nott urned
on, ensuring deploymen  ts are sent to all required machines.
Selectthe required mach ines and choo se { ViewK{Wake
Selected (WOL )} fromthe men u bar.
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Cho osingw hat tod eploy

You can choose:

1 NetS upport Manager package.

i Client config uration.

1 NetSup port Manager licence file.
i Unin stall Net Support Manager

Note: The propertiesf or each o f the above c an also be pre -defined if
it is not conveni enttod eploy immedi ately. See p re-define
settings fora  future deplo ymen t.

Deploy a NetSuppo rt Manager packa ge

A NetSupport Ma nager package is cre ated as standard when the
Deploy com ponent is selecte d with the installati on. To dist ribut e the
package, selectthe re quir ed workst ations:

1. Choose {Deploy}{NetSupport Mana ger Packa ge} fromthe Deploy
main window drop -down menu.
Or
Right -click o n the select ed workstations and choose { Deploy -
NetSupport Man ager Package}.

2. The Deploy Summary di alog will appear .

zDepon Summary X

This is a summary of the options you have selected. Check the details and
+3| click Deploy to start. You can change the properties of the deploy by
clicking Properties

Type A | Deploy I

NetSupport Manager Package
Cancel

Description
NetSupport Manager Properties

Deploy License Details
Licensed to EVAL for 10 Clients Help

Deploy Setup Files
C:\Program Files (x86)\Net Support\Net Support Manager
\Deploy

Product Version

This dialog prov ides a summary of the options you have selected
for the de ployment. Cli ck Properties to amendthei nformation
for the depl oymen t.

3. The Install Properties dialog  will appear .
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[ MetSupport Manager Install Properties ? x

General Options  Acknowledgement Message Restart

Description
|Net Support Manager

Click Browse to specify the NetSupport Manager
installation source folder

C:\Program Files (x86)\Met Support\MetSupport Man Browse

MetSupport Manager Version : V14.00.0000

Install Parameters File

NSM.ini Edit

Cancel Help

To amend the properties forthe deployment, select the relevant
tab.

General tab
Used to s pecify the NetSupport Manager packaget o deploy and
which comp onents are to be installed

The descripti on for the pack age will be set to NetSupport
Manager.

By default, the location ofthe packagetob einstall ed is set to the
Deploy folder whe re th e Net Support Manager package has been
create d.

Click Edit to specify the componentsto install. T he Install

Configuration Opt ions dialog willappear . ( See tHe &6l nsta
Configuration Options Dial o g $ection of this man ual for a full

description of thi s dial 0g.)

Note: Because ofthe way NetSupport M anager De ploy handles
resta rtin g workstations, leave th e Restart Machin e box
un-checked. This is only relevant when perfor ming a
silent install where T he In stall Conf iguration Options
dialog is also used for specifyin g th e options to install.
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When you hav e complet ed this dialog , choose{ File{Save} to
save the N SM.inif iletot he fold er co ntaining the distribution copy
of NetSupport Manager .

Choose {Fil eH{Exit }toretur ntoth e Install Properties dialog.

Options tab

Use the information supplied in the Net work and  Security tabs to
ide ntif y which machines may alre  ady hav e NetSup port Man ager
installed . You can then choose to:

1 Ignore th em by c hecking the Skip mach ines alrea dy
run ni ng NetSupport Manager box.

1 Update the m achines with the latest version by check ing the
Update new or older s ystems to current version box

1 After deployi ngthe p ackage, you can confirm that the Client
isrunning by che cking the Ver ify Clie ntrunning after
restarting  box. Ensure that  wor kstations are res tarted
automatically after the d eploy for this option to work . See
Restart tab .

Ack nowledgement tab
Consider whether the  workstat ions will be inuse when
com mencing th e depl oy. You can choose to:

1 Inst all NetSuppor t Manage r Immediately. No prompt will be
received at the workstations  being deployed to.

1 Warn user before install ing NetSuppo rt Manager . The user will
receive a promptand needs to click OK forthe i nstall to
commen ce. Users cannot cancel this

1 User can po stpone NetSupport Manager installation. You can
specify the number of  tim es a user can postponeth e
insta llation. Ifthe user does choose to postpone, they willb e
re-prom pted at hourly inter vals or the nextt ime th ey restart
the workstation , whic hever com es earli er.

Message tab
You can specify acustom message to be displ ayed at each
workstation whil e the i nstallat ionisin progress.

Restart tab
These options ar e only app licabl e if the targ et PCs re quire a
forced restart to complete the inst allation.
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Not e: If yo u have asked for verification th at the CI ient is running
(see Optionstab ), you must choos e an op tiontha t will
force the workstationsto  be restarted imm ediately.

1 Adviseusertores tart machine. Atth e com pletion of the
deployment,a message will be disp layed at workstations
asking the userto restart the PC atth e next convenient
opportunity . Do no tchoose if the above note applies.

1 Insistuserrestarts  machine . A mes sage will be displayed at
workstations advising the userto  restart the PC to co mplete
the installation.

1 Forcerestart. Atthe en d of the deployment, a m essage is
displayed advis ing use rs that the wo rkstation will be
restarted . Atime baris displayed in dicating how many
seconds iti sbeforet he restart commences.

1 Automat icrestartif notlog ged on. If the workstation being
deployed toisnot loggedon , a restart willcommence
aut omatica lly.

o

Click OK to return to the Deploy Summary dialog.

6. Click Deploy to commence thei nstallation. A progress dialog will
appear , enabling you to monito rthe de ployment as it installs on
each workstat ion.

Deploy NetSuppert Manager

Log  status

Close
Checking MARKETINGO1 Client version . . . None detected
Retrieving platform information for MARKETING01 Print...

MARKETINGO1 running Windows 7
Copying NetSupport Manager to MARKETINGO1 :

Installation started on MARKETING01

NetSupport Manager sent to 1 machines

Operation complete. Installation pending on 1 machines

The dialog has two tabs:

Log tab enables youto monitor the dep loyment as it reaches
each workstation.
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Status tab lists the stage th e deploymentha s reached on each
workstation. For ex ampl e, the ins tallation may be complete on
one machin e but sti Il in progress on anot  her.

7. Click Close toreturnto the Deploy m ain wind ow when the
installation is complete.

Deploy a Client Configuration

Using NetSupport Manager Deplo vy, yo u can re motely d eploy a Client
configuration file  contain ing specific Client settings. For more

infor mation on configuring Clients , see th e Configuring the Clien t
section of this manual.

=

Select the r equired workstations.

2. Choo se {Deploy}{Client Config urati on} from the Depl oy main
window drop -down menu.

Or

Right -click on the sel ected worksta tions and choose

{ Deploy K Client Configuration }.

The Deploy Summar y dialog will appear .

Click Properties  to enter the details for the de  ploy ment.

5. Click Browse to sp ecify the fol der conta ining th e Client
configuration file that isto be de ploy ed. The defau It configuration
fileis CLIENT32U.ini and is stored in the NetSup port Mana ger
installation directory.

Pow

No te : The d efault configuration file  for Clients pre -v12.50is
called CLIEN T32. ini.

6. Click Edit to access the Advanced Client Configurator in orderto
mak e changes to the configu ration file. See the Advance d Client
Confi guration section of this manual for mor e informa tion.

7. You can specify additional Client parameters if re quired. For
examp le, this may be the location of an addit  ional ¢ onfig urat ion
file tow hich youwantto add spe cific user credentials ( name and
password) .

8. Forthe new settings totake  effecti mmediatel y, the Clients ervice
will be automatically restart  ed afterthe deploymen t. If a restart
is not required, uncheck  the Restartthe Client servi ce box.

9. Click OK toretu rn tothe Summary dialog. Yo  u can view the

contents of the configuration file by clicking onthe file name.
10. Click De ploy . A progress dialog  will a ppear , enabling yo u to
mon itor the status of the deployme nt.

11. Click Close when complete .
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Deploya NetSu pportM ana ger licen ce file

When inst alling a NetSupport Manager package, a licence file is sent
to each workstati on. How ever, there may be occasions whe n the

lice nce infor mation needs updating. For exa mple, you have purchased
additi onal licence s and the licence file needs u pdatingto reflect this.
By using NetSupport Mana ger Deploy , you can remotely update the
file on user work stations.

1. Selectthe re quir ed worksta tions.

2. Choose {Deploy}{NetSupport Manag er Licen ce file} from the

Deploy main window drop -down menu.

Or

Right -click on the s elected workstations and choose

{ Deplo yK NetSupport Ma nager Licen ce file}.

The Deploy Summa ry d ialog will appear .

Click Pro perties to enter th e details for the deployment.

Click Browse to specify the fo Ider containing the licen ce file t hat

isto be deploy ed. The default file is NSM.LIC.

6. For the new sett ings to take effe ctimmediately,th e Clie nts ervice
will be automatic ally restarted afterth e deployment. If arestart
is notrequi red, uncheck the Resta rtt he Client service box.

7. Click OK toret urntothe Summary dialog. You can view the
conte nts of the licen ce file by cl icking on the file name.

8. Click Deploy . A progressdi alog will appe ar, enabl ing you to
monitor the status  of the de ployment.

9. Click Close when complete.

a s w
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Remote unins tall

Using Net Supp ort Manager Deploy , you can remotely u ninstall a
NetSupport Manager  package.

1.
2.

Select t he required workstatio  ns.

Choose {DeployH{Uninstall NetS upport M anager} from the
Deploy main window drop -down men u.
Or

Right -click on the sele cted workstations an  d ch oose

{ DeployH{ Uninstall NetS uppo rt Manager }.

The De ploy Summary dialog  will appea r.

Click Properties to enterth e details for the deployment. The
Uninstal | NetSupport dialog will appear .

| Uninstall NetSupport Manager ? X

General  Acknowledgement Message Restartt

Description

Cancel Help

Enter the prop erties fort he d eploy ment by selecting the fourt abs
inturn.

General tab
Provid es a descripti on of the package being uninstalled.

Acknowledg ement tab
Consider whet her the workstations  will be inu se when
commencing the deploy. You can choose to:

1 Uninstall NetSupport Manager Immed iately. No prompt  will be
recei ved at the workstatio ns being deplo yed to.
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1 Warn user before uninstalling NetSupport Manager . The user
will r eceive a prompt and needsto  click OK for the unins tall to
comme nce. Users cannot cancel  this.

1 User can postpone unin stall of NetSupport Man ager. You can
specify the num ber oftimesa usercan po stpone the uninstall.

If th e user do es choose to postpone, th ey will be prompted the
next time they restartthe work statio n.

Message tab
You can spe cify a custom me ssage to be displayed at each
workst ation wh ile the uninstall is  in p rogress.

Rest art tab
To completely remove all NetSupport Manager files, the
workst atio ns must be restarted

1 Insistuser restarts machine. A mes sage will be displayed at
workstation s advising the userto restart the PCto complete
th e process.

1 Force restart. Atth e end ofthed eployment, a message is
displayed advising users that the wor kstation will be
restarted . time bar is displaye d indicatin g h ow many seconds
itis b efore the restar tcommenc es.

1 Automatic restart if not logged i n. If the workstati on being
deplo yed to isnot logged in, a restart will commence
automatically.

When you ha ve completed all four tabs, click OK toreturnt o the
Deploy Summary dialog. You can  review your selections and edit
if required.

Click De ploy toco mmence the uninsta Il. A progress dialog will

appear , enabling youto mo  nitor the deployment as it uninstalls
each workstation.
Click Clo se when complete.
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Pre -define sett ings for a future depl oyment

There may b e occasio ns when you want to defer a deployment until a
more conv enientt ime of the d ay. Wi th Net Sup port Manager Deploy
you can prepa ret he settings in advance and choose whe n to perfo rm
the deployment.

Note: You selectth e works tations to deploy to when you are ready
to run the deployment.

To preparethes ettings for a futu red eploymen t

1. Choose {Dep loy }{Configuration} from the Deploy main  window
dro p-down menu.

2. The Deploy Li st dialog will appear . Selec tth e required Deploy
Option . (Package, Client Config  uration, Licence File or Uninstall)

3. Click Properties and enterth e requir ed settings.

4. When a ll settings are entered , click Close tore turn tothe Dep loy
main window .

Torunt he deploym ent

1. Selectthe wor kstationsto D eploy to. See Preparing a
Deployment .

2. Choose {De ploy} from the main window drop-down menu.
Or
Right -click on the selected wo rkstati ons an d choose Deploy .

3. Select the required Dep loy option.

4. The Deploy Summary dialog will appe ar, showing your pre-
defined selections . You c an edit these if  required .

5. Click Deploy to start the deploymen  t.
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Log files

When using NetSu ppor t Manager Deploy , inform ation about each
deployme nt, wheth er a package install , licenc e update, configuration
dow nload or uninstall, i s recor ded. This provides a useful re  minder
each time you use th e utility of what you have previous! y deployed.
The in form ation is stored ina log file.

Toviewlogf iles
1. Fromthe NetSupport Manager Deploy main window , select the
Log Files tab .

[ Netsupport Deploy - o x

File Wiew lag Help

| Sttetwork | BiLoaFies | 2securty |
|~ £3 Log Fil

RRERRRARRRIR

|NetSupport Deploy (Dbjects Discovered 313) Current Datazet Size 255 ..\Leg Fies) Client Configuration\Tue Sep 05 16-01-23 2022\Log Files\Client Configuration)\Tue Sep DS 16-01-23 2022\DEPLOY.LOG

2. Inthel eft-hand pane of the main window , inc rease or dec rease
the Tree view to see a description of eachty pe of deployment,
the date andt ime the deplo ymenttook place and the
workstatio nsthat were deployed to.

3. Asyou selectanitemfromth e left -hand pane, ite mised
informa tio n about that deployme  nt will appear intheright -hand
pane.

Printingalo g file

1. Selectther equire d Log File inthe Tree vie w.

2. Choose {Log}Print} from the Deplo y main window drop -down
men u.

Delet inga logf ile

1. Selectthe required Log Fileinth e Tree view .

2. Choose {LogH{D elete} from the Deploy mai n window drop-down
menu.
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In stal ling NetSu pport M anager onaMac based
system

A Net Supp ort Manager Control and Client ¢ an be instal led on Mac
systems, allowing youtor emote control ot her worksta tions/devices
fromaMac a nd also en abling a Controlt o connect, vie wthes creen of
the remote user and per  form a va riety of remote control task S.

Note s:

1  The NetSupport Manager macOS Control runs on macOS 10.15
(Catalina) and above.

1 The NetSupport Manager C lient for macOSis available on macOS
10.14 (Mojave) and above.

Install ing NetSup port Mana ger

1. NetSup port Man ager is provided asastanda rd macOS .pkg file,
this is available from our downloa ds area at
ww w.n etsu ppor tmanager.c _om/down loads.a sp (full insta llation
instruction s will a Iso be available he re).

2. Download the .pkgfilea nddoubl eclickitt o runthe package.

3. Theinstaller will autom atical ly run, follo wth e on -screen
instructions .

For in formation on  using the NetSupport macOS Control, click here.
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Installing and configuring NetSupport Manag er
on Go ogl e Chrom e OS devices

NetSupp ort Manage r provide s remote control capa bilities for any
Google Chrome OS device  run ning the Ne tSupport Mana ger Chrome
OS Client extension.

The NetSupport Man ager Cli ent for Go ogle Chrome exte nsion can be
installed on each Cli ent machine runnin g th e Goog le Chrome OS.
From the technici an 6 s tog gos édan then connect to each system ,
enabling you to monitor an d interact with each  client quickly and
efficiently.

Planni nga n inst all ation

For a N etSupport Manager Contro | to be ab le to conne ctand inte ract
with Chrome OS devic es, the NetSupport Co nnectivity Se rver must be
installed ona Windows Server ;the NetSupp ort Manager Control
(Windows, Mac or Mobile) must be install edon the techni ci anés
com puter, and the NetSuppor  t Manager Chrome Clie nt exte nsion

insta lled onto each Chr ome device.

The Net Support Manag er Client for Chrome OS can be used withy our
existing NetSupport licences already purchase d (aslong asyo u have
suffi cient unu sed licences) , or additional Chrome O S only Cli ent
licence scan b e purchased fromyour NetSupp ort reseller.

Insta llingand con figuring the NetSupport Man ager Client for

Google Chrom e extension

1. Download the NetSupport Manager for Goog le Chrom e extension
from the Google Chrome st ore.
https:/ /chrome.google.com/webstore

2. Enterthe URL chrome://sett ings/extensionstoa ccess the
OExsSéomonsd ctiongag gur a

3. Locate the NetSupport M anager Client for Google  Chrome
extension and click Opti ons .

4. Enterthe Ga teway ad dress and port number  of the Gatew ay.

5. Optionally, enteranam e thatidentifi es this Clien t.

6. Click Save .

Chro m e Incognito Mod e:

To ensure tha tyou ma intain ful | control of you r Clients , it is

recomme nded that you 'disall ow' Inc ognito mode inthe Ch rome OS
User Settin gs. This can be done ce ntrally via the Google Mana  geme nt
Console.
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Key feature s whenconnectingto Chr ome O®%t®Clsiyst @deas i ncl

Environ ment

1 A NetSupport Man ager Control communicate s, via HTTP , with
Google Chr ome OS devic es that ar e runnin g the NetSupport
Man ager for Chro me Client extension. For hel  p installinga nd
configurin g the required compo nents, please re fer to the
docum ents bel ow.

Remot e Control

1  Acry stal clear thumbnail of each Chrome OS Client screen can be
view ed by the Control in a singl e view.

1 The Client's sc reen can be discreetly monit ored (Watch mode) or
remote controlled inreal -time (Share mode ).

1 Forreal -time instruc tion or dem onstrations, th e Chrome OS Client
can b e shown the Control ( Windows or Mac) scr een - ina browser
tab orin full scre en mode.

1  The Client can also be shown an application ru nning on the
Control desktop.

1 Multi-monitor suppo rt T monitor Chrome OS d evices run ning

multiple mo nitors.

The Client's mou se and keyb oardcanb e 06 le d @&kotel y.

Chrome OSClients canjoin a t e htft 6 c s engiaed byrthe

Control.

1 Chrome OS Client s can receive messages sent byth e Control.

1
f

Supp ort tools

1 Remote Clipboard - thecontentoftheCl i ent 6 s cl i pboard ca
remotely re trieved by the Co ntro | durin g aview s ession. Clients
canalso besent acopyof t he Control 6és clipboard.

1 RequestHelp fac ility - Clients cansend areques t for help toa
Control.

Flexib ility

1 PINConnect - the Client can initiate an instant con  nection wit h a
Contro | simpl y by both p arties ent eringa mat ching PI N code via a
central PI N Server module.

Security
1 User Acknowledg ement i the Client can authorise each inbound
con nection request.

55



NetSupp ortM anagervl 4.00

Insta llingand co nfiguring the NetSupport
Manager Andro  id Client

The NetSupp ort Manager A ndroid Client app givesane  xisting

NetSup port Manager Control user the pow erto connectto  Android
tablets and sma rtp hones in use across you r enterprise, enablingr  eal-
time i nteraction and sup port .

The NetSuppor t Manage r An droid Cl ient app w orks on Andro id v4.0 or
later tablets and is available for free from the Google Pl ay store .

Note : NetSupport Managerv 12.50 or later Windows Control
application required.

Set up and confi gure the NetSu pport Manager Android Client

Laun ch the NetSuppor t Manager Client app, pr ess Kl and select
Settings

General
Displays the name oft he device. T his can be custo misedtoa name of
your choosin g.

Securi ty
Security K ey

This sets a security key  that mustbet he same asth at set at the
Contro | before the Con trol will be all owedto connect. This setting is
optional. If there is no security key set here , any C ontr ol m ay
connect , re gardle ss of the security key  set atthe C ontrol.

TCP/IP
Default por t
The default registered po rtfor NetSupport Ma  nager is 5405.

Multicast addres S
Thisis the IP multicast address that the Clientis list  eningon .

HTTP

Use Gateway

Enable this optio nif you w ant the Clie nt's curre ntIP address to
register with a designat  ed ' Gateway' o n start -up. E nter the IP address
of the Gateway a long with the ma  tching G ateway k ey. A secondary
Gateway address can be add  ed.
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PIN Server
Enter the IP addre ss ofthe work statio n wh ere the PIN Server is
installed to allow Clients to connect using PIN Con nect.

To save the configuration  settings, select I:I

Features su pported on Andr oid:

1 Connect by PIN : Net Suppor t 0sasyduN CoRnech n d
feature al lows seamless and secure co nnect ivity be tween Cont rol
and Clien t devices simply by sharing a matching cod e. (The PIN
Server module, includ  ed as standard w ith NetSupport M anager,
needsto beinstalledona Windows PC).

1 SendingM essages :Th e Control use rcan broadcast messages
to one, selected, or all connected Client devices

1 Chat:Botht he Clientan d Control can initiat e aone -to-onet ext
Chat session . The Cl ient ca n also be invitedt 0 join a group
discussio n initi ated by the Co ntrol.

M File Transfer :Th e Control user cantran sferfiles toand from the
Client device.

1 Screen Ca ptur e: During aremote con trol session, the Con trol
can capture screenshots fro m the Cl ient de vice.

1 Wi -Fi/Battery Indicators : The Control can vie wt he current
status of wire less netwo rks and di splay battery strength  for
connecte d Client devices.

Addition ally, for supp orted devices *:

M The Control canv iew thumbnails o fall connected Android devices.

1 Zoomintoviewa larger thumbnail of any selecte d d evice.

1 The Contro | can di screetly v iew (Watch mode) or re mote contr ol
(Share mode) the screen of any connect  ed Client devi ce.

* Suppor ted devices are from  those vendors w ho have provided the
additional access privileges needed for screen monito  ring on the ir
devices . Devic es running Android 5 or late r al ready have built -in
screen capt ure capabilities.
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NetSupport  Man ager Mobil e Control for i0S

and Android

The NetS upport Manager Mob ile Control foriOS and  Android pro vides
mobi le remo te c ontr ol for exi stin g NetS uppo rt Manag er remote

control users from any iPad, Android Tabl  etorKindle F ire.

The M obile Control allows a  user to quickly search and conn ectto
local com puters by either | P address or PC name or to brow se,
connectan dview remo te computers using the free NetSupport
Manager Internet Gat eway component.

The NetSupp ort Manager Mobile Control provides full remote  control
of any remote PC runnin g an existing NetSupport Manager C lient
(version 11.04 or  later), as wellas chatand message capabilit ies.

The NetSu pport Ma nager Mobi le App can be downloaded from Google
Play, the Apple iTunes st ore orthe Amazon app store .
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Usingth e Contro |

In this chapt er é

You will discover how to use the wealth of fea ture s avai lable to
a Control user. From how toin itiate a remot e control session

to h ow you then monitor and m anage ac tivity atthe end -
user & desktop.
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Starting the NetSupport Man ager Cont rol

Tos tartthe NetSupport M anager Control program

1. Double click onthe NetS uppor t Manager Control icon in your
NetSup port Manager Program group .
Or
Click the N etSupport Manager Control desktop icon (if you
installed a desktop icon for the Control).
Or
Choose {Start } {Prog ram s{NetSupp ort Manager}{NetSupport
Manager Cont rol} fr om your o per atin g syste m.

As Net Support Manag er initialises, you will see awindowint he
middle of you r screen with the NetSu pport Manager logo and v ersion
information. This only appears fora few s econds while Net Support
Manager loads, a fter whic h the Control window will be displayed and
the Welcom e wizard will appear . From he re, you can c onfigure the
network protocol(s) touse , viewth e getting start ed guide and see
what 6s new i m of NeiSsipparteMarg i ger. To just start the
Control progr am, click Start .

Note: By de fault,the Contro |is co nfigured to support the TCP/I P
proto col; however, it can support multiple p  rotocols
simultaneo usly. If you receive a protocol error message when
starting the Con trol or want to configure it to supp ort Clients
runn ing on di fferent protocols, click  Con figure inthe
Welcome wizard or click the Change the settings for the

current Con  figuratio n icon E] on the ca ption bar in the
Control window and go to the Conn ectivity sect ion.
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The Control windo w

The Con trolw indow isthe pri maryint erface for:
Configuring the Contr ol

Connectingto Cli ents

Maintaining Client inf ormation

Selecting whi ch Cli ents towo rk with

Selecting tasks to carry out.

g ===

[ P e - ] EEEEH®

The caption bar

The caption bar indicatest  hat you are in the Control window a nd
displa ys the nam e of the NetSupport Manager Control workstation.

The f ollo wing options  are available:

Show or hide t he ribbon.

D NetSupport Manager allows you to set up multiple
profiles f or different Control user  s. Here, you can access
the Configu rations dialog, whe re you can create and
manage profiles.

ﬂ Access the settings for the current Control configuration
(profile).
2l Shows how m any windows are open. From here, you

can access the Window menu.

Access the online help and version numbe r, licens ee,
Techni cal Support and compression informat ion.
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The ribb on

The ribbon provi des access to all the features  , tools and sett ings.
Positioning the cursor over an icon will display a brief description of

its fun ction. The ribbon is organised in to the following ta  bs:

il

Home

Provides quick access to the tools needed fo r browsing, locating
and connecting to Clients. Y  ou can also acce ss some ¢ ommonly
used Client commands here.

Group

Provides access to the group functions wi thin NetSupport
Manager. F rom here, you can ¢ onnect, organise and carry out
tasks on groups of Clie  nts.

Not e: T his tab will only appear when you ha  ve a group selec ted.

Rem ote

Here, you'll find the remote and manage features, such as view,

file transfer , power on/off and scan. Yo u can also communica te
with Clients using the Chat , Message and Audio feature s.
Desktop

From here, you can show your screen and applicat ions to C lient s,

record and playback replay files and send a message or
announcement to Clients.

Tools
Provides acces s to addi tional too Is such as File Manager, File
Distribution and User  -Defined Tools.

View
Allows you to customise the lo ok o fthe Lista nd Tree v iew and
search for Clients and objects in the Tree view

Note : If you have a Client  selected, atab w ill app ear in the ribbon

displaying the Client name. From here, you can access a

range of tools and you can view and edit the det ails for the
Client machi ne. If more than one Client is selected, a

Selecti on tab appears, allowing you to per form functionsto all
selected Cl ients.
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The quick accessb ar

The quick access bar allows you to view Clients/ groupsyou have
recently conne cted to. From here , you can perform anumb erof
commonly used func tions, including conne cting to and viewing the
Client.

Note : Clicking Recent will displa y adrop -down menu, allowing you
to switch between recent ~ connections and pre -defined groups.

The Treevi ew

The Tree view is wh ere NetSupport objects such as Clients and
groups are created, displayed and organised. Each set of objects is

stored initsown folder and whenth e folderis selec ted, the contents
are displayed in the adjacent List view.

The Listvi ew

The List vie w displays the co nten ts of the curre ntly selected folder in

the Tree view . You can switch the display mode between large icons,
small icons, details view or Thumbnail vie w. The information wi  thin

th e List view can be cust omised to show spec ific information relevant

to you.

The status bar

The status bar is displayed at the bottom of the Control window. It

shows the numbe r of itemsinth e folder selectedi nth e Tree view ,
along with the number of connected Clients. You can also select

which o bjects to work w ith, how they are displayed in the List view

and access the thumbnail settings.
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Quick access bar

The quick access bar allow s yo u to view Cli ents/groups you have
recently co nnected to. From here, you can see an overview of the
Client details and perform a nu mber of common ly us ed fun ctio ns,
includ ing connecting to and viewing the Clien t.

Clicking Recent will display a drop -down men u, allowingy outo
switch the quic k access bar betweenr ecent connections and pre -
defined groups.

Click ing a Client name brings up a Remote Man agement pane,a nd
from here, you can see details of the Client and perfor m a variety of
functions.

By defau It, the Clientna me, wireless and batt  ery indicators (if

app licable) and security statu s (shows if TLS or en cryption are
enabled or not) are dis  played alongsid e the Clien t on the quick access
bar. You can customise whati s displayed and choose to show the
Client's logged -on user name, IP addre  ss, operating system,

enclosure type and location by right -clicki ng on the quick access bar.

Note : Changing the Client display options here will also change them
on the caption bar, connected Clie nts list on the stat  us bar
and when zooming into thumbnail S.

& , o .
Click & to connect to all Clients and ©x todisconnectf roma ll
Clients .

To hide the quick access bar
The quick access bar is displayed by default but can be hidden if
required.

1. Selectthe Vi ew tab in the ribbon and click Quick Access

Note : Click a gain to sho w the quick access bar.
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Tr ee view

The Tree view is where you access the inf ormation abo ut the vari ous
NetSupport Manage r objects. Ano bject may be ani ndividual Client, a
group or even a colle  ction of help requests  generated by Cli ents.

All Computers
ﬁ All available computers
Auto Group
_Fl] Clients grouped by predefined criteria

b B Windows PCs
b @B AppleMacosx B
@ ChromeQs B
Android B
> [¥] Client Versions
[ @ Enclosure Type

[)@ Client Location

—, Browse
[

/"—" Browse network for com puters

Active

D Shows all connected computers

-, Help Requests
Q Cliznts requesting help
vPro Management

ﬁ PCs with Intel {c} vPro {tm) Technology

Internet Gateways

b @ Computers available over the Internet

Automation

Automate common tasks on computers

Each set of objec tsis stored initsow nfolderi nthe Tree view. The
individual objectsin  afolder ar e displayedi nthe adjacent List  view .

So, for example, selectin gthe Active folder will result in the Li st view

changing to di splay all current ly connect ed Clients.
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The Tre e view can be exp anded or ¢ ontracted (depending on the
detail you req uire) by cli cking the P icon to the left of  a folder.

Note s:

1 The height of the itemsin the Tree view can be reduce dif
required. Select the Viewtabint heribbon and clickthe Compact
Mode icon.

1 Youcan hide th e Tree view, providing more space when wor king

with ob jects inthe Listview. Selectt he Viewtabin the ribbon
and cl ick the Show Tree icon.

The a vailable folders are:

All Compute s

Alist of all known Clie nts that have be en conne cted e ither du ring the
current or previous sessions. Itis v ery qu ick and ea sy to connectt oa
Client from thi s folder as it remove sthe need to first perf orm a
browse or k now the net work address of the Cl ient.

You can or ganis e ind ividual Client s into group s. Once a Cl ient is
included ina group , th e whole of that group can be conn ected to and
worked on simultane  ously withoutt he ne edto connec tand select
them individual ly.

Clicking the [) iconnextto All Computers  will show any g roups that
have been created.

Auto Group

Clients will be automati cally grouped acc ording to the predefined
criteri a, al lowing you to quickly a nd easily see wha t op erati ng system
Clients are using, the NetSuppo rt Manager Cl ient version, the type of
devi ce and the Client loca tion. Thes e groups are fixed and cannot be
amen ded, but you can create your own groups to reflec t the company
str ucture.
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Browse

This is alist of Cli ents discove red by running a brow se actionin the
current session. Connectingtoa C lient from this fol der causesit s
detailsto be stored for lateruse inth e All Comput ers folder.

Active
Any Clientt hatis c urrently connected will be displayed in thisf older.

Help Reques ts

NetSupport Manager includes afuncti on at the Clientthat enab lesth e
Client user to send are questfor help . If a Control is connected when
a Clien t sends a hel prequest, the Cont rol will be imme diately

notified , asthe Hel p Request s folder is highligh ted. If the Co ntrol is
not connected, i ts Help Request s folder will be highlighted the next
time it connects tothat  Client.

vPro Managem ent

NetSuppo rt Manager ca n locate PC sthath ave vPro capability and
perform a v ariety of functions . All PCs with vPro capability will be
display ed in the Li st view. SelectavPromac hinet o access the
available functions in the Home tab of the ribbon.

Search

You can search for Clients and objectsi n the Tree view and the
results wil | be dis played here. This folde r will only be displayed if you
have perform ed a sear ch.

Remote Ne twor ks

This refers to Client sthathaveto be con nected over adia I-up link.
They may be Clients on a LAN inano  ther buildi ng or even stand alone
workstations. In eith er ev ent, they are refe rred to as remote
networks and the informati on concer nin g the telep hone numbe r to
dial and the type of connect ion is stored in thisf older.

This fold er is hidden by default . To vie w this, ¢ lickt he Change the

settings for th e current Configurat ion icon on the caption bar.
Select Control Interface - Settin gs and clearthe Hide Dia |
Directory  checkbox.

Internet Gat  eways

The primary role of a NetSupport  Manager Gateway is to faci litate
seamless remote contr ol between PCsth atmay be located behind
differe nt firewalls. The Gateway provides a stable an d sec ure met hod
forloc ating Clientsvia HTTP and de livers web -based remote control
without the need for m  odifications to existing firew all configu rati ons.
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Alist of your Gatewa ys will appear here, and youcan add, editand
browse a Gateway.

Automation

Script s created using the NetSuppor t Manager Script Editor can be
add ed to this folder . The List view s hows the nam esofeach script
and ena bles you to add new scr ipts to the list . Select a script to
access the availa ble functions in the Home tab of the ribbon.

Not e: You can hi de folderst hat you don't need to see in the Tree
view. Click th e Change the settings for the current

Configuration icon EJ on the caption ba r. Choose Contro |
Interface - Settings and selectth e options you wish to hide.
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List view

The List view d isplays the objects stored in the correspondi ng folder
inthe Tree view . Forex ample, i fyo uselectthe Active folder,t hen
the List view will contain the details of the curr  ently connected
Clients. Similarl y, if you performa  browse action, the resu Its of that
browse will be displayed.

You can expand the List view by h idin g the Tree view, giving you
more spac e to work in. Select the View tab in the r ibbon an d cli ck the
Show Tree icon. Click thi s again to show the Tree view.

You can easily select which objects to work with and how they are

disp layed in the List view by selecting the View tab in the ribbon and
clicking the appropriate icon in the List section or clicking the
appropriate iconont  he status bar.

When viewing in large icons, the ope rating system, Wi-Fiand batte ry
indicators and location f lag (if enabl ed) will be displayed. D etails vi ew
will also d isplay the Wi-Fiand battery indicators nexttot he Client
icon. Furth erinform ation is available in Details view by  customising
the columns displayed.

By default , the Cl ientlocatio n flags are enabled . To disabl e the se,
click the Change the settings for the current Configuration icon

on the caption b ar. Select Contr ol Inte rface - Settin gs and
clear the Show Cl ient location checkbox.

Note : By default, double -clicking a Clientinth e List view opens a
View window . You can customise the action takeninth e
Control configuration - Control Interface Setti  ngs.

To custom ise the Listv iew
1. Selectthe View tab in the ribb on and cl ick Colu mns .

Or

Right -click in a blank area of the List view and s elect Columns
2. The Client List Columns dialo g will appear .
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Client List Columns X
Add or remove columns for Client lists
Al Computers  Remote Clients  Active  Group Members  Help Requests  Intemet Gateways
All Computers  All available computers
Available Columns Cument Columns:
Battery Details Name
Client Name User Name Left most
Connection Security Status
Contact m Description
Group _ Transport
Help Message Address
Last connected <<Remove | | Cient Version t
Location Client Platform
Phone Number \b
Requested By
Wireless Details S5
Right most
Help QK Cancel

The tabs shown at the top of the Lis t view relate to eac h of the Client
List windows that are  available for the Cont  rol.

Selectt he desi red tab: the | eft -hand window highlights co  lumns that
are availab le for inc lusion; the right -hand windo w shows those
already included. Simply select the col umn name you require  and
then Add or Remove

The arrows to the far right of the win dow are u sedto adjust the order
in which each column is displayed ; the higherup thelistrep resents
the pos ition from the left ofthe List view.

Note : When viewing in details view, yo ucan applyf ilters to the
column headings, allowing you to easily searc h for specific
Clients. Select the View tab in the ribbon and click the Filter
Bar icon.
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Status bar

The status ba ris displ ayed at th e bot tom of the Control window. It
shows t he number of itemsin the fo Ider selected in the Tree view

along with the number of connected Clients. You can see a list of the
connected Clients by clicking Connected (you can also disconnect a
Client f rom here). By d efault, the Client name, wireless and battery
indicators (if appl icable) and security status (shows if TLS or
encryption are enabled or not) are displayed. You can customise what

is d isplayed and choose to show the Client's logged -on user name, IP
address, operating system, enclosure type and location by right -
clicking Connected

Note : Changing the Client display options here will also change them
on the quick access bar, caption bar and when zooming into
thumbnai Is.

Not e: Ifa C lient disconnects, the  Connected icon will turn red to
notify you. You can  see which Clien t has disconne cted by op ening the
list and you can choose to reconnect or remov e them fro m the list.

2y

To disconnect al | connected C lients, ¢ lick &=,

You can easily se lect which objects to wor  k with in the List view by
clicking the appropria te icon:

- Selects all objec ts.

Selects all connected Clients.
Reverses the current sel  ection.
Clear the objects selected.

The appear ance of d isplayed itemsin the List view can be switched

bet ween large icons, small icons, list, details and thumbnail viewb vy
clicking the appr opria te icon:

Details view.

List view.

Small icons  view.
Large icons view.
Thumbnail view.

Ify ou arein thu mbnai |l view, use the s liderto adjustthe  thumb nail
size. Click @'A to adjust the thumbnail update frequency. By d efault,
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when y ou mo use o ver a thumbnail, you zoom into the Client's screen.
Click 2 to tu rn this on or off.
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Finding C lient s

Before you canopen a View window for remote controlo r to work
wit h Clients, you mus tfirst connectt oth em.

Rather than h aving to kn ow all the Cli entna mes and th eir net work
address es in advance, N etSupport M anager provid es a brow se facility
that enables you to a uto -discover them.

Whenyouru na browse action,th e Control se nds a messa ge on al |
protoco Is for w hich it has been configur ed, askingall Client s t on fisi g
i n Oith tveir na me, n etwo rk a ddr ess and prot ocol.

The r esponses are added to the Browse folderin the Tree vie w and
thei r details are displayed in th e Listview. You canth en conne ct and
work wit h these Clients dire ctly or organise them into groups for later
use.

Once y ou ha ve connecte d to a Client discovered by the browse

function, its details are a  utomatically stored in the All Computers
folderint he Tree view . These Cli ent s the n become known Clients and
you can su bsequ ently connect to the m without the nee dtoruna
browse action first.

Note: You may be using NetSup p o r Galeway facilityt o establish
Client conn ection s, in which case youca n chooseto include
Gateway Cli ents when browsin g. Although th ese will ap pear in
the Browse folderalon gwith anyn etwork Clients, they are
not stor ed inth e Know n Client list.

To find a Client onanet work

1. Gototh e Hometab ontherib bon.

2. Inthe Prefix field, ente r the Clientn ame ( a partial nam e can be
entered or leav e bla nk to browse for all Clients).

Note : Selectthe d rop-down arrowt o choose from alist of
previous entries.

3. Optional criteria can be  specified, s uch as onl y browsing for
Clients who ha ve requested help orinclu ding Gateway C lientsin
the search.

4. Click Brows e.
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Or

1. Selectthe Browse folderinth e Tree view andd ouble -click Look
for Clie nts inthe Listview.
2. The Brows e dialog will appear .

Browse Network h:4

Enter a partial Client name or blank for all Clients p

] Only Clients Requesting Help
[ Include Gateway Clients

Cancel Help

Enterap artial Cli ent name or leave b lank fora Il Cl ients

Type inthe fir stpartofaCl ientn ame here to narrow the sea rch.
If you have many Clients  on your network,yo u may only be
interes ted in those t hat b egin with a certain ~ word or letter . If you
have Client s that begin with A DMIN, typin g thisin would return
Clients such as AD MIN1, ADMI N_OFFICE and A DMINISTRATOR . To
find all available Clients leav e this field empty.

Only Clients Reques ting Help
Select th is check box to br owse only for Clients tha  t have
req uested help.

Include Gateway Clients
Select this checkboxtoi nclu de Gateway Clie nts wh en brows ing.

Click OK to begin the br owse. A dialog will advis e you that the
Control is b rowsing for Cli ents.

MNetSupport

Browsing Local Metwork. Please Wait H

Cancel
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Click Cancel to abort your browse for Clien ts. This will take afew
seconds, aft er which alist of availabl e Clients ont he network meet ing
th e criter ia will be display ed inthe Browse folder. You c an then

right -click onindividual Clients to conn ectt othe m, displayt heir
properties or carry outt  asks.

If the expected Clients are no tfound , itmay be because NetSu pport
Manager has not bee n conf igur edt o browse the required networks.
See onfiguri ng the NetSupport Manager Control for subn et
browsi n godm ore inform ation.

If you only want to browse for Gat eway Clients, selecting the
Gateway from the Internet Gatewa ys folder in the Tree view will
change the Browse section inthe ribbon to only sear ch for Gateway
Clients. Alternatively, double -click Browse Gateway in the List view.
Clients browse d for inthis way will not appe arinthe Browse folder.

Note : You can al so searchfor existing Clientsinthe Tree view by
entering the search criteriaint he Search section of the View
tab.
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Connecting toC lients

Before you can remote contro |a Client,y ou mustf irst connect to it.

To connect to Clients
1. Select the Client you want to connect to inthe All Computers or
Browse folder.
2. Selectthe Home tab intheribbo nandcli ck Connect
Or
Right -click on th e Clienti con a nd choos e Connect
Or
Doub le-click onthe C lientic onto connectand view it
im medi ately .

If the Clienthas been co nfigur ed wit h se curity pa sswords , you
wil | be prompted to entera  user ID andthe co rrect password.
This must be equal tothe user ID and passwordt hathas been set
in t he Client & profile.

Security X
Please login to VIRT45ERVERZ2016
Cancel
User ID: [ECWIN10-1 v | Help
Password: || |
Try last usemame before displaying login prompt

Note : Net Suppor t Manager p rovi des a PIN Connect feature which
allows youto quicklylocate and co nnectto a Client anywhere
across the enterprise w itho ut k nowing the Client's compute r
name or P add ress. APIN Server genera tesa unique PIN
code w hich bot h the Control and  Clientent ert o est ablish a
connection.
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Connec tingt o Clie nts using PIN Connect

NetS upp ort Manage r prov ides a qu ick an d easy w ay to connec t to
Clients w ithout ha vingto knowthe PC name orIP addre ss. APIN
Serv er generates a unique P IN cod e; this is then ent ered atb oth the
Client and Control and th e connection is ¢ reat ed.

Note: APl N Server mustbe installed and ¢ onfig ured at both the
Client an d Contro | to use this fea ture.

Installing and config urin gaP IN Server
The PIN Server can be in stalled as a standa lone comp onenton a
machine or along with other NetSupport Manager components .

Toinstall the PIN Server com ponent, you mu stselect Custom when
choo sing the type of NetSupport Manage rinstallat ion to pe rform .

Client configuratio n

1. From the b asic or adva nced Clien t Configurator, select
Connectiv ity - PIN Server

2. Enter the IP add ress a nd port (de fault 443) forthe PIN Server
machine.

3. If youare using aproxy se rver toconnecttothe Pl N Server,
ent er th e ser ver address and an appr  opriate port .

Note : This only applies to Windows 8 machines and earlier.
Windows 8.1 and above machines use automatic proxy
configured i n Wind ows Sett ings.

4. Touse the s ame settingsast he NetSupport Gateway, cl  ick Copy .

5. Click OK.

Cont rol ¢ onfiguration
1. Click the Changethe settin gs forthe cur  rent Configuration

icon on the caption bar.
Or
To apply the settingt o a specific profile, click  the Profiles icon

on the ¢ aption bar. Selectt he required profile andc  hoose
Connectivity and Startup Settings
Or
Selectthe Home tab inthe r ibbon, click PIN Connect and then
click PIN Server Settings (you can skip step 2).

2. Select Connectivity T PIN Server .
3. Enterthe IP addres s and port (default 443 ) for the PIN Server
mach ine.
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4, Ifyouareus inga proxy server toco nnectt othePIN Server,
enter the server a ddre ss and an app ropriat e port.

5. You can us e the same sett ings as a NetS upport Gateway. Selec
the required Gatewa y and clic k Copy .

6. Click OK.

Gene rating aPIl Nfromt he Con trol
1. Select the Home tab in the ribbon and click PIN Connect
2. Click Create PIN

3. The PIN Serve r will generate auniqu e code. When advised , the

Client ent ersthe PIN and a connection is established.

t

Note: ThePIN code can be e mail edto the Cli ent or copie dto the

clipboard by ¢ licking the a ppropriate ic on.

Enteringa  PIN at the Control

1. The Client will advise you ofthe PIN code .

2. Select the Home tab in the ribbon and click PIN Connect

3. Click Enter a PIN.

4. Akeypa d will appear . Enter the PIN code and c lick Conne ct.

Generating a PIN fr omthe C lient

1. Double -click the NetSup port Manager Clienti conin the system
tray.

2. The ClientIn formatio n wi ndow wil | appe ar.

3. Click Create PIN

4. The PIN Serv er will gener ate a uniqu e code. W hen advised , th e

Control e nterst he PIN and a connection is establis hed.

Note : T he PIN ¢ ode can be email ed to the Control or  copied to

the clipboard by clickingt he appro priate icon.

Ente ring aPIN at the Client

1. The Contr ol advisesth e Client of the PIN code.

2. Doubl e-click the Net Support Manage r Client icon in the system
tray.

3. TheClientInfo rmation wi ndow will appear .

4. Click Enter aPIN .

5. Akeypad will appear . Enter the PIN code and cl ick Connect .
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Qu ick Connect

Quick Conne ct allow s you to directly conne  cttoa Known Client by
Client name, logged -in user name, or by network address. This saves
you from having to perform anetwo rk brow se before selecting the
desired Clie nt fr om the L ist view.

Clients configured for HTTP/HTTPS con necti ons through a NetSuppor  t
Gatewa y can also be selecte d.

To connectto  Clients

1. Select the Home tab inth e ribbon.

2. Inth e Quick Connect section,  enter the Client machine name,
logged -on user nam e or network add ress in the Text field ( click
th e drop -down arrow to choose from a list of previous entries)
and select the required  Conn ect By icon:

Connect by logg ed-on user name

Connect by machine  name.
Connect by IP address.

HEC]

Note: Ifthe Clientis configur ed for HTTP connec tions through a
Gatewa y, in ad ditio ntothe name or user name ofth e
Client , you will n eed to choose the appropriate G atew ay
name from th e list pro vide d.

3. Click Quick Connect
4. Adialog box willinf orm youthat NetSu pport Mana ger is trying to
connecttothe named Client.

Ifthe ¢ onnection attemp t is successfu l, the Active folder will be
opened and th e Client details displ ayed in the Client status . You can
then view the Clien t or condu ct other one -to-oneor group tasks.

Note : If connecting by user name and moret han one Client machine
matches this crite ria, a list of Clien ts will appear foryou to
select from .

79



NetSupp ortM anagervl 4.00

Conne cting to C lients on diffe rent protocols

NetSupport Manager support s conne ctingto Clients on m ultip le
transports . The sup ported transports are TCP/IP and HTTP with
legacy support for IP X and NetBIOS (within NetBIOS, there are 8
logical adapter s).

Transports can be configured and tested for Clients within the
Connectivity section of the basic or advanced Client Configurator.

When t he Control performsa  brow se, it looks over all con  figu red
transp orts. Once Clients have been found, you can connec t to them
by hig hlighting them and clicking Connect on the Home tab in the
ribbon.

Connected Cli ents on different transpo rts hap pily c oexist within the
Contro |. Operat ions such as File Distr ibution, Show and Scan work
over differentt ransports .

Ifyo u know thaty ouonly h ave Clients on one particular transpo rt,
then the Cont rol will initialise slightl y qui cker if you on ly configure it
for thi s transp ort .
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Configuring  the NetSupport Manager Control for
sub net browsing

Most corporate networks a  re made up of anumber of small n etworks
that are connecte dto geth er in orderto provide endu sers with access
to netw ork re sources. NetSupport Manager incorporat es featu res that
allow a NetSupport Ma nager installa tion on on e network to be used to
remotely manage compu ters on another inte  rconnected network

Using Ne tSup port M anager in its default configura tion will enabl e you
to remote ly manage computers on a remo te LAN if connect ivity to
thatremote LAN is provide d by a WAN.

Howeve r, there are some confi gur ation changesthatare require d to
allow a NetSupport M anag er Control to browse for Clients onremot e
LAN & sThe co nfigur ation cha nges required are  dependent on the
networ k tra nsportt hat you will be using with NetSu pport Manager.
The two most common  transports that areused over WANOSs
TCP/IP and IPX.

Config urin g the Net Support Manager Con trolfor [P subne t
brows ing

Before configurin g Ne tSup port M anagerto browse ona remote IP
subnet, itis useful tounder stand how IP addresses are ma deupan d,
in particular , what an IP broadcast addre ss is.

For furthe rinformation,s e e Understandi ngIP Addresses® i n t he
Technical Reference sectio n of this manu al.

To c onfigurethe  NetSuppor tMa nage r Controltobr owsel P
subne ts
1. Click the Changet he settingsfo rthe current Configuration

icon E] on the caption bar.
Or

To edit a named configu ration f ile, clickthe Profiles icon D on
the caption bar. Select the required configuration and click
Connectivity and Startup Settings .

2. Select Connectivi ty - TCP/IP .Inthe Browsing section, click
Settin gs.

3. The Configure TCP/I P Client Browsing dialog  will appear .
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4. Click Add and enterthe broadcast address of the network you
wish to browse if known.

Enter [P Browse Address >

[
Cancel Advanced >

To enable NetSupport Manager to calcul ate t he bro adcast
addr ess, click Advan ced ande ntera target!l P addr ess followed
by th e subnet mask o rent ertherequ ired address range.

Enter IP Browse Address (Advanced) >

(®) Subnet

Target P address: | |

Subnet mask: | |

() Address Range

() Teminal Services

() Mukticast

Cancel Help << Advanced

5. Click OK.

No tes :

1 When adding the address of a remote s ubnet,y ou mustens ure th at
the broa dcast addre ss for the local subnetis also present. Ifno t,
the C ontrol will notfind anylocal Clients whenyou performa
brow se.

1 Some network routers will suppre ss broad cast pa ckets from being
transmitted across WAN |li  nks. If thisisthe case, theneveni fthe
Control is corre ctly configured , you will notbe able to brow seth e
remote subnet
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Conf iguring the NetSup port Manager C ontro |to browse

remote IPX  networks

Before configuringa NetSuppo rt Manager Control to brows e aremote
IPX netw ork, it is usefu |l to understand how IPX addresses are

form atted. You will ne ed to hav e the IPX n etwork numbers foreac h
IPX network that you wish NetSupp  ort Mana gert o browse . T his
include s the IPX network  numb er forthe local network on which the
NetSuppo rt M anag er Contr ol is installed .

For further information, see Anderstandi ng IPX Ad dressesdinth e
Technical Referen ce se ction of this manual

To c onf igure th e Net Support Manager Contro | to browse
remote IPXn  etwo rks

1. Clickthe Profile s icon D on the caption bar.

2. Selectthe required configura tion and click Conn ectivity and
Startup Settings

3. Select Connectivity - IPX.

4. Checkthe Use IPX and Record Cl i ent s 6 rkWe tmheos
options.

5. In the Use Networks field, enter each of the IP X netw ork
numb ers that you wish NetSupport Manager to browse. If
multiple netw ork numbe rs are r equired, se parate each with a
comma.
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NetSup port Co nnectivity Se  rver

The key to asucc essful remote support soluti on is the ability to locate
and connect todevices no matter whe re they are. NetSupport
Manager provid es a rang e of c onnecti vity methods as stand ard.

The NetSupport Connec tivity Server (Gateway ) is a central hub  for
managing a Il your NetSu pport co nnections across the internet.  From
the consol e, you can se e what Net Support Con nectivity compone nts
are install ed and inuse.

NetSupport Conn  ectivit y Server Console

To openth e NetSupp ort Co nnecttiv ity Server , right -click the
NetSu ppo rt Connect ivi ty Se rver icon in the system tray and
select Open or double-click the icon.

An overv iew of how many C lients are cur rently conne cted is
displayed.

() NetSupport Connectivity Server Console — O X
File Help
@ 2 Client(s) connected (0 Web Clients) (Web Clients: 0) Max. Clients: 10

1@ 0 Agent(s) connected Max. Agents: 0

[E] Features [ Clients [l Active Sessions Services [ Servers

Cient TP Address MAC Address  Channel External IP Security Ke... Server

] 7 - 7 - 7 7 |- |- 7

O ecwinio-1 >10.0.4.158  00155D048... 10.0.4.158 Connectivit... ECWIN10-1

CIHPLAP-2 >10.0.4.80 68942392C... 10.0.4.80 Connectivit... ECWIN10-1

Further informat ion can be found in each ofthetab s:

1 Features
Shows you what compon ents of the NetS upport Co nne ctivi ty
Server are installed
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1 Clients
Displ ays a list of all the N etSupport Clients currently connectedt o
this NetSuppo rt C onnectivity Se rver and any Connectivity Servers
known to this one. Det ails for the Clients are  displaye d along with
the NetSupport Connectivity Server they are ¢ onnected to.

Note : A secure indicat or (a will appear nextto the Clientif it's
running ov era secure SSL/TL S connection.

M Active Sessions
Displays a list of cur rent connections between  a NetSuppor t
Contr oland a NetSuppor t Client with the date and time that the
connec tion started .

Note : On ly sessions ont his NetSupport Connecti  vity Server are
dis played.

1 Servi ces (only appl icable tothe Nam e Serv er)
Displays a | ist of NetSupport School Tut  ors that are active in
Room mode. This allows N etSu pport School Clients  to ¢ onnect to
the room throu gh the Name Server.

1 Servers
Displays ali st of Servers kn own to this NetSu pport Connectivity
Server. From here, you c an see detail s of the servers, suchas the
status, number of C lients co nne cted and any active sessions.

Note : You can filter the contents of  the Clients, Act ive Sessions and
Servi ces tabs so that only items meeti ng certain criteria are
displayed. Ent erth e search term in the Filter field unde  rthe
required column he ading and th e matching items will be
displayed. Click I to clear the filter.

Expo rti ng data

Datacanbe exportedtoa .CSV file, allo win g further anal ysis. Select
the tab you want to expor tdat a from and se lect {File{Ex port} from
the drop -down m enu bar.

To configur e the settings forth e NetSupport Connectivi ty Server
select { FileH{C onfigure Conne ctivity S erver}fromt he drop-down
men u bar.
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Conn ecti ng to Clients/Controls v ia a NetSuppo  rt
Gatewa y

The pri mary role o fa Ne tSupp ort Gateway (NetS upport Connectivity
Server) isto facil itate seam less remote ¢ ontrol be tween PCs that may
both be locat ed behind different Firewalls. The Gateway prov ides a
stable and secure metho d for locating and connec  ting C lients/Controls
via HT TP, deliveri ng web -based remo te control withoutthe need for
modificatio ns to existing Firewal | configurations.

Typically, co mpan ies p rotect the irinternal net work by u sing a
Firewall, o nly allowing conn ections if specific TCP/ IP por ts have been
opened . On occasions , youm ay find that a direct connection betwe en
a NetSupport Manager Contro | and Cl ient is blocked because the
Firewall 6 s eyt dre pro tecte d by are ¢ onfigured to preven toutgoi ng
conne ctions on all but the standard TC  P/IP p orts.

A NetSupport Ga teway solve sthis problem by actingas a third par ty
th at sit s between the Control an d Client ,the HTTP/HTTPS proto col,
rather than TCP/IP, being used forc ommun ication s.

Notes:

1 Clientan d Contro | configu rations can have both TC  P/IP a nd
HTTP/HTTPS enabled simulta neously , thus ensuring that!| ocal
conn ectio ns are s till valid .

1 Inversi on9.10, port 443 was introd uced asthe de faultforH TTP
comm unications, 3085 being used previous ly. Gatewa Yy settin gs
will be preser ved for existing custome rswho subsequently
upgrade, e nabling 3 085 to continue to beused, butt here may be
scenar ios when u pgraded Co ntrol s and Clients will need the HTTP
port manually reconfiguringt o ensure ope rability .
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Gate way inst_alla tion

The Gatewa y is designe d torun o namachine th atis accessible from
both the Cli enta nd Contro I. It must , therefo re, have a fixe d or stati ¢
IP address.

The Gatew ay can be installed asa  stand alone component on the
machine you wisht o use oralong with other NetSup port Manager
component s.

Toinstall the Gate way component, you musts elect Custom when
choosin g the type o f NetS uppo rt Manager i nstallation to perform and
ensure the Gateway component is selected.

ﬂ NetSupport Manager - InstallShield Wizard X

Custom Setup
Select the program features you want installed.

D Client Install Desktop Icons

Student
[[] Configurator
[Jcontrol

utor

Install Start Menu Icons

[ Gateway (x64)
[CJPIN Server (x64)
[JRemote Deployment Utility
[Osaripting

Install to:
C:\Program Files (x86) \NetSupport\NetSupport Manager\ Change...

Help < Back Next > Cancel
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Gate w ay configuratio  n

Atthe end o fthe installation, the NetSupport Con nectivit y Server
Configuration utility will be disp layed, allowing you to confi gure the
properties for the Gateway. The following tabs are availab le:

T Generaltab

@ MNetSupport Connectivity Server Configuration Utility X
Gereral Keys Operators Servers Licenses Secuity Classes 2FA

Listening Port and Interfaces

(@) Listen on all IP interfaces

Port(s): 443
(e.g. 443C, 3085C, 4000 etc.)

(O Listen on specified IP interfaces

IP Address Port Add...
Delete

Edit...

Comms. Management Packet Interval

CMPI (secs):

Event Log Files

Location: |C:'-.Program Files (x86)"Common Files\N5SL\Coni
Max. file size (KE): 1000 Browse...

[ Automatic recovery after service stops abniomally

Cancel Apply Help

Listen ingPo rtand Int erf aces

Listeno nalllPinter faces

The NetSupport Connect ivity Server uses HTTP port 443 by
default. This can be changedto anyopen portto fitthe
environment.
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Note s:

1  Multiple po rts can be configured. Separate portswit ha
comma, for example, '443, 3085C'.

1 Addingacapital 'C' tot he end of the port number makes it
‘Clientonly '. Only Client machines canre port usingt his port .

1 Ifthe Controla nd/or Client are located behin d a fire wall, you
will need to enable p ort 443, 0 rthe configur ed p ort(s), wit hin
th e confi gurati on o f your fir ewall.

1 Inversion 9.10, port 443 was introduced as t he default for
HTTP commu nications, 3 085 bein g used p reviously.
Net Supp ort Connectivity Serve r settin gs will be preserved for
existi ng custome rs who subsequ entl y upgrade, enabling 3085
to co ntin ue to be u sed, but there may be scenarios when
upgraded Contro Is and Clients will need the HTTP port
manual ly recon figuringt o ensure operability.

Listen on speci fied IP interfaces
You can add multiple | P addresses or enter a specific IP address ,
select Add and ent er the IP address.

Comms. Managem ent Pa cket Interva |

CMPI (secs):

When c onfigure d for NetSupp ort Connec tivity Server conn ections,
the Client wor kstation confirms its availabilit y by p eriodicall y
pollingt he NetSupport Conn ectivity Serv er. By default, a ne twork
packet is sent every 60 seconds, butyoucanc hange this if
require d.

Even tLog Fi les

Gate way ac tivity durin g an active session isrecorde d inat ext
file, default GW001.L OG. This can be useful for checkin g which
Clients and Cont rols h ave connected throughthe NetSupport
Connectivi ty Ser ver.

Locatio n:

By default, the lo g file is stored in c:\program files\commo n
files\nsI\ connectivity serv  er\GWO0OL1 .log. Select Browse to
specify an alterna tiv e path.

Max Fi le Size (KB ):

Over a period of time, thelog file could become quite large,y ou
can manage this by specifying a maxim umfile size. Wh enthe
limiti s reached, the existing information in the file is overwritten
by the newre cords.
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Note : Forchange stothe log file settingstot ake effect, you will
need to restart the Gateway32 se rvice.

Automatic recov ery after service stops a bnormall vy
By default, th e Gateway se rvice will automatically recover if there
is an abnormal shutdown.

Keys tab

@ NetSuppeort Connectivity Server Configuration Utility X

General Keys  Operators Servers Licemses Securty Classes 2FA

Connectivity Server Keys:

Description Creation Date
NCS 1 key Thu Jul 21 10:56:24 2022

Delte.

OK Cancel Apply Help

Conne ctivi _ty Server _Keys

This acts as af orm of security key. The NetSupport Con nectivit y

Server will n ot accept connections fro m a Control or Client unless

a fiConnectivit yServer key o0 i s speci fi edkeyiaalsdo t hat
pres ent at bothth e Control and Client end. The Net Support

Connectivity S erver can su pport multiple keys . Atle ast one key

must be spe cified.
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Connectivity Se rver key datais sent encrypte d betw een

Client/Contro |and the NetSuppor t Connectivity Server
connected to th e NetSuppo rt Connect ivity Server, all
Client/Contr ol se curity such as user names and security
function nor mally.

. Once

keys will

Select Add to spe cify the key. T he key musthbe atlea st8

characters.

Operators  tab

@ MetSuppert Cennectivity Server Cenfiguration Utility X

General Keys Operators Servers Licemses Securty Classes 2FA

Restrict remote control access to specified operators:
Specify operators pemitted to send notifications

Usemame Full Name Permissions
M Smith Mark Smith
Add... Delete... Edit ... Pemissions...

Corcet | [ oo | [ Hew

To enhance security, you can rest rict remote control access to
specified operators and also set the opera tor to verify themselves

using two -factor authentication before they can conne
ont he Gat eway.

ct to Clients
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1

Restrict _remote contro | a cce ss to the followi ngus ers:

Select this optiont o restrict access to specified operator s. At the
Control, auser will be required to configure a

username/passwo rd in order to browse a NetSupport Connec tivity
Server and con nectto Clients.

To enter the o perator details and set a password, click Add . If
two -factor authenticationisr  equired f or this operator, s elect
Require 2FA . If you're using Duo Push, you can link this

operato rto an existing enr olled Duo username.

Not es:

1 Fortwo -factor au thenticati on to function, operators must only
be associated with one user.

T Click Reset Acco unt/QRco de to resetthe acc ount and send
a new QR code to the operator.

Servers tab

@ NetSupport Connectivity Server Configuration Utility x
General Keys Operators Servers Licenses Security Classes FA

[ Operate as the prmary connectatty server
[ Operate as a duster member server
[ Operate as part of a bad balanced cluster

Changes to keys, operators and most settings wil be copied from the Primary
Server to the cluster member servers

Weight:
200
]
Load balancing Servers:

Address Port Weight  Secon...

M@ 10.100.12.13 443 1000 Secon...

M@ 10.100.12.16 443 1000

M@ 10.100.12.17 443 1000

Add... Delete... EdR...
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By default , this C onnectivity Serve rwillb e setto beast andalone
Primary Connectivity Server . You can set this Connectivity Server

as a standalone Secondary Connectivity whic hwill actas a
backup if the Pri  mar y Connectivity Server is unavailable. Load
Balancing Connecti vity Servers can  also be set up to spread the
load of Clients across multiple  servers.

Operate as a standalone Primary connectivity server

Select this option  if you want this Co nnectivity Ser ver to operate
as a standalone primary Connectivity Serv er (thi s option will be
enabled b y default).

Note :If Operate as part of a load bala nced cluster  is
selected, this option will change to Operate as the
primary connect ivity server .

Oper ate as astand  al one Secondary connectivity server

(backup)

Select this optio n if you wish to us e this C onnectivity Serv er as a
Secondary NetSupport Connec tivity Server.

Note : Itis recommended tha  tyour Secondary Connectivity
Serveris also configuredto be a Load Bala ncing
Connectivity Server so that configuration changes made a t
the Primary Conne ctivity server are autom atically
pro pagated to the Secondar y and the Client load is
shared. If you do  not wish your Clients to load balance
betwe en the Primary a nd Secondary, setthe weight of the
Secondary Connectivity Server to 0 LIft his
recommendation is notf ollowed, any cha nges in
configuration will have to be made separately to the
Primary and Secon dary Connectivity Servers.

Enter the fu lly qualified domai nname (FQDN) and port (443 is
used by default) of the Primary Connect ivity Server.

Note : This changes to Operate asa  cluster mem  ber server if
Operate a s part of a load balanced cluster is select ed.

Operate as part of a load balanced cluster
Select this option if you are using load balancing.
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If this Connectivity Server is go ing to be the Clust er Prima ry
Connectivity Server, sele ct Operate as the prim ary
connectivity server . Set the weight of C  lients this will take. By
default, this is set to 1000 and is based on th e network
connection speed of the Connectivity Server ma chine.

If this Connecti vity Ser veristobe al oad Balancin g Server, select
Opera te as a cluster member server and enter the  fully
qualified domain name  (FQDN) and p ort of the Primary
Connectivity S erver.

Load Balancing Servers

This only appears ift he Connec tivity Serveris  a Clust er Primary
Conne ctivity Serv er, and is where you add, edit or disable the
Load Balancing Conne ctivity Servers.

Click Add . Enter the f ully qualified doma in name (FQDN), port
and weight for the server and click OK.Ifyouwa ntthelo ad
Balancing Con nectivit y Serverto also actas a ba ckup for the
Cluster Prim ary Connectivity Server, click Operate as
Secondary Server for cluster

Notes :

1 There isalimit of 20 Load Balan cing Connectivity Servers.

1 Any changes made here require the Gateway servicetob e
manual ly restarted.
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Licen ses tab

@ NetSupport Connectivity Server Configuration Utility X
General Keys Operators Servers Licenses Securty Classes 2FA
Available license files:
License File Serial Quantity Status
C:\Program Files (x86... N5L310823 10 Clients Eval
Activate...
0K Cancel Apply Help

Display s all licences stored in the NetSuppor t Manage r dir ectory .
Ifyou do nothave an internet connection, you can manual ly
activate yo ur NetSupport Manager licen  ce here.

An act ivatio n code is required . Contact Net Support or your
reseller for this. Click Acti vate and enter the code. You will then
need to restart the NetSup port Connectivity Server

Not e: If an inte rnet c onnection is a vailable , the licen ce will
activate automati cally andth e NetSupport Connect ivity
Server doesnotneedto berestarted.
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Secu rity tab

The NetSupport Connectivity S  erver provides supportfora n
enhanced level of encr yptiontobe usedwh enini tiating

communi cations from remote computers.

@ NetSuppert Connectivity Server Configuration Utility

General Keys Operators Servers Licenses Security Classes

Certificate for S5L/TLS
DNS name:

Use LetsEncrypt certificate.

DNS name must be public.
Port 80 must be open.

Cancel Apply

[ Block any remote computers not using encrypted communications

n | agree to the tems of senvice. View Temms

[ Use cther certificate Set Certificate

View Certificate

2FA

Help

Enable enc ryptio nofco mmunications t

0 rem ote co mputer

When e nabled all com mu nications int he conne ction process are

encrypted.

S

Note : The re mot e computers (Controls and Clients) need to be

run ning v ersion 11.00.005or | ater.

Block any remote computers not usin g encr ypted

CO mmunications

Earli er versions of the Controland Client progr ams do not supp ort
the enhanced level of encr yption. Selectingt his opt ion will block
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connections from rem ote compute rsrun ning versions of the
Control or Client software that does not su pport th is.

Certifi _cate for SSL__/TLS

SSL or TLS certific ates can be used to ensure that all data being
sent acros sthe Ga tewayisencrypted .Ify ou already have an
SSL/TL S certificate, you ca n enter it here or allow the Gateway to
create and use a Let's Encrypt ¢ ertificate.

Note : You can config ure a Client to only connect to a Gateway if
it has a valid SSL/TLS certi  ficate. Select the Require
HTTPS option in the Client  configu rat or.

DN S name
Enter the DNS n ame for the Gateway.

Use Let's Encrypt Certificate

Selectthisoptio ntouseal et's Enc rypt certificate . The Gate way
will automatically create a certificate tha tisval id for 90 d ays and
renew it every 60 days.

By selectin g this option, y ou are agreein g to the terms of service.
Click View Terms toreadthe Let's Encrypt Subscriber
Agreemen t.

Notes :
1 The Gateway must have a public DNS name.
1 Port 80 must be open.

Use ot her cer tifi cate
If you a Iready have an SSL/TLS  certif icate, you can add it here.
Click Set Certificate and browse for the certificate.

View Certificate
Once a certi ficate h as bee n applied, you canvie w it here.
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T 2FA(two -factoraut hentication) tab
@ NetSupport Connectivity Server Configuration Utility X

General Keys Operators Servers Licenses Secuity Classes 2FA
Two-Factor Authentication
(O None

OToTP
bisier TEST14KEY

® Duwo
AP| hostname: [ )

Auth API
Integration key: {

]

Seudkey l'........................I....

Admin APl
Integration key: l

]

Secfake‘)’ l'.......0.........00..........

Usemame suffoc [wvm-scsoumomu

Timeout hours): ﬁz

OK Cancel Apply Help

Two-factor auth entica tion p rovides an extra layer of sec urity

when Control users connect to Clients on a Gateway. NetSupport
Manager supports tim  e-based one -time password (TOTP) and
Duo Push.

Note : You can enable two -factor authen tication for individual
operator sinthe Operatorst ab.

TOTP

Issuer

Enter aniss uer name. This defa ultstotheli cence name and isthe
account name that will be displaye d in the authenticator ap p.

Duo

API hosthame
Ente r the APl ho stname.
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Auth API
Integrat ion key
Enter the integration key .

Secret key
Enter the secret key.

Ad min A PI
In tegr ation key
Enter the integra tion key.

Secret key
Enter the secret key.

Notes :
1  This information can be copi  ed from the Duo Admin Pa nel
Dashboar d.

1 An'owner'level Duoad ministrator's account is requi red to
obtain the Ad min API information.
1 The Gateway must use port 44 3 for Duo Push

Us ername suffix
You can enter an operator user name suffix (this ensures the
usernam e is unique tot he Gateway).

Timeout

Thisis the timet hat the validation lasts bef ~ ore you needtore -
authenticate (unlessth e Contr ol is restarted). By default, thisi s
set to 12 hours. If required, enter a different time here.

Notes :

1 The prima ry Gatew ay and all devic es running a uthenticating
apps must be s ynchronised with UTC regardl  ess of t he time
zone.

1 Ifthetimeoutisse tto O,th en two-factor aut hentication is
requir ed for every connection to a Gateway device.

To display the Net Support Co nnectivi ty Server icon Einthe
syst em tray, choose {Start}{Prog rams} {NetSupport
Manageri{NetSuppor t Manager Connectivity Server Console}.

Doub le-clicking this icon will displa y the NetSupport Connectivity

Server Conso le, allowing you to manage your NetSu pport co nnections
across theinterne t. You can also access the N etSupport Connectivity
Server Config uration utility by right -clicking the NetSup por t
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Connectivity  Server iconand selecting Configure Connectivity
Server

Note: You will nee d to note the IPa ddress of the NetSupport
Connect ivity Server machine as this  will be requir ed when
configuring the  Control an d Client mach ines. In addition , you
will also need the address of yo ur proxy server ifthisis to be
used for routing comm unicati ons.

Client con figurati on
The Client ma chine nee ds to be configuredtouset he HTTP/HT TPS
protoco | and be given the appro priate Gat eway access d etai Is.

! C:\Program Files (x88)\NetSupport\NetSupport Manager'client32u.ini: Master Profile X

)

Search settings -"j| HTTP

v__@g Connectiity [ use HTTP/HTTPS

TCP/P DReuu\re HTTPS. Gateway must have 3 SSL certificate.
é PX Gateway Address must be a DNS name.

: Q NetBIOS Gateway Address: Port:

BRI HTTR |1n.u.1.1u4 ‘ ‘443 ‘

9 PIN Server

9 Dial in Bridge Secondary Gateway (optional): Port:

o} Advanced | ‘ ‘ ‘
--@ﬁ Security
__@@ Remote Control (SR A
& Clent Interface | EEHG>NBCEHP<H@A = |
---{;;g Profile Options
@ﬁ Terminal Services To override the Comms. Management Packet CMPI (secs):

7y Interval set at the gateway, please specify a value
& Advanced here.

Use a proxy server to connect to the gateway (Windows 8.0 and
g earlier)

oK Cancel Help

2

1. From the Basic or Advanced Client Conf igurator , select
Conne ctivity - HTTP.
2. Check Use HT TP/HTTPS . Port 443 will be configur ed by defa ult.

3. Torequ ire a secure connection over HTTPS, select Require
HTTPS .
Note : An SSL/TLS certificate needs to be applied to the Gateway.

4. Confirm which Gat eway to use by entering the IP address (or fully
quali fied domain name  (FQDN) i f you ha ve sel ected Requ ire
HTTPS ) o f the Gateway machine. You can ente r details for the
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8.

secondary G ateway, which will take over if the primary Gateway
is unavai lable.

Enter th e appropriate Gateway key set atth e Gateway machine.
You ca n override the Comms . Man agemen t Packet Inte rval that is
setatthe Gateway by enteringa time here.

NetSup port Manager can be configu redto route communications
through a proxy serveri frequired . Enter the server address and

an a ppropriate port, 808 0 rec ommended.

Click OK.

Con trol _confi_guration

As witht he Client, HTTP also needs to be enab led at the Contro I.

1.

2.
3.

To apply to the current profile, click the Change the setting s

forthe currentC onfigur ation icon on the caption bar  and
choose Connectivit 'y - HTTP .
Or

To apply the setting to a specific p rofile, clic kthe Profiles icon

on the capt ion bar. Select the required profile, click
Connectivity and Startup Settin gs and select Con nectivity -
HTTP.

Check the Use HTTP box. Port 443 is co nfigured b y de fault.
Click OK.

Add Gat _eways

The Contro | can co mmunicate wi th mu ltiple Gateways and the de  tails
of each need to be ad ded at the Cont rol end.

From the Control window T ree view, se lect the Internet
Gat eways folder and choose Add a Gateway

Or

Select the H ome tab in the ribbon, cl ick New and select
Gatew ay .

The Add a Gateway wizard will appear .
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o

m Add a Gateway

Add a name and a description for this new Gateway

Name

| Gateway region 1| |

Description

MNext Cancel

Enteran ame and d escription f orth e Gate way. Click Next .
Enter the IP addre ss (or fully qualified domain nam e (FQDN) if
requiring HTTPS/TLS)  of the machine where  the Gateway is
installed and conf irm the po rtnum bertouse 71 443 will be
specified by default . If required, enter a second ary Gateway to be
used if the primary Gateway is unav ailab le.

To require a sec ure connection over HTTPS, sele ¢t Require
HTTPS/TLS (an SSL/TLS certificate nee  ds to be applied to the
Gateway). If  this Gateway is to communicate t hrough a proxy
server (Window s 8.0 and earlier), enter the IP address and p ort
to use.

Click Next.

Entert he Gateway key. This must match the key s et at the
Gatew ay and Client end.

If an operato r username and p assword has been setu p at the
Gateway (this restricts the use of browsing and controlling

remote Clients and decides if tw o-factor authe ntication isreq uired
for the operator), you will need to enter it her e. Click Finish .
The new Gateway willbe ad ded to the | istv iew.

. Repeat the above proce ssfor any other Gateways that the

Contro | needs to use.
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Control i Gateway - Client comm unic ations

Now that allth e elements are in place, you areread ytoa ttempt
conn ections th roug h the Gatew ay. The Gateway s erves thre e basic
purp oses:

Tore ceive andstore Clien tre gis trations

For a Clie ntto be availablet oa Contro I, it must conne ct and stay
conne cted to the Gate way. The Cl ient indicates its readine  ss by
periodicall y polling the Gatewaytha t it has been configur ed to use.
The Gateway st ores the Clientdet ailsinan internal table.

Resp ondto browse comman dsfromth e Con trol

Once the Cont rol has add ed the required Gateways , it can browse
the m for Clie nts. The Gatewa y responds by sca nning through its list
of avai labl e Clients and r eturningt hose that match the  browse

crit eria.

Not e: Unlike a standard netwo rk brow se, where known Client
details are stored for futu re use , Gateway C lient deta ils are
lost when the Control closes. This is bec ause the deta ils are
maintained at the Gateway end. Although the  Client is
permanent ly connect ed to the Gatewa y, the Controlis not
and therefo re needsto browse the Gateway eacht imeiit
wants to f ind Client s.

1. Fromthe In terne t G ateways folder in the Cont rol window Tree
view, selectthe required Gateway and double -click Browse
Gateway .The Browse Gatew ay dialog will appear. Enter a partial

Client name or | eave blank to search fora Il ava ilable Clien ts.
Or
Right -click on th e Gateway name inthe Treeview and select
Open .
2. The Browse Gateway dialog will appear. Enter a p artial Client
name or leave blank to search for all available Client s. Click OK.
3. Found Clients will appear in the List view and you ca n now

connect and remote  control themin the usua |way.

4. Ifyo uhave enabled two -factor authen tication, you will need to
scan a QR code using an authenticator app on your mo bile device
(for first -time co nnection) and either enter a one -time password
code (T OTP) or use the Duo Mobil e app to validate the Cl ient
connect ion (this is only required for t he first Client you connect
to).




NetSupp ortM anagervl 4.00

Not e:

You can ask for a combined network a nd Gate way browse .
When browsing for Clients in the Home tab of the ribbon,
select the Include Gateways option. All foun d Clients will

appear inthe Browse folderinthe Tree view. The Gateway
Clients willn ot be added tothe Internet Gatewa ys folder .

Pass alld atabetwee n con nected Controlsand Clients
Although d ata is transferred between the connected C ontrol and
Client via the Gateway , this will a ppear seamless and performance
will not be affected.
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Setup Load Balancing Connectivity Servers

The NetSup port Connectivity Server ( Gateway ) allows you to use load
balancing to automatically sp read Client connectionsa cross mu ltiple
cluster m emb er server s. When connections occur, the Pr imary
Connectivity Server wi |l either accept them or automatically allocate
themtoone oft he other Load Ba lancing Connectivity Servers using a
round -robin metho d. You can specify the ca  pacity o f each of the Lo ad
Balancing Connectivity Servers and also se t a Secondary Connectivity
Server which will take over in the event the Pri mary Connectivity
Server g oes dow n.

Notes :
1  You can set up a maximum of 20 Load Balanc ing Connectivity
Servers.

1 Load ba lancing isonly available fo r version 14.00 Clients and
above . Pre -version 14.00 Clients  will still be able to connect to
the Connectivi ty Server, butth ey will notbe d istributed between
Load Balancing Connectivity Servers

1 Load balancing can'tb e enabled on a Connectivi ty Serverif itis
also a Notification Server for NetSupport Notify or if it has any
classes defined in ClassLink One Ro  ster or Google Cl assroom (this
applies to NetSupport School).

1 Itis NOT intended that N etSupport School stude nts areto be
accessible us ing HTTP con nections from anywhere other than the
local TCP/IP network.

Step 1 - Setup a cluster Primary Connectivity Server
1. Openthe N etSupport Connec tivity Server Configuration Utility on
the machineto be used as a Primar y Conn ectivity Server.

2. Select the Servers tab.

3. Select Operate as the primar y connectivity server
4. Select Operate as part of a load balanced cluster

5. Set the weight of Clients this ser ver will take.

Note : By default, this is set to 1000 a nd is b ased on the networ k
connec tion speed of th e Connectivi ty Server machine. We
recommendt hat the Primary Connectivity Server is set to
90% to allow for the overhead of brokering con nections.
For ex ample, if the Primary Connectivity Server has a 1Gb
network, setthe weightto  900.

6. Click Apply .
Step 2 - Setup the Load Balancing Connectivity S ervers

1. Open the NetSupport C  onnectivity Server Configuration Utility on
the machineto be us ed as a Load Bal ancing Connectivity Server.
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2. Select the Servers tab.

3. Select Operate as part of a load ba lanced cluster

4. Select Opera te as a cluster member server .

5. Enter the fully qualified doma inname (FQDN) and port (443 is
used by default ) of the Primary Connectivity Ser ver.

6. Click Apply .

Notes :

1 The Gateway service willm  anually need to be restar  ted.

1 The Keys, Operators , Licenses, Classes and 2FA tabs in the
NetSu pport Connectivity Server Co  nfiguration Utility are disabled
when the Conne ctivity Serveris being used asa Load Balancing
Connectivity Server.

Step 3 - Config ure the Load Balancing Co nnectivi ty Server(s)
at the Primary Connectivity Server

Once you hav e set up your load balancing server(s), you now need to
configure these att he Prim ary Connec tivity Server.

1. Open the NetSupport Connectivity Server Configuration Utility on
the Primary Co nnectivi ty Server machin e.

2. Selectth e Servers tab.

3. Click Add .

4. Enter the fully qualified domain n ame (FQDN) of the Load
Balancing Connectivity Se  rver and the weig ht of Clients it  will
take.

5. If this Connectivity Server is to be used as a Secondary

Connectivi ty Serve r, click Operate as Secondar y Server for

cluster

Click OK.

7. The Load Balancing Connectiv ity Server will be displayed in the
list. Anico nwill indicate w hether the Prima ry Con nectivity Server
can communicate with it.

o

Note : You can disable a Load Ba lancing Connectivity Ser ver by
clear ing the checkbox next to the ser ver name.

8. Add any further Lo ad Balancing Connectivity Servers and when
done, click Apply .

No te : The Gateway service will manually need to be restarted.

For furth er information on setting up and configuring Load Balancing
Servers, click here .
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Setti ng up and using two -factor authentication

Two -factor authentication pr  ovides an extra layer of security when
Control us ers connect to Clients on a Gateway. The C  ontrol use r
needs to be valida ted be fore the first Client connecti  on ca n be ma de
on a Gateway. This validation lasts for 12 hours (this can be

customised) or untilt  he Control is restarted. NetSuppo rt Manager
suppo rts time -based one -time password (TOTP) or Duo Push .

You 6 | | n e e fentia ator appto generate the requi  red p assword
codes on your mo bile device. We support the following authenticator

apps:

1 Google Auth enticator
1 Microsoft Auth enticator
M Duo Mobile

Note: The Primary Gateway and all devices runni  ng aut henticati ng
apps must be syn chro nised with UTC regardless  of th e time
zone .

Settingup  TOTP

1. Right -click the NetSupport Connectivity Server icon in the
syst em tray and select  Config ure Conn ectivity Server

2. Goto the 2FAtab.

Select TOTP .

4. Ifyouwant toap plythes ettingstoex isting operators, click Yes.

w

Note : O perat ors can only be associat ed with one user.

5. Enter an issuer name. This defaultstot he licence n ame and is the

account n ame that will appearint he auth enticator app.

6. Ifyouneedtoaddan ew ope rator,go tothe Opera torst ab.

7. Ifnotalrea dyenabled, se lect Restric tre mote control access to
specified operat ors .

8. Click Add , enter the required details a nd ensure Require 2FA
(TO TP) is selected.

9. Click OK.

10. Click Apply .

Using TOTP

1. Selectthe Inte rnetG ateways folderinthe Contro | wi ndow Tree
view and choose ther equired Gateway.

2. Browse forthe Gateway Clients.

3. Connect to a Client. A QR code is displayed t he first time you
connect using T OTP. Scan this with an aut he nticator app on your
mobile devi ce and click OK.
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4, Adialogi sdisp laye d asking for a one -time pa sswor d code.

5. Open your authe nticator app to generate this code.

6. Enterthe code and click  OK. The Gateway will validate and allow

the con nection.

Notes :

1  You only need to validate the first Client connecti on, and once
you ha ve e ntered the p assword code, no fu rther c odes need to be
entered unless the Control is restarted. By default, the password
code isvalid for 12 hours (t  his can b e cu stomised in the
Net Sup port Connectivity Server Configura tion Utility - 2FA tab).

1 You canreset an operator 'saccountand send anew QR code to

them t he next time they connect to a Client. In the NetSupport
Connectivity Server Configuration  Utility - Operators tab, sel ect
the required operator, click  Edit and se lect Reset Acco unt/QR
code .

Setti ngu p Duo Push

Note : Touse Du o Push,you must have a paid Duo subscription.

1. Right -click the NetSupport Connectivity Server icon in the
system tray an d select Configure Connec  tivity Server.

2. Go to the 2FA tab.

3. Select Duo .

4. Ify ouwantt o applythes etting sto existing op erators, click Yes.
Note : Operators can only be associated with one user.

5. Enter the API hostname along with the A uth APl and Admin A PI
int egration and secret keys
Notes :
1 This information can be copied fro m the Duo Admin Panel

Dashbo ard.
1 An'owner'level Duo administra tor's accountis required to
obtain the Admin API information.

6. If you need to add a new operator, g o0 to the Operators tab.

7. lfnotal ready enabled, s elect Rest ri ct remote control access to
spec ified operators

8. Click Add, enter the required de tails and ensur e Req uire 2F A
(D uo) is select ed. If you want to link this operator with an
existing enrolled Duo us  ername, enter the usernam e here.

9. Click OK.

10. Click Apply .
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Using Duo Push

1. Selectthe Internet Gate ways fold erinthe Cont rolwi ndow Tree
view and choose the requi red Gat eway .

2. Browse for the Gateway Clients.

3. Connect to a Client. A QR code is displayed the f irst time you
connectus ing Duo. Scan thiswitht he Duo Mobile app and click
OK.

4. A push notif icati onisrec eived and you needt o ap prove this inthe

Duo Mobi le ap p.

The conn ection is mad e.

6. The Gateway will validate and allow the connection.

o

Notes :

1  You on ly need to verify the fir st Clien t conn ection, an d once Duo
has validated this, no further ve rific ation is needed unless the
Contro lis resta rted. By default ,the Duo va lidation lasts fo r12
hours (this can be customised in the NetSupport Connectivity
Serv er Configuration  Utility - 2FA ta b).

1 Youcanrese tan o perator's account and send a new QR co de to
them the nexttimethe yconn ect toa Clien t.Inthe NetSup port
Connect ivit y Server Conf iguration Utility - Operators tab, select
the required operator, click Edit and select Reset Ac count/QR

cod e.
For further information on enabling and configuring two -factor
authentication via Duo, click here .
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Connec tingt hroug h firewalls and prox y
servers

It is possibleto have NetSupport M anage r Clients /Contro Is runni ngon
the inside of a firewall/ proxy server and st ill be available for

connection t o workstations on the outside wit hout compromising the
securit y of the network. Lik ewise, you are ableto conne ctt o Control
and Client workstat ions running o utside firewall s/proxy servers.

Note: While thi s section provide sgeneralgui dance, Net Suppor |
Gateway feature is sp ecifically d esignedto provi de seamless
remote control betwee n PCs that may both belocate d behind
different firewalls. The Gateway provides a stabl e and secure
method for connecting Clients and Controls an d de livers web -
based remo te c ontrol w ithout the ne ed for modifications to
existing Firewall ¢ onfigurations. The HTTP protocol on port
443 is used for Gateway commu nications . You will need to
ensure that this portis open  within your firewall
configuration

Connecting to Controls and Clients INSIDE firewa lls

For a Contr ol on the ext ernal network o f a firewallto co nnect to
Clients ont he firew alls internal netwo rk, you must e nabl e some form
of addres s translation. This proc  ess translates the address of a

workst ation on the internal net work, wh ich would oth erwise be
invisible, into an addressthati s accessible from the exter nal n etwork.
You sho uld (dependingont he firewall) b e able to specify whichl| P
addresses can accesst he internal workstation and which port is open.

TCP/IP ports usedb y NetSupport Ma nag er

Contro It o Client

The NetS upport Mana ger Controluses T CP/IP port 5405 to send IP
requests to Clients, and the NetSup port Manager Client liste ns on
port 5405 for inco  ming requests from the Control.

Clien tto Control

With the introductio n of the Clie nt Connect feature in NetSup port
Manager 5. 00, itw as necessa ry f or an additional portto be createdto
ensur e that the two met hods of conne ction (C ontrol calling Client,

Client calling Control) could run a long side each other witho  ut c onflict.
Port 5421 is register ed for this purpose
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Connecting to Contr olsand Cl ient s INS I DE pro xy servers

This will not be possible with proxy servers, asthe y willn ot provide a
means of ad dress translation. A proxy server, by design, will not
allow connection s into a prot ected network.

Connectingf rom withina firewallor proxy server toa Clie nt

ont heoutsi der equiresthefol lowi ng:

1 Port5 405 enabled for o utg oing connections on your  fire wall or
proxy server.

1 AClienton the other side listening on the same port number and
visible to the Controlo nth e inside of the firewall/ proxy server.

Client cal linga C ontr ol

1. Enable port 5421 for outgo ing connections o nyour firewall or
proxy server.

2. Right -click the NetSupport Manager Cl ienticon in the systemt  ray
and select Call Cont rol .

3. Enter either the hosthame or IP address of the Control you wish
to connect to.

4. The Cont rol will then rece ive a m essage stating that a Client is
att empting to make a conn  ection. They can choose to accept or
disconnect the attemp  t.

Not e: Port5421is notconf igurable.

Control cal ling a Client

1. Select the Home tab in the ribbon.

2. Inthe Quick Connect section, e nter the C lient machine nam e,
logge d-on user name or network address in the Text field and
select the req uired ConnectBy icon:

=2 Connect by logg ed-on u ser n ame.
] Connect by machine name.
Connect by IP address.

3. Click Quick C onnect

Not e: NetSu ppor t Mana ger will not comm unicate directl y with a
proxy servervia SO CKS and will on ly work ifa TCP/I P direct
conne ction is avai lable.
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Im pleme nting NetSu pport Manager ina
Terminal Server e nvironment

A NetSupport Manager  Control can connect to Cli  ents within a
Terminal Server envir  onment.

Net Suppor t Ma nag er provide s a quick and easy m etho d t o install and
use NetSupport Ma nager in a Termina | Server Envir onment. From
version 11, the Client is no longer started as an  application when
each Terminal Se rver Session is started .| nstead , the NetSu pport
Manager Client Servic e instal led on the M icro soft Terminal Serve r will
spawn a new Client process for each new Terminal Serv er Sessions
star ted.

Note : The Client Terminal Server setting s can be configured inthe
NetSupport Manager Client Co  nfigurat or.

For furth er informatio nregard ing Te rminal Server support, please
visit our Knowledge Base andr eferto prod uct ar ticl e Setting Up
Net Suppo rtMan agert oru nina Microsoft Te rmin al Server
Environme nt.
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Intel vPro supp ort

NetSuppo rt Manager can connect to machines that have Intel®
VvProE technology. NetSupport Manager can browse and locat e PCs
that have vPro capability and p erform avariety of fun ctio ns.
Connect ion can even be ma deto a machine before the operating
system has loaded .

The Intel Se tup and Configuratio n Service (SCS) provi des tools to
centrally setup and ¢ onfigure vPro mach ines. SCSis a server for vPro
and is also called a provisio ning server.

There are two modes vPro machines can be configured to use:

Basic mode

Scan for vPro ma chines on your netwo rkusing an IP addres s range .
Basic mode uses Digest aut  henticat ion - a user n ame and passw ord is
require d to e stab lish a connection.

Adv anced mode
Retrieve vPro mach ines from SCS. Advanced mod e uses Kerberos
authe nticat ion - a certif icate is required to establish a connectio n.

Notes :
A Touse Kerberos authen tication , the Cont rol musthave Win dows
XP (servi ce pac k 3) , Windows 2003 (ser vice pack 2) or higher.

A Youcan switchbetween modes inthe Contr ol configu ratio n.

To find vProm  achines

1. Selectthe vPro Management folderi nthe Tree view .

2. Clickthe Scanfor vProma chin es icon.

3. Ifthe Control is configured for'smallbusiness mode' , an IPrange
will need to be entere d.

4. PCsthat have vPro capability will be display ed in the List view.

5. Select a PC to access the available functions in the Home tab of
the ribbon.
Note : Youcanalsoright-clickonaP Cto accesst he available
functions.

6. Ifconnectingvia basic mode, you willbe requiredtoe ntera user
name and p asswor d. If connectingv iaadvanced m ode, you will
need toselecta certificatetoc onnect.
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Functions provid ed are :

Power on

Power off

Reset

Boot to Bios

Boot to media

Web view (manage a machine using vPro th rough your browser).

Too Too T To T T

Not es:

A A NetSupport Manage r Clientis notrequired to perfo  rmt hese
functio ns.

A Power off, re set and boott o Bios or device is similar to pulling the
power cor d. There will be no attempt to close any open
applicat ions, so data could be lost.
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Searching for Cl ients

You can easily find Clients and objects in the Tree  view using the
search feature. The searchresu Its will be displa yed inthe Searc h
fold er o fthe Tr ee view (th is fol der will only appear once you have
performed a sea rch).

1. Select the View tab in the ribbon and enter the se arch term inthe
Search Text field. You can se arch for Clients by logged -on user
nam e, PC name or |P address b vy clicking the relevan ticon:

R Search bylogg ed-on usern ame.
] Search by PC name.
Connect by IP address.

2. Bydefaul t,youw ill only search for Clients. To search for all
objectsinthe Tree, click #.

To make the s earch case-sensitive, cl ick Ad,

Click Search .

5. Theresults wil | be d isplayed in the Search folder in the Tree view

pow

Note : When you hav e performed a search, you can rem ove the
search r esults (and remove the Search folder fromthe Tr ee
view) by clicking the Close Search icon on theribb on.
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Dis conn ecting a Client

Whe n you ha ve fin ishe d remote ¢ ontr olling co nne cted Clients , you
mu st disconne ct fro m them be fore closing your NetSupport Manager
session.

To disc onne ctaClie nt
1. Select the Clientyo uwanttodi sconnectinthe Listview.
2. Selectthe Home tab in the ribbon an d click Disconnect
Or
Right -click on the Clientico nand choose Disconnect
Or
Click Conn ected ont he stat us bar, select the requi red Client in

the listand ¢ lick ©=.

Dis conn ecting all Clien ts

Rather than discon necting Clien ts indiv idually, yo ucan disconne ct all
connected Clients in a single action.

To disconn ectal | Clients
1. Selectthe Hometab inthe ribbonan dclick Disconne ct All.
Or
)

Click -7 on th e status bar .
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Clien t automa tic login

If a generic nami ng convent ion isused for your PCs, you can
automatically log the Client sin to save time.

Toaut omat ically loginCli entma chines

1.
2.

Select th e Client machine(s) you wish to login.

Select the Remote tab in the ribbon and ¢ lick Log in.

Or

Selectt he tab displaying the Client's name in the ribbon (or the

Selection tab, if more than one Client has been selec ted) and c lick
Login .

Or

Right -click and select  Login ,R,

Or

Select the requ ired group from the Tree view, choose the Group
tab in the ribbon (orr ight -click the group) and click Login .
The L ogin dialog will ap pear .

H Legin x
Login Details

Username: ‘ | ‘ Login

Password: ‘ |

Dormain: ‘ | g__)
Status

Hame User Mame Status View

. [CIHPLAP-2 A, testing

OmvHs12 8 jneal

Close Help
o]

Entert he user nam e, password and domai n and click Login . The
user name will appea r on ce the login has been su ccessful.

You can also view Client s creens from thi s dialo g, s elect the
required Client and click View .

When you have f inished , click Clos e to exit.

117



NetSupp ortM anagervl 4.00

Client automat ic update

Aquick and easy way to upda  te Clientsto the same version asthe
Control isto use th e automatic up date facility. A ny NetSuppor t
Manage r com ponent s that are installe d onthe Client machine will be
upd ated to the current Control v ersion .

Not e: Only availa ble on Windows -based Clients .

To automati callyu pdate the Clien t

1. Selectthe Cl ient(s) thatyouwish to update.

2. Selectthetab di splaying the Client's name in the ribbon (or the
Selection tab, if more than one Cli ent has been selected) and cli ck
Update

3. The Clients will be updated tothe sam e version asthe Control.

Notes :
1 The Clients must either be logged in wit h admi nistra tor rig hts or
logged off for the upda testot ake place.

1  The Remote Deployment Utilities mu stbe installed o nthe Control
machine to use this function.

i If Disable File Transf er and Disabl e Exe cut e are se lected in
the Client Configu rator, you will not be able to up date the Client.
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Power manage me nt i Poweron/ pow er off

Power co nsumpti on equ ates largely wit h heat generatio n and

incre ased ene rgy consump tion. With millions of workstation s in use
and some times hundreds located in the same company, the desire to
conserve energy hasg rown froma minor issue to a major issue.

Power manageme ntis a tech nique t hat enables hardwa re and

soft war e to reduce system power consumption. It works by shutti ng
dow n port ions of the ha rdware duri ng p eriods of downtime , meaning
thatt he workstationi s ready towork whenyou are and co nserve
energy wh enyou are no t.

Client power on

To power on a NetSuppo rt Manag er Client, the workstation must have
a Wake -on-LAN networ k adapter and a BIOS that will support it

(consult your network adapt er documentation for mor e inform ation) .

The Client mustals o be known tot he Con trol. The Con trol sends a
Wake -on-LAN pack et toth e Client ne twork adapter , which instructs
the works tation to power on.

Top ower ona NetSup port Manager Client

1. Selecttheico n(s)ofthe Clie ntsyou wishto power on.

2. Selectth e Remote tabin the ribbon and click  Power On.

3. Select the tab displaying the ClI ient's name in the ribbon (or the
Selection tab , if more than one Clienthas been selected) and click
Power O n.

Or
Right -click and choo se Power On.
4. The Clientwo rkstatio ns will now power on.

To power ona group ofClients

1. Openthe Al Computers folderin the Treeview and selectthe
required group.

2. Select the Grouptab intheribb onandclick Power On
Or

Right -click on th e group and ¢ lick Power On
3. The Client works tations will now power on.
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Clie nt power off

NetSupport Ma nager uses the Advanced Power Manageme nt (APM)
features of the W indows operati ng system (where su pported) to
prov ide Client power do wn capabi lities. APM relies on the Clie  nt
workstat ion havingan A TX mot herbo ard and ATX powe r supply.

A Contro I can remot ely power off a Client worksta tion usin g the
NetSu pport Manager Power Managemen t function.

To pow ero ffa NetSupp ort Manager  Client
1. Ensure al | open applications atthe Cli ~ ent w orksta tions are close d.
2. Selectt heicon(s) ofth e Clients youw ishto power off.

3. Select the Remote tab in the ribbon and click Power Off
Or
Select the tab di splayingt he Client' s name in the ribbon (or the
Selection tab, if more than one Client has b een s elected) and click
Power Off.
Or

Right -click and choose Powe r Off.
4. The Client workstation s will now power off.

Top ower offa grou p of Clients
1. Ensureallop en applications at the Clientw orkstations are cl osed.
2. Openthe AllCompu ters folder inthe Tree view and select the
required group .
3. Selectth e Groupta b in the ribbon and click Power Off
Or
7™

Right -click on the group and click Power O ff .
4. The Client workst atio ns will now power off.

120



NetSupport  Manager v.14.00

Reboo tingor logging outC lients

Enables a Control to remotely reboot or log off Client wo rkstatio ns
either i ndividually or by selected group.

Tore boot or log out aCli ent
1. Select the Clientinthe Contr ol window List view.

2. Select the Remote tab in the ribbon and click Reboot or Logout
Or
Select the tab in the ribbon displaying the Clie nt's name and click
Reboot or Logout
Or

P |

Right -click on th e Client icon and select Reboot = or Logout
2

3. Click Yes,to confirmsend reboot/ logout .
4. You will be immed iately disconn ected from the Cli ent.

Or

1. While viewing the Client, select the Home tabinth e View window
ribbo n and click Reboot or Logo ut.

2. Click Yes,to confirm send reboot/ logout .

3.  You will be im mediatel y disc onnected from the Clie nt.

Torebo ot or log out a groupofClie nts

1. Selectth e required group fromthe Tree view .

2. Select the Grouptabin theribbon and click Reboot or Logout
Or

Right -click the group and s elect Reb oot = or Logo ut ';?"r.
3. Click Yes,to confirmsend reboot/ logout toth e group.
4. You will be im mediat ely disconnect ed fromt he members ofth e

group .

Note: Make s ure thatall workstations within the group are available
and not being used by o ther sta ff b efore you use this
fun ctio n.
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Sending Ctrl+Alt+Delete

You can send Ctrl+ Alt+Delete to a w orkst atio n that you are view ing
or simply connected to.

To send Ctrl+Alt+Delete to aconnected Cli  ent
1. Pressth e Ctrl +Alt+Esc keys si  mult aneously.

Or

1. Select the Remote tab in the ribbon and click Send CAD .
Or
Selectthe tabin  the ribb on displayi ngth e Client's nam e and click
Send CAD .
Or
Right-click and select Send C trl +Alt+Dele te E=
2. Click Yes, to confirm send Ctrl+A It+ Delete.

Tosend C trl+A It+Deletet oa Client youare viewing
1. Pressthe Ct rl+Alt +Esc keys simul taneou sly.

Or
1. Selectt he Hometab onthe View window ribbon and click

Ctrl+Alt+Dele  te.
2. Click Yes,to confirm send Ctrl +Alt+Delete.
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Viewi ng Clien ts

Havin g conn ected to a Client, you c an now remote ly controlit. Thisis
called Viewing. The Clie n t streen will be di splayed ina window on
the Control workstati on. NetSupport M anager will allow youto view
multiple Client screens, eac hinits own windo w, simul taneou sly.

Not e: While viewi ng a Client , you can drag and d rop files from the
Contro | Windows Explorer directl yto the Client's desktop.

To view aClient
1. Selectthe required Cli enticon.

2. Select the Home or Re  mote tab in the ribbon and click View
Client .
Or
Select thet ab in the ribb on displaying the Client's name and click
View Client
Or
Double -click th e Clienticonin the Li stv iew.
Or
Right -click on the Clienticon and choose View .
Or

Click the appropriate  Client icon on the Quick Ac cess barand
selectthe View Clien t icon.

3. TheView window for that Client will now app ear at the Control .
To aid navigation of the Cli ~ ent screen, a thumbn ail ima ge of the
screen is displayed, enablingyout o scrollthe Clientdes ktop
more e asily. C lick an d drag inside thet humbnai Ito view specific
are as. The navigation panel can be en abled or disabled by
selecting Navigation  fromthe Vi ew w indow ribb on.
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The View W  indow

The View win dow is the primary interface for interacting with

indi vidu al Client&. Each Clienth asits own View win dow. The Client
View wi ndows are used for disp layin g the screens ofthe Clients at the
Control. You ca n have multiple Client View wind ows openan d

displa yed si multa neously.
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The View window is divided into the follow ing sectio ns:

The captionba r

The caption bar displaysthe n  ame of the Clientthat  you a re cur rently
viewing . Clicking the Clie nt name bri ngs u p a Remote Man agement
pane, and from here, you can s ee details of the Client and perform a
variety o ffu nction s.

By de faul t, the Clientn ame, wireless and battery i  ndi cators (if
applicabl e) and secu rity sta tus (shows if TLS or enc ryption are
enabled orn ot) are displayed on the caption bar. You can customise
what is displayed and choose to show the Client's logg ed-on user
name, IP address, 0 perating system, enclosure type and location by
right -clicking the Client name.

Note : Chan ging the Client dis play options here will also change them
on the quick access bar, connected Clients list on the status
bar and when zoom ing in to thumbnails.
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The following optio ns are a vailable :

Show or hide the ribbon.
ﬂ Access the View settings fo rthe cu rrent confi guration.

ﬁ Shows how many windows are open. From here ,yo u can
access the Window me  nu.

Access t he online hel p and versio n num ber, licens ee,
: Technical Sup portand co mpressio n information.

The ribbon

The ri bbon provides accessto a Il features, tools and settings available
to use at the Client you are cur rent ly viewing. Positioning th e cursor
over a nicon will dis play a bri ef description of it s fun ction. The ribbon
is organise d into three m ain tabs:

1. Home
Allows you to se lectthe mod e in which the Clie nt will be remote
contr olled, customise how the View wi ndow is displayed, cut and

paste between appl icationsonthe Clientan d the Control
workst ations and launc h an app lication a t the Clien t.

2. Tools
Provides a selection of tools availa ble to use atthe C lient you ar e
currently  viewing.

3. Audio
Allows you to e nabl e audio between a Control  and a Clientan d
configure the settings.

Note: A Monitorta b will appear in the ribbon when viewing a Client
with multiple monitors . From here, you can  choose to switch
the vi ew b etween monitors or view the whole desktop.

The Client scree narea
This is use d for displayingt he scr een of t he Cli ent.

Status bar
The statu s bar shows the current view mode , the number of
connected Clients, the current keyboa rd l ayout (by defau It, t hisis set

to interna tional keyboard ; click to ¢ hange thi s), if printc aptureiso n
(click to enable )andthe FPS counte r.
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You cans ee ali st of all connected Clients by clicking Conn ected

(clicking a Client name opens a View wi ndow for th em). Right -click to
choose how the ClI ientis displayed intheli  st.
Notes :

1  For accept able perfor mance while viewing, e nsure that the
Cl i e rAtti® esDeskt op is turned off.

1 Ift he Contr ol and the Clienta re both using to uch-enabled
device s, the Co ntrol willbe able to control the Client machine
using touch comma nds.

M  You can customise the action taken when double -clicking a Clie nt
icon in the List view (by d efault, this opens a Vie w window) in the
Control configuration - Control Interface Settings.

To ret urntothe Contr ol windo w
1. Onthe captio nbar, clic k E.

View Modes

Youcan view a Client in th re e m odes:

Shar e

The Cli e 1 scéeen will b e displaye d at both the Co ntrol and the
Client. Bothth e Control and the user at the Client willb e able to
ente r keystroke s and mouse movem ents.

Watch

The CI i ent 6 swilsbe disptaped at both the Control and the
Client. Only the user atthe Client will be able to enter keyst rokes and
mouse movements. Th e userat the Con trol will be locked out.

Contr ol

The Client's scr een will be displ ayed at both the Control and the
Client . Only the user at the Contr ol will be able to en ter keys troke s
and mouse mov ements . The user atthe Cl ient will be locked out.

To chang ethe viewm ode
1. Whilev iewin g the Client, select Share, Watch or Control on the
View window ribbo  n.
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Viewing multiple CI ien t screens simu It an eousl y

NetSuppo rt Manager enabl es you to view multiple Clients
simultaneousl! vy, ea ch in its o wn window. You can e ven sca le their
indiv idual View windowstofiton t he Contcreeml 6s s

To v iew multiple Client screens
1. View each Client you wantt o in clude.
2. On the caption bar of the Contro | window or any Client View

window, click Win dow M enu ﬁ sele ct Tile and choo se whi ch
NetSupport Manag er windows you want to displ ay.

Your chosen windows willbetledo nthe Cont ecreeh.d syouswant
to see the entire Cli e 13 scteen, click the Scale tofit icon on the
ri bbon of eadetww@dawent 6s V

Not e: Scale to fit is on by de fault.
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Blank ingthe Cli enté sc reenwhile  viewing

For security reasons, you may req uire the Client screen to be blank
while y ou are remotely ¢ ontro lling it.

Note : This feature is only available on Clients running Windows 10
v2004 and above (legacy support is provided for Clients
running Windows 8 and below).

1. Select the Home tab in the View window ribbon and click the
Blank screen icon.

2. The Client &ween will be blanked .

3. Torestore the screen, click the Blank screen icon again.

Viewin g aClient full screen

Viewing a Client in Full Screen mode rem oves the caption bara nd
ribbon and maxim ises the View window. What you see is exactl y what
would be seen onthe remot e works tation.

Tov iew a Client in fulls cre en mode

1. Clickthe Full S creen icon inthe Client' s View wind ow rib bon.
2. The Switch to Full Scr een dialog will appear .

3. Afloating toolba r willbe displayed while in Full Screen mod e,

allow ing accessto fre quently u sed fe atures and to ols. Click e

kA
to e xpand the toolba rand acces sthe full range of tools.  Click L ™
to switch backto  windowed mode.

Note : Youcan alsoreturnto windowed mode by using the hot keys
Ctrl+ Left Shift+ Right Shift.

Scal e to Fit Mode

Scaleto fital lows you toviewa remotes creen wi thinthe av ailable
size of the View window rath er th an providingy ou with a s eries of
scroll b ars sothatyou c an p an ar ound the scr een.

This allows you view mu ltipl e screens simulta neously tom aintainan
overview of a number of selecte d workstati ons.

No te: Using scale to fitdoesi mpact onthe qu ality an d clarity of
the view and is desi gned to allow you to monit ora screen as
oppose dto work onit. Try it fory ourse If and decide wha t
level of scaling is acceptable foryourp urposes.
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ToviewaVi ew window tosca le
1. Clickthe Scaleto fit icononthe View win dow ribbon.

Displ ayin gthe View settings for a Client

During any contr ol se ssion w here you ma y be working wit h more th an

one Client, you can tailor ho w eac h Client interacts with the Control.
For exam ple, on one Client , you m ay wantto use comp ression
because i tis ona slowlink, but on another, you may wantto turn
compress ion off. NetSupp ort Ma nager allows you to do this by
modifying the def ault sett ings for the current Control profile .

Toad justV iew settings while viewin g
1. Selectt he Client to view .

2. Click E on the V iew window capti on bar .

3. The Settings dialog will appear .

4. Configure which optio ns will be enabl ed when you starta View
session . (Refer to th e Control Configuration - Remote Contro |

Sett ings section of th is manu al fo r det ailed inf orma tion aboutth e

available options)

Not e: Ifyouedit the Client settings, the chang esyou make only
apply to that Cli entduring the current Controls ession. |fyou
want to change the settings permanentl y, check the Update
Conf igu rati on box.

¥ settings for Client: HPLAP-2 X
‘ Search settings ,":3| Options
v & Remote Control [JB810S Keyboard scrolbars
e Confirm Switch to Full Screen Use Compression
é Keyboard/Mause 1 Full Screen [Jwalpaper
9% Repiy Fies Oscale to Fie Blank Client Screen
e _D " [ bisconnect when Closed [Jvideo Skipping
@ Print Capture [ screen Scrape [ Auto Clipboard
Q Audio
Default Mode: Share e
Cache Size: 4 MB
Max Colour Depth: 256 colours (high quality)
Change DOS Font... Change Japanese Font...

Cupdate Configuration: Standard

oK Cancel Apply Help
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Scan ning

The Scan function ena blesyo uto cycle throu gh each con nected Client
in turn, displayin g its sc reen o n the Control. It is an alternative to

viewing multiple Clients in scaled w indow s, which may cause their
screens to be unreada ble.

Multiple Clientscreenscan also be scanned inone Scan window .

Scan one Clie ntscreena t atime

1. Selectthe Clients toinc lud e in the scan.
2. Clickt he Remote tab inth e ribbon.

Interval : ;' I I = + |L_|_|
Layout : |g| |:| E =&

Start
Recipients : Connected Clients: 2

Scan

3. Selectth e One Client at a tim e icon I:‘

4. Use this slider control to specify the interval befor e the scan is

advancedtot he ne xt Client. The scan perio d can be set anywhere

between five secondst o two minutes.

Click Start .

6. The Scan wind ow will appear and immedia tely show you the first
Clientin the se quence. It will cycle throug ht he selected Clien ts,
showing their scre ens o nthe Control until you endth e scan.

o

Note: Ify ouwa nt to start scanning from a particular Client, select
theirn ame in the Scan dialog.
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Scan ning multiple Cl ient screens

Multiple Clien tscreens can be scanned si multa neously inone Sc an
windo w.

Note : You candisplay upto 16 Clientsc reens inone Scan window at
atime.

To scan multi ple scre ens simul tane ou sly
1. Selectthe Clie ntstoinclude in the scan.
2. Click the Remote tab in the ribbon.

Interval : -"_I I "+|l_|_|
wou: [ [ B B =©

Start
Recipients: Connected Clients: 2

Scan

3. Selectthe n umber of Cl ient screens to be displayedi nthe Scan

window by clicking the relevant i con:
[+] Clients will be  arr ange d 2x2.
Clients w ill be arranged 3 x3.
Clients will be ar ranged 4x4.

4. If you are scanning more than four Clients, you ca n sel ect a scan
interval by usin g the slider. The scan pe riod can be set anywhere
between five second stot wo minutes.

5. Click Start .

6. The Scan window will appear .

Toe nd the scan
1. Onthecaption bar, click E.
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The Scan window

The Scan window w ill cycle thr ough the sele cted Clients, showing
their screensont he Control untily ouendt he scan. Ifyouwantt o
start scanning from a par ticul ar Client, highlight thei  ricon beforey ou
start the scan.

MOouEO=C® NPT

scamng Q- (AL/ZA

The Scan window is divided intot he foll owing sect ions:

The captio n bar

The caption bar displays th e name of the Cl ient you are curre ntly
scanning (this willnota  ppear when scann ing multipl e Clients
simultaneously). Cli  cking the Clien tname brings up a Remote
Management pane, and fromh ere,youcans ee detailsof the Client
and perf orm a variety of fun ctions.

By default, the Cl ient name, wireless and batter y ind icators ( if

appli cable) and secur ity status (shows i f TLS or en cryption are
enabled or not) are displayed on the cap tion bar. You can customise
whatis d isplayed and choose to show the Client's  logged -on user
name, IP address, operating system, enclosure type and | ocation by
right -clickin g the Client name.

Note : Changing the Client display options here will also change them
on the quick access bar, conne cted Clients liston  the status
bar and when zooming into thumbnails.
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The following options are available:

Show or hide the ribbon .
ﬂ Access the settings for the current scan session .

ﬁ Shows how m any wind ows are o pen. From here, you can
access the Window m enu.

Access the onlin e hel p and version nu mber, licensee and
: Technical Sup port informat ion.

The ribbon
The fol lowin g ico ns are available fo r a single Client scan:

9 Previous, Auto Advance and Nex t
Allows youto turn autotiming on or off , or c hoose to move
forw ards or backwards  between indi vidua | Clients. The Previous
icon shows the previous Clie  ntscreen scanned. T he Next icon
shows the n ext Cl ient's screenint he scan cycle.

1 Scaletof it
It ma y be that the Clie ntisrunningi na higher resol ution than the
Control. Selecting th  is option wi Il re size its screen to fit the window
in which itis dis played.

1 Full Scree n
Allows you to scanin  Full Screen mode. You can usethe Scan
Floating too Ibarto contr ol t he operat ion.

9 Screensho t
A snapsh ot of the current Cl ient window can be tak en.
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The fol lowing additional icons are available for a multiple Client s can:

52301001 Qrime:

T Maximis e
Maximises a selec ted C lient's window. You can alsoclick intheto p
right -hand corn er of the Client window.

9 Lock
Locks a selected Client's k eyboard and mouse.

q Chat
Initi ates a Chat session between a Client and the Control.

M Share
Toview a Clien t in S hare mode.

The Cli ents creen area
This is used for displayin g the sc reen of the Client or mult iple Client
screens when perfo rmin g a scan.

The Status bar
The status bar sho ws th e scan timer , which indicates how far through
the sc an interv al you are.
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Scr een Capture

Screen captur e allows youtota ke asnapshotofth e curre ntClien t
screen whilst vi ewing or scanni ng a nd sav e this to a file. Th e Client
name, d ate and time will  be re corded when saved.

Cap ture a Client's screen
1. When viewing o r scanning a Client, select the Hom etab in the
ribbon.

2. Click Scre ensh ot

3. Thecurre ntClient screen will be ¢ aptured and aut omat ically saved
as a .pngto NetSupport Manag er\Snapshotsinyo urlo cal Pictures
folde r.

Note : An indicator will appear on the Screenshot icon s howing
the number o fscre enshots that have  been ta ken.

4. Clickin g the Screensho t drop-down arrow lists the last nine
scree nshots taken (you ca nvi ew or delete them as required) and
you can open the f  older where the images are stored.

Note : When scanni ng mu ltiple Clients, a C lient screen must be act ive
(hi ghli ghted) f or scre en captu re to become avail able.
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Thumbna il Vi ew / Mon itor M ode

Thumb nail view or Monit or mo de allows a Control to displ ay a

thumb nail vi ew of all connected Clientw orks tations simul tane ously,
providing a qui ck an d easy met hod f or m onit oring Client activi ty.
While i n Moni tor mode, the Control still ha s accessto the full range of
NetSupport Manag er features such as View, Ch  at and Fil e Trans fer.

To switchto  thumbnai |vi ew

1. Displayth erequired Client list by selectingt he a pprop riat e fo Ider
in the Control window Tre e view. You would generally want to
limitthe nu mber of displayed thumbnails to connected Clients
only.

2. Select the View tab in the ribbon and click Thumbnail
Or
Click on the status bar.
Or
Right-click o na clear ar ea of the Listv iew and select Thumbna il.

The List view will display each Client thumbnai |. By mousing ove ra
thumbnail , you can zoom in to that scre en (t his can be turn ed off by
clicking @ onthe status bar). Doub le-clicking athu mbnail willope n a
view session to that Cl ient; right-click and you c an selectfro m the full
range of available C lient features. Fo rexample, by selecting multiple
thumbnai Is, you can invite tho se Clientsint o a Chat sessi on.
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Note : You can change the action taken when double -clicking a Client
in the Contro | configur ation - Control Inte rface Settings.

Each thumbnail will show the computer name underneath and if the

thumbna il width is 144 pixels or larger, the current logged -on user,
operating system and IP address will a Iso be displayed. By default,
battery and Wi-Fi indicators (if rele vant to the devi ce type) and
security status (shows if TLS or encryption are enabled or n ot) icons
appear on the thumbnail. You can customise what icons are displayed

on the thumbnail and choose to show the Client's logged -on user
name, IP address, operati ng system, enclo sure type and lo cation by
selecting the View tab in the ribbon and choosing the requ ired options

from the Display Options drop -down list.

You can adj ust the frequency atwh icht he thu mbnails are refreshed

by c licking @~ on the sta tus bar an d selectin g the required time
from the list.

If a Client is running multiple monitors, icons will b e displayed on the
thumbnail, allowing you to switch between each monitor or vi ew the

P 1
whole desktop. Click =’ to access the Dua | Mo nitor menu and select
g
what to view fromth e list. Click ““ to view the whole desktop. Click

o
the numbericon ¥ to view that moni  tor. The icon will turn green to
show which option is selected.

Note : When zoo minginto a Client screen, you can switch betwe en
single and multi -monitor by clicking E

Grouping Clients in the List view

Clients can be conveniently grouped into categ ories u sing a range of
criteria, including the Client platform, connecti onty pe etc .

Organis ing Clientsintoc ategories

1. Selectthe Viewtabinth  eribbona ndclick GroupB vy.

2. Selectthe categ ory yo u wishto organise your Clients by.

3. The Clients willn ow be group ed by the categoryi nthe Lis tvi ew.
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Launchi ng applica tions

This feat ure allows you to la unch (exe cute) an application on an
individual Clien twor kstatio nora group of Clien t workstations with out
the needto remote co ntrol them.

Note: The application itself mus t be installed on  or avail abletoth e
Client w orkstatio ns.

Tolau nchana pplicationataC lient
1. Select ther equired Cl ientinthe L istvi ew.
2. Selectthe R emote tabinther ibbon andclick Launch

Applic ation
Or
Right-click the Client in the Listv iew and choose Execute at
Client .
3. The Execute Applica tion at Cli ent dialo g will a ppear.
n Execute Application at Client x
Execute Saved List
== Enter the name and path (including command line
= parameters) of the application to execute at the Client.
Close
| "C:\Program Files (x86)\Windows NT\Accessories\wordpad.exa" E| help
Add to List...
7] Execute only if the Client is logged on
Results
[Iio result required
Name Result Code View
HEEAR2 chat...
VIRT45SER...
A

4. Select the Ex ecutet ab.

5. Enter the name and path oft he ap plicati on to exec ute atth e
Client.
Or

Click = to browse fort he applic ation onthe Control worksta tion.
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Note: Check that Clien t applications are stored in the same
locatio n as the C ontr ol to en sure s uccessful execution .

6. Select Addt olList tosaveitforf utureuse inthe Saved List tab.
Confirm th e descript ion and p ath.

Not e: T he appli cation willbe a ddedt o the Launch Application
drop -down list in the ribbon.

7. If you onlywanttoe xecute applica tions to Clients thatar e logged
on, selectt he option Exec ute only ifth e Clienti s logged on.

8. Ifyoudontwant toviewth eresultofth e oper ation,click No
result required

9. Click Exec ute .

10. The appli cation will now be launch ed at the selected Client and
th e result of the ope ration is displayed inth e Results pane.

1. Ifyouha vesaved alisto fapplications, sel ectt hereq uired
applicat ion fromthe Launch Ap plication drop-down list .

2. Click Client must be logged on to launch the application at
Clients that are logged on and if you don't want to see the results
of the operation, click Noresultreq uired .

3. The applica tion will be launched at the C lient and the Ex ecute
Application at Client dialog will appear , displaying any results.

Qui ck launc hing application s whi le viewing a Client
Alist of applicationsca nbe saved in the View win dow, allowin g you
to quickly launc h these at the Client.

1. Select the Hometabi n the View window ribbon.

2. Click Add .

3. Enterthe name and p ath of the applicati on.
Or
Click = to b row se for th e application.

4. Click OK.

5. The application will b e liste din the Qui ck Launc h pane.

L | |El wordpad I —+ Add
o

= CImanage

Launch
E‘E Launch Application

Quick Launch

Note : Click Mana ge to edit orremove ali sted applicat ion.
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You can now la unch the application at the Client. Select t he
applicationinthe listan dclick Launch or double -click the
application.

The app licationwi Il run atthe Client.

Not e: You c an also rem otely launch an applicati on th at isn't| isted by

selecting Launch Applic ation , entering the name and path of
the app lication and clicking Execute

To
1.
2.

a s w

launch ana ppli cati ononag roup of Clients

Open the AllCo mp uters folder in the Tree view.

Select the req uired group, g o to the Group tabinthe ribb onand
click Launch Application

Or

Right -click on the re quired group and choose Execute atC lient .
The Execute Application at Client dialog will appear .

Select the Execute tab.

Enter the full path of the application you want to run.

Or

Click ™ to browse for the applicat ion o nthe Control w orkstatio n.

Note: Checkthat C lientap plication s are stored inthe same
location as the Contr ol to ensure su ccessful execution.

Select Add toList to saveitforf utur e usein the Sav ed List tab.
Confirm th e des cription and pa th.

Note : The application wil |be adde dtothe Launch Appli cation
drop -down listin the r ibbo n.

If you onlywantto e xecute applica tions to Clientsthatar e logged
on, selectt he option Exec ute only ifth e Clienti s logged on.

If youdon'twant toviewtheresulto fthe operation, click No
result required

Click Execute .

. The application willnow be launched atall s elected Clie ntsi nthe

group and ther esult of the operationd isplayed inthe Results
pane.

If you ha ve saved a list o fapplic ation s, sel ect the re quired
applicati on f rom the Launch Application dro p-down list .

Click Client must be logged on to launch the application at
Clients that are logged on and if you don't want to see the results
of the operation, click Nor esultreq uired .
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3. The application will be lau nched at the Clients in the group and
the Execute Application at Client dialo g will appear , displaying
any results.

To save the detail s of you r execu ted applic ationfor future use
1. Selectthe Remote tab in theribbon and click Launch
Applic atio n.

2. The Execute Application at Client dialog will appe ar.

3. Click Add .

4. The Add/Edit Applicat ion Details dialog will appear .

5. Enterthe name and path of the executable app lication.

6. Click OK.

7. The application will appea rin the Save d List tab.

8. Click Close .

Or

1. Selectthe Remote tab in the ribbon and click the Launch
Application  drop -down arrow.

2. Click Add Application

3. The Add/Edi t Application Details dialog will appear.

4. Enter the name and path of the executab le application

5. Click OK.

6. Click Close .

The application will now be av ailable from the  Launch Application
drop -down list in the ribbon.

Note : A list of applications  to launch can also be s aved in the View
wind ow.

Toe ditas aved exe cutableappl icatio n

1. Selectthe Remo te tab inth eribbonandcli ck Launch
Applicatio n.

The Execute Application at Client dialog will appea r.
Select the Applicat ion to e dit.

Click Edit .

The Add /Edi t Applicat ion Details dialo g will appear.
Make the required cha  nges.

When finished, ¢ lick OK.

NogoMwdh

To remo veas avede xecutable applicati on

1. Selectt he Remote tab in the ribbon and click Launch
Application

2. The Execute Applica tion at Client dialog will appear .
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3. Select the application to remove.
4. Click Remove .
5. Aconfirmatio n dialogi s displayed, click Yes.
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User Defined Tools

As well as allowing a Controlt o launch appli cation s on Client

works tations, yo ucan autom atically run a task on a Contro |
worksta tion usinga defined tool. These toolscan also be copied to
other Cont rol wo rkstations fo r u se.

Toadda tool

1.

2.

No oM

8.

Select the Tools tab in the rib bon an dclick Add inthe User
Defi ned section .
The Ad d Tool dialog will appe ar.

Add Tool >
Menu Text: oK
|
Cancel
Program  Script
Path: il
| &)
Arguments:

[Jwatt for program to finish

Choose to add a programor scripttool by selecting the

appropri ate tab.

Enter the required  info rmatio n.

Click OK.

The tool will be listed.

Click Edit to change the pr operties o fa listed tool or Del ete to
remo ve the tool.

Click Close .

To run a tool

1.
2.

Select the Tools tab in the ribbon

Select the tool you wish to run f rom the User Defined pane and
click Run .

Or

Double -click th e tool inthe User Defined  pane.

The tool will automatically run.
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Tocopy userd efined tools ettin gsto othe r Contro | machines
1. Atthe Control machine you want to copy th e settings from, click

the Chan ge the settings for cu rrent Configur ation icon E] on
the c aption bar.

2. Select File Locations

3. In the Tools file section, clic k Change .

4, Specify an alte rnate location orn ame for the toolsfile.

5. Make this f ile available t o the Control machine that is going to
adopt this tools file.

6. Openthe Cont rol Co nfigurator at this Control machine and follow

steps2and3.
7. Selectthe new tools file, click Open .
8. Thenew tools file will be implemen ted.
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Showing the Controls creento Clients
As well as enablin g youto remote control Client s, NetSup port
Manager allowsyoutoshowy our screento :

1 A selected i ndiv idual Clie nt
1 Apre-defined group of Clie nts
 Anad hoc selec tion of Clients.

Replay Files can also be shown to Clients.

Not es:

9 During aShow, NetSuppo rt Manag er displ ays inreal -time all
actions un dert aken byth e Control. In addition, the Control has
the optionto enable 6 bt k e,yess@ring tha t any key
combinati ons (e.g. CTRL+V) used by the Controld uring the sho w
are alsov isible to the Clients. Ifus ing ami xture of key
combinat ions (e.g. ALT+V+T ), NetSu pport Manager will only
display two consecutiv e keystrokes a tany onetime. The key
comb inations will not app ear if the Co ntrol taskbar is not activ  e.

1 Toimprove performance when showing to a large number of
machines, NetSupport Manager's Br oadcast Show facility is
enabled by default. This resultsin the screen inf ormation being
sent to all machines simultaneously, thus impro ving the speed of
transfer. Turning thi s feature off results in the screen information
being sent to each Client machin einturn. Whilst reducing ov erall
netw ork tr affic generated by NetSuppo rt Manager, usingthis
feature will generat e additiona | broadcast pack ets on your
network. It is recomm ended that you co nsult your n etw ork
administrator  before usingth is feature . The Show can be sent to
Clients u sing m ulticast. The br oadcast will only be sent to
machines included in the sp ecified | P multicas t address.

To s how a Control screen
1. Selectthe Des ktop tab in the ribbon and click Show Desktop
Or
If showing your screen to a group of Clients, select the required
group in the Tree view an dclick Show D esktop inthe Gr oup tab
in the ribbon or right  -click the group and select Show Desktop
2. The Show dialog will appear.
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NetSupport - Show x
Ready to start showing to:
Client <none selected:
(® These Clients Cancel
Mame . Description Help
- [CIHPLAP-2
- INvHB12

Removing the check mark next to a Client excludes it from the

Show
[ Create Replay file at Client

[ Show Hotkeys c]#) [] Enable Audio Suppart
Set Show Mode at Client Windowed ~

|£‘| Keyboard and Mouse are not locked in this mode
[ Sereen Scrape [15end Physical Farts

In this dialog, you select the Cl ient (or Clien ts)thaty ou will show
your screen to and set any associated properties.

Ready to start showin gto :

Select the Client or Clients that yo u will show your s creen to. You can
exclud e Clients from the show by clicking the green tick nexttothe ir
name (ared cross wil | appear).

Create Re play File at Client
The Show session can be recorded and st ored ina Replay File, giving
Clients the opportu nity to p lay back the ses sion ata later date.

Sh ow Hotkeys

To ensure that a Il actions per formed by the Cont rol are visiblet o the
Clients duringa Show, you can enab letheuse of hotkeys . Any key
combinati onsth att he Control uses, e.g. CTRL+V, will be d isplayed at
both the Control and Clients creens.

Note : If using a mixture of key combi nations , e.g. AL T+ V+T,
NetSu pport Manage r will only display two consecutive
keys trok es at any on e time .
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Enable Audio Support

This turns audio support on. Ifyo uares howingt o only one Client ,
botht he Contr ol and Client can speak . If youare showingto many,
only the Co ntrol ¢ an speak (announce). See Using Audio Support for
detail s.

Set Show Mode atC lien t(Win dowed, F ull Screen or Ma xi mise
w indow)

This option allows youtos how at the Client either ina small wind ow,
full screen or maximis ed window. When showing in win dowed and
maximised window si ze, the Client & mouse and keyboard are not
locked.

Screen Scra pe

NetSup port Managerd savdured (and the most effi cient) methodfor
captur ing scr een data isto ho ok into the Video Driver of the

work station being viewed . However ,there may be occasi ons when
this method will not work becau se certain application s by pass the
drive r. In the se circ umstanc es, you can enable 6 s ¢ r scearp ende
in ordert o take a snapshot of the screen. Alth ough this willh ave a
greater impact onthe n etwork , it will atle astprovide an accurate
repres entationo ftheClientés scr een.

Send Physical Fo nts

Inorderto reduce thevolume of data beings ent when shari ng
informa tion of this natu re, NetSupport Manager passes the fo nt
information by ref erence. The target workstatio n will refer to its own
intern al font ma ppingsto find an appr opriate matchtot he on e th at
has been sent. | n most cases , the sam e fonts willb e availabl e, buti f
there a re insta nces wherethis i s nthiéeta se, you can send the full
information. C heck this boxto enabl e.

Show Monitor:

NetSupport Manager will identify if the Controlis running multipl e
monit ors, giving you the option to choos e whi ch oneto show fro m the
dro p-down list. If you are unsure which is the correct scree n, click
Identify . Alternativ ely, select Whole Des ktop to s how all.

To endthe Show
1. Double click on the Show icon in the tas kbar.
2. This will display the Show ing dialo g.
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MetSupport - Show Suspended *
Cumently showing to: End
Mame Description
esume
[ iMv45es
O invE346 Continue
Help

The butto nshave thefollo win gpur poses:
End
Ends the Show an d r eleases the Client sdscree ns and keyb oards.

Re sume
Resumes the Show.

Contin ue

The Cli ent séscreens and keyb oard s will remain locke d wh ile you
prepar e oth er work atthe Contro |. They will n ot be able to see what
you are doin g. Effectively, the Show is suspended .

Show Appl ication

The applica tion being shown to Clientsis displayed . To chang e th e
appl ication, dra gth eicontothe required application on the Control's
desktop and release (a pi nk border will app ear aroun dt he se lected
application as you mo ve the mouse aroundt he deskt op).

Note : This opti on will only appear when showi ng an appl ication.

Or

1. Right-click on the Show iconon the taskba r.
2. Click End Show .
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Showin gacCli ent scree n to Clients

With Net Support Man ager, iti s possiblet o show theControl 6s scr een
to a numbe r of connect ed Clients. Itis also possible to showa Client&
screento anumb er of oth er co nne cted Cl ients.

For exam ple, it may be that workstati on_1 ha s an application on it
thaty ouneed to showtoth e Accounts department. T  herefore, by
viewing works tation_ 1 and the n showing to all member s of the
Account s department , they will now be ablet o see wo rkstatio n_ 1s6
screen .

Tos how a Client & screen
1. Connect to the Clients youwis hto showt o and the Client you
wish to view .

2. View the C lient whose screenyo uwish to s how.

3. Selectthe Des ktoptabi nthe ribbon and click Show .

4. The Showd ialog will appear.

5. Selectthe These Clien ts option.

6. Exclude the Client you are ¢ urrently viewing from the Show by
clicking the green tick next to their name (this will changeto a

red cross). If youd2 y dbilhis, youwill get an error saying thathe

Contol camot show tothis Client while yoare viewingit.
7. Click Show .

The Client 6 screen thatis being viewed willb e shown tothe other
Clients. You can use features such as Scale to Fitan d Full S creen to
Showmo re of theClient 6 s scr een.
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Show Applica tion

The Show featu re enables you to display the Co ntr ol screen to
Client s. Howe ver, if a number of progra ms are open atthe Control,
there may be occasio nswh enyouw ant to show a s ingle app lication
in isol ation.

Toshow an app lication

1.
2.

Select th e Client s to include inthe  Show.

Select the Desk top tab in the ribbon and click Show Ap plication
Or

If showing the applicat  ion to a group of Clien ts, select the
required gro upinthe Treeview andcl ick Show Appli cation in
the Gr oup tab in the ribbon or ri ght -click the group and select
Show Application

The Show A pplication dialog will appea r.

MetSupport - Show Application *

Select which Application you would like to Show

Application: I&l

|| | Select ... Cancel
Drag the icon to the Application you want to Show, or $

click Select Help

Drag the @ iconto therequ ired application onthe Contro 16 s
desktop and release (a pink bo rder will appear around the
selected applicati on as you mov e the mouse aro und the d esktop) .
Or

Click Select and chooset he ap plicati on fromthe displayed list.

Not e: NetSup port Manage r will id entify if the Co ntrolis running
multiple monitors, gi ving yout he option to con firm which
one the selected ap plication is sited on.Ifyo uare uns ure
whic histhe correct screen, clic k Ide nti fy . If only one
mon itor is detec ted, select Whole Deskt op.

Click Show .
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Audio support

NetSup port Manager allows youtouse audible comm unications to
connected Clients via microphones, headphones a nd sp eakers. The
Contro | can also listen to microph one outputa nd backg round sounds.
This can be used while viewing a Clients screen, showing your scree n
to a Client on their worksta tion or outside of aremote control s ession
by selecting the required Clie nt. NetSuppo rt Manager will only
operate audio ift he workstati ons have Audio Support installed .

Usi ng a udio support
1. Selectt he require d Clientinth e List view.
2. Select the Remote tab in the ribbon and click Audio .
Or
Right -click the Clientand s elect Aud io.
3. Right -click the required Client in the List view and select  Audio .
4. The Audio toolbar will be displaye d.

HPLAP-2 - Audic

)

| L 1L i,ii%
Audic Cn f-".ul:lll::-D'FF Talk Llsten : Settings

From here , you can:

1 Turn audio onor off.

1 Enable only the Controlort he Clientto talk.

i Listentothe Client.

1 Click Settings to setth e microph one sensitivity and select
the audio quality.

Minimising the A udio toolbar will disable the c urrenta udio session,
thiscan b e re-started by activati ng th e toolba r. You can startmo re
than one audio ses sion, buton ly one sess ioncanb e active at any one
time .

To use audio support when vie wing
1. The audi ooptionsared isplayedint he Audio tab ofthe View
window ribbon.

2. The Audio options will be displaye d. These are the same opt ions
as on the Au dio toolb ar.

The Mute icon turns the speaker and m icrophone on and off.
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Tous e audio supportwhe n showing

1. Inthe Showdialog box, select Enable Audio Supp ort.

2. The Audio settings setint he Contro | Configurator - Audio settin gs
will ap ply during the se sessions.

Au dio announcement S

This feature sends an audible a nnouncementto alls elected Clients
headph ones or speakers. They willbe ableto hearth e Control but will
notb e able to speak back.

Making an  announ cement

1. Selectthe D esktoptab intheri bbonand click Announce

2. The Announce dialog will app ear. Include (green tick) or exclud e
(red cross) Clients from the announcement and click Ann oun ce.

3. Adialog will appe ar, indicatingt hatyouc annow anno unce.

4. Click OK when you hav e fin ished speaking.
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Adju sting microphone and speaker volume

You can adju stthe a udio s ettings with in NetSupport M anager to
match the capabilities of yo ur multimediawo  rkstations o r to fine tune
performa nce. However, you should no te thatth e higher the g uality of
sound you select, the greater the volume of dat a that needs to be
sent. This can affect scr een update perf ormance on slower
workstations.

To a ccessthe volume con trols
1. Right-click on the speaker icon inthe task bar.

To change othe r options , su ch as sound quality, do one oft he
following:

Global method (changes defa ultsett ingfo r allC lient s):
1. Clickthe Changethe settings for the current Configuration

icon on the cap tion bar.
2. Select Remote Control i Audio .

Indiv idu al Client met hod (w hile viewin g):
1. Goto the Audio tabin the View window ribbon and click Audio

setti ngs =

In b oth cases, the Audio S ettin g dialog will be displaye d. This allows
yout o setthe following p roperties:

Volume s ett ings adju stments

Threshold Microphone sensitivity .
Microphone Volum e of microphone.
Speaker Volume of speake rs.

Enabl e o ptions

On Turn audio on.

Off Turn audio off.

Talk Set the Co ntrol audio to talk functiono nly.
Listen Set th e Control audio to listen function only .
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Video Player supp ort

NetSuppo rt Ma nager provid es e xcepti onal mu lti me dia s up port wit h
full audio, videoand remote control capabiliti es. This s ection deals
specifically with the use of the NetS uppor t Manager Video Player.

Note : The NetSu pport Video Playerisonl yavailabl e if youins tall the
NetS uppo rt S chool Tutor comp onent d uring inst allation.

While the NetSuppor t Mana ger Video Pla yer can be used forviewing a
video file onanin dividual wo rksta tion, the c omb ination of NetSupport
Manager6 s mote control capab ilities wi th full audio support allows
you to use thistool to enh ance train ing sessions and demonstration S.
By running a Sho w, thenla unching the NetSu pport Manager Video
Player, all Client s will be able to watch v ideo fi les from their own
workstations, w ith full a udio support

The Video Player supports all standard v ideo files, for example, avi
and mpg. Th e Vide o Player runs locally o neach Client wor kstat ion,
whi le the vi deo file ca n be accessedlo callyorona network drive.|f
video file s are stored locally, n etwork traff icis restricted tov ideo
playe r controls and synchron isation and is therefore minim al, mak ing
it possi ble to con trol vid eo sequen ces running o n alarge r num ber of
work stations si mul tane ously.

Ifvide ofiles are stored on anetwork drive and C lients have to
retrieve files across the network, there will be a greater impact on the
network. For op tim um perfor mance, sto ret he video file s locally on
each work station, yo umay wishtous e File Distrib utionto do this.

Otherin fluencing fac  tors will be:

1 Thenumb erof Client work stations accessingthe file

1 The speed ofthe network , e.g. 10/100M B

1 Thesize of the v ideo file

1 Clientw ork statio n mem ory/perf ormance s pecificatio n

i Othertraffic on the network .

N otes:

i If a Client wo rkst ation is requ ired to re trieve files from a server

for sm ooth o peration, ensure that the C lient workstation has
sufficie nt acc ess rightsto the relev ant drive and files.

i The video adapter of the work stati on and how the screen
resolution is configured will a ffect the qua lity of th e display.
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Top laya video file ona wor ksta tio n

1. Perform a Show to the Client workstations you want to w atch the
video file .

2. While performin g the Show, | aunch NetSupport Man ager Video
Player by double -clickingont he NetSuppor tMan ager Video
Player icon inthe NetSu pport Manager Program folder.

3. The Video Player control panel will appear .

4. Choose {Fi le{Op en} fromthe Video Play er drop-down menu s to
selectt he correc t video fil e.

5. The Video PI ayer video scr een willth en appear belowt he toolbar
with the sel ected file | oaded, ready tob e played.

Not e: NetSupport Manager 6 ¥ideo Player utilises the Audi o
Supp ort software and hardwa reinstalled ony our o perating
system, please adju stth ese to suit your n eeds.

6. Clickonthe Play button ont he Video Play ertoolbar .
Or
Choose {Play } { Play} from the Video Player drop-down menus.

Topauseor stopav ideofilea ndret urn tothebe ginningwh ile

it isp laying

1. Clickonthe Pause or Stop butto non the toolbar
Or
Choose {Play}{Stop or Pause}f romt he Video Play er drop -down
menus.

Note: The pause comman d blan ks any Clients vi deo screen s you may
be Showing the Video file to.

Toretur n totheb egin nin gof thev ideo file
1. Clickonthe Start butt onon thetoolba rto returnto the
beginn ing of the video file.
Or
Choose {Play}{ Start}from the V ideo Player drop -down men us.

To fastf orwardto the end of the video file

1. Clickont he End button ontheto olbartofast forward tothe e nd
of the video file .
Or
Choose {Pla y}{ End} fromt he Video Pl ayer drop-down me nus.
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Video P layer cont rol panel

The Video Playe r control panel ope ratesina similarma nnerto
standard audio and v isual aids.

[-] 20080814235212.mpg - NetSupport Video Player - O hed
File View Play Help

i 070 Q0 O

Open Play Stop Start End Mute
Clients

00:00/01:00

File menu
The File drop -down menu contains the f ollowi ng o ptions:

Open
Allows you to selectan d load the appropriat e video file.

Close
Closes the openvideo file.

Exi t
Shuts down the Video Player.

View menu
The View drop-down menu contain s the fol lowing options :

Toolb ar
Hides and displa ys the Video Player toolb ar.

Status Ba r
Hides and displayst he status bar of the Video Pla yer.

Zoom
Resizes the vide o screen

Play menu
The Play dro p-down me nu conta ins the foll owing options:

Play
Star ts the loade d video fil e.

Stop
Retu rns to the begin ning o fth e loaded video f ile.
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Pause
Blanks the Client 6 wideo screen and pausesthe video fileatth e
Control wo rksta tion.

Repeat
The video file will b e repeated until the Control stops this.

Start
Returns to the beginning of the vide ofile .

End
Fast forw ard tot he end of the video file.

Mu te C lients

If Clients are n ot using h eadphones while th ey are watchi ng a video,
the sound comin g from ea ch w orkst ation ca n be distr actin g. This
opti on turns audio off atth e Client worksta tions but leave s it on at
the C ontrol m achine.

Help menu
Provides a ccess tot he online help an d general version informatio n.
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Replay files

During a remot e contr ol session, the screen, k eyboard a nd mou se
activity ata Client or Cont rol PC can b e recorded , storedina file and
play ed back. | f the PCs are conf igured for audio, any nar rati on th at
tak es place can also be recor ded.

A Control can de termi ne how and when recordin gs take place by
enabling the a ppropriate confi guration option s:

1 Local recording
M Atindividu al or all Client PCs.

Recor ding local activ ity
Activity at the local machine c an be recorded and pl ayed back. If
requi red, the replay filecan alsobe & h o wn demote Client s.

1. Selectth e Desktop tabinthe ribbon and clickth e Record icon.
2. The Record Local Activ ity dialog will a ppear .

Record Local Activity X

= In Folder

I«J

0K

| | i

Browse...

Cancel

Options Help
O include audio
[ Record physical fonts

Use the icon in the Notification area to stop recording

3. In Fol der
Specify wh ere you want the replay files stored. Inorde rto
ide ntify each file , file name s will be prefixed wi t h b bnd thea
date andt ime of the rec ording.

4. Include Audi o
In addition tot he scre en, mouse an d keybo ard a ctivity , if the
workstation is configur ed for audio, you can record any n arration
that ta kes place. Check thisb oxto enabl e.

5. Recor d Physical Fonts
In o rder tored uce the vo lume of data being sent when shari ng
informatio n of this na tur e, NetSup port Ma nager passes the font
informatio n by referen ce.The targe t wor kstation will re fer to its
own inter nal font mappingst o find an a pprop riate match to the
onet hat has beensent.In most cases, the same fonts willb e
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available , buti fthere are instanc es where this isn 6the case, you
can s end the full info rmation. Check this box to en able.

6. Click OK tostart recording. The Recording icon will appear in
the taskba r.

7. Tostop recording, double click the Recording icon.

Recording replay files at Client PCs

Activity atr emote PCsis recorded whena Control 6 Vi sdaClientt hat
is configure d to record replay files. The option ca n be enable d at
individual Client level orsetglob ally.

Record replay files for all viewed Cl ients

This pr ocedu re enabl es the Contr ol to cre ate a replay fileeachtimeiit
0 vi eadiént PC . The settings can be applied to the cur rent contr ol
configurati on orto a 6 n a maenfigdration.

1. To update a specific Control profile, cli ck the Profiles icon D on
th e caption ba r, select the requir ed profile and ¢ lick Settings
Or
Click the Change the settings for the current Configuration

icon on the ca ption bar if u pdating the standard Control
profile.

2. The Settin gs for C onfig uration dialog will appe ar.

3. Choose Security - Repla yFiles ande nable the appro priate
option s.

Reco rd replay filesf orindiv idual Cl ients
This proc edure enables replay filesto be created at machines where
the Clien t config uration has the Reco rd Rep lay Fil es option en abled .

1. Runth e Advan ced Client Configu rator atthe requ ired PCs.

2. Select the profile to amend.

3. Select Security - Replay File s and enablethe appropriate
options.
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Watch ing record ed replay files

Replay files can be watc hed by a Contro | with appropriate acces s
levelsto the files. These, inturn, canbe shownto Clients.

At a local leve |, the NetSu pport Manag er Client progra m also provi des
a Replay option enabling Clie ntsto launch files.

At the Co ntrol

1. Selectthe Desktop tabinth e ribbon and click Playback

2. Alistofthelast 20 replay files is displayed. Select the required
replay file from the lis  torclick Browse to open the folder where
the repla vy files ar e stored.

Notes :
1 Bydefault, the listwillbe empty. New recordings and replay
files that have been played will be auto mati cally added to the

list. To add a replay file to the list without playing it, click
Browse |, sel ect the required replay fil e, cleart he Playback
now option and cli ck Open .

1 You can delete a replay file by selecting the required replay

file and clicking Delete File . The replay file will be moved
to the recycle bin.

3. The Replay window will app ear. Use the Replay controIs to
start/ stop the file.

At the Client

1. Double -click the NetSupport Manager Clientic  oninthe system
tray .

2. The Client Infor matio n window will appear .

3. Click the Rep lay icon.

4. Navigate to the fo Ider wh ere the replay files are sto red.

5. Selectt hefile to replay.

6. Click Open.The Replay window will appear . Use the Replay

contr ols to start/stop thefile.
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Showing replay filestoCli ents

Replay files can be watched by in dividual Control& and Client &. T he
Control al so has t he opnigépecifcfile dosntuloiple
Client s.

1. Select the Clients to show the replay file to.
2. Select the Desktop tab in the ribbon an dclick Show Re play .
Or
If showing th e replay file to a group of CI  ients, selectth e required
group in the Tree view and click Show Replay in the Group tab
in the ribbon or right  -click the group and select Show Replay
3. The Show Repl ay dialog will ap pear.

NetSupport - Show Replay X

Select the replay file to Show

Replay file: Show
C:\Users‘testing\App Data‘Roaming"Net Support® v| I Browse. .. Cancel
Help
4. Browse f orand sel ect the required replay file.
5. Click Show .

6. The Replay window will open at the Control m achine and start
playin g the replay file to the selected Cl ients.
7. Click Ed on the Replay win dow caption bar to end the Show.
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File Trans fer

The File Trans fer windo w

When you choo setoperformacFile Transferoperation on an
individu al Client, the File Transf er window is displa yed. Ati ts

sim plest , you transf er files by dragg ing them from on e location to
anoth er.

Home | Technical standards.f 1o I NVERER VR TEasatnc

RN LD E®E

CopyFile Create Syncheonise | CopyFile Delete File Rename File Properties Open Invert Clear  Print  Recent
tem v

Folder File

Name Type File Description Modified Size  Attributes
Technical standards RIF Rich Text Document 2170772002 145638 2%

& = 1 v [ Documents o |[Fine nCcCEEEM

jer
File Folder

The File Transfer window is divided in to the fo llowing sections:

The cap tion bar

The c aption bar shows which Client thi s File Tra nsfer win dow is
working with . Clickin g the C lient name bringsupa  Remote

Manag ement pane, and from here, you can see details of the Client
and performa variety of functio ns.

By defau It, the Client name, wireless and battery indicators (i f
applicable) and securit y status (sh ows if TLS or encryption are
enable d or not) ar e disp layed o nthe caption bar. You can customi se
what is displayed and choose to show  the Clien t's log ged-on user
name, IP address, operating system, enclosure type and locatio n by
right -clicking the Client name.

Note : Changing th e Client display options here will also change them
on the quick acces s bar, con nected Clients list on the sta  tus
bar a nd when zooming into thumbnails.
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The f ollowing o ptions are availabl e:

Show or h ide t he ribbon.

ﬂ Access the File T ransfe r setti ngs for the curren t
configu ration.

ﬁ Shows how many windows are open. F rom here, you can
access the Window men u.

Access the onlin e hel p and version num  ber, lic ensee,
: Technical Supportand compressi on inf ormat ion.

The r ibbon

The ribbon provid es acce ss to all the task s andt ools when workin g
with a selected fi le or folde r. Positionin g the cursorov eran icon will
displ ay a br ief description of its func ~ tion.

The followi ng sect ions are ava ilable in the H ome tab of the ribb  on:

1 Folder
Provides accesstot he options for working with folders, su ch as
copy, delete a nd rename. You musts elect a folder to work with
before the options become available.

1 File
Provides ac cess to the options for working with indivi dual files ,
such as cop vy, d elete and rename. Thiss  ection will only appear
when you have s elected a file to wor  k with.

1 Select
Allows you to select the filesand folders in the Listviewt hat areto
be transferred.

1 Gen eral
Enables you to printthe co  nte nt of a selected folder or fi le list and
access a lis t of recentf ilestosendtothe Client.

1 Favour ite s
Add or remove the currently selected folder to the Favour ites folder
inthe Tree view.

When afile orfolder is selected, a new tab display ing its properties
will appear. The fo llowing sections are  avai lable:

1 Attri butes
View and set the att ributes f or the selected file o r folder.
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1 In formation
Provides a summary of the selected file or fol der.

7 Action s
From h ere, you can perf orm actions such as open, copy, delete or
rename.

The local pane

The local pane displays a Tree view ofthe folders of the Controlon
the left-hand s ide and a List view of the conten ts oft hose directories
onther ight-hand side. Right -click onanyitemi none ofthe col umns
in the Listviewand ar ange of context -sensitive func tions become s
available.

The remote pane

The remote pane displaysa Tree v iew ofthe folders of the Client on
the left-hand side and a Listv iew of the content s of th ose directori es
onthe right-handside. Right-click on any item in one oft he co lumns
in the Listview and arange of context -sensiti ve funct ions becom es
available.

File i nf or m ation area

The file informa tion area is displayed atth etop of both the local and
remote pa nes. Use the arro ws to go tothe previous, next or par ent
folderin the Tree  view. Click *~ to selectfromalist of prev iously
selected fo Iders. The cu rrent folder path will be displayed and you can
enter a pathname her etog odirec tly toa folder. You can filter, sort
and choose howt o view the contents oft  he List view. To provi de
more space whe n working with file s and fo Iders, y ou can max imise

the loc al or remote pane by clicking Window O.

Statu s bar

The status bar shows the numb  er of co nnected Clients. You can see a
list of all connected Clients by clicki ng Connected (click ing a Cl ient
name op ens a File Trans fer window for them ). Right -click to choos e
how the Clientis displayed in the lis t.
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Arrangin g mult iple File Transfer w indows

Justas you can view to morethan oneClientatat ime,youcanh ave
more t han one Fil e Tran sfer window open at a time . These File
Transfer wind ows can be easily a rranged usi ng the Wind ow menu .

To arrange mult iple File Tra nsfe r win dow s

1. Make sure aF ile Transfer window orthe Co ntrol wind ow is act ive.

2. On the caption b ar, click Wi ndow Menu ﬁ and select Tile -
File Transf er Win dows .

3. All open File Transf er windo ws will be arran ged so that they
proportionality fillt he Control screen.

Notes:

T Whe n worki ng with multi ple File Transfe r window s, refer to the
File Transfer window& caption bar to check which Client is being
view ed in a par ticular Fil e Transfe r window .

1 You can use th e Tile wind ows function to simila rly ar range all
open View and Control window s.

Applying  afilter to fil esin List view

You can ap ply afilte rtotheco ntents of alocal orr emote Listview, so
that only file na mes whi ch meet certa in criteriaor ¢ ertain fil e types
will be d isplayed. You do thisby usingthe Filter field inthe file
information area (located above b  oth pane s dist vie ws).

Any filter setti ngs app lied to the local Lis t view will not affect the
disp lay of the remote Li stview and vice versa.

Filter se ttings w ill remain app lied until you reset them or close the
File Transfer window .

To appl yafilter tofilesin the List view

1. Clickinthe Filter fieldabove the pane w hose Listv iew you wish
to filt er.

2. To filter by fil e name, enterth e searcht erm follo wed by * .*. For
exampl e, ifyou wanted to view all file n ames beginning with the
letter MKT, thenyou  wouldt ype MKT*. * in the Filter text box .
Or
To filter by file type, enterthe file extension inth e Filte r field
(ente r *. before the  extension type)or click ~ to selectfrom a
list of current file types

3. Press Enter to apply the filter
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To resetthef lterto files int he Listvie w

1. Clickthe cross in the Filter field P “ above the pane
whose List view you wi sh to reset.

Changing the V. iew format in theF ileT ransfer
wind ow

The conten ts of the L istview of the local pane a nd remote pa ne can
be displayed in diff erent format s. You can also sortthe contents of
the Li st views in or der to make them easier to navigate.

There are three typ es of view in whichyo ucandi splay the contents of
the Listvi ewina File Transfer window :

Ico n view Displays the fi les and folders asi cons.
Details v iew Displ ays the files an d fold ers as ic ons.

Note : The column order can be chan  ged by
dragging and dropping the colum n
header s.

Small icon view Display s the file and folder nam es onl y.

By defa ult, the contents o fthe Li stview will be displayed in Details
view. You can chan ge the view by clicking t he relevanticon in the File
informa tion above the local or remote p  ane.
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Changing th e sort order sinakFil eTransf er windo w

Typically, the con tents of the ListviewsinaF ile Transf er window can
be sorted into the follo wing ord ers:

Sort Order Descrip tio n

By Name The contents will be sorted alphanu mer ically
by fi le n ame.

By Type The co ntents will be sorted alpha numerically

by file extension. This is n ot applicable to
drives and folders in the List view.

By File Descri  ption The cont ents will b e sorte d accordi ng to th e file
descrip tion.

By Modified Date The conte nts will be sorted accor ding to the
date they were last mod ified.

By Size The con tents will be sorted according to the

size of the file. This is not applicable to driv es
and folders in the List view.

Note : You can also specify whe therthe contentsareto besorted in
ascen ding or d escending order.

To changetheso rto rder
1. Selectt he appropriate pane (local or rem ote).

2. Click Sort T~ and select the required option from the list.

Notes:

A When the Listview isdisplayed in Details view, you can click on
the column headings, su ch as nam e and d escription, to sort the
order by an appropr iate column heading. Clicking ona column
heading a secon d time will toggle the orderd irecti on. The current
ord er direction wil | beindicated by asmall arrow ont he top of the
column heading. For example, an arrow po intingu p indicatesth e
List is sorted in ascending order.

A The or der of the columns can be chan ged by dragging and
droppingt he col umn headers.
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Transferring filesan d folder s

Net Sup port Manager includes sophistica ted File Transfer functio nality
that enables youto transfer files to and fro m a Control and Cl ient
works tation.

No tes:

1 Tohelpimp rove performance, Ne tSuppor t Mana ger uses D elta
File Transfer technology , meaning thaton ly the c hanged p arts of
afilethat may alre ady existinthe destinatio n folder are
tra nsferred . This can prove mo st useful whenu pdating da tabase
files be tween two lo cations where either bandwi dth us age or
availability i saniss ue.

1  File Tr ansfer functiona lity can be configured by clicking t he

Change the settings for the curr ent Conf iguration icon E]
on the caption bar and choosing File Transfe r.

1  While viewing a Client, you candrag and drop files from the
Contro | Windows E xplorer directly to the Client's de sktop.

To transfer files between a Control and a Client

1. Selectt herequired Client in the L ist view.

2. Selectthe Home or Remoteta b intheribbonan dclick File
Transfer
Or
Right -click on the Client icon int he list view and ch oose Fil e
Transfer .
Or
If you are viewing the Client, select t he Tools tab in the View
window rib bon and click the File Transfer icon.

3. The File Trans fer window to th at Client will o pen.

4. Fromthe local or remote pa ne Tree view, selectth e destination
drive or fold er into wh ich the i tems will be copied.

Note : The path to any open folders (Explorer windo ws) ont he
Client desktop will b e di splayed at the top oft  he remote
pane to enable qu ick selectio n.

5. Fromthelocal orremote Lis t view, se lectthe item(s) to be
copied. Toselectallf iles, clickthe Files iconontheri bbon. To
select all folders, click  the Fold ers icon. Ifyouwantto  transfer
all files and fol ders, clickthe All icon.

Note : NetSupp ort Manager provid es alistof filesthat the Control
has recently w ork ed with , which can be sent to a Client.
Click Recent Files (the last 20 files are displ ayed)an d
select a file fromt he list. The file will be cop ied to the
current folder a t the Client
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6. Click Copy Fil e.

Note : The se lectedite m(s) can al so bfeomoéthelésg gedod
view and O6droppedd intorivetrboldabesti nati o

7. Aconfirmation dial og will be displayed . Click Yes.

8. The Copy Pro gress dia log will a ppear, showi ng the progress. From
here, you can choosetoig nore any error messages a nd o verwrite
prom pts until completio n. These will th en be displayed ina
summary window  at the end ofthe o peration.

To transfer files bet we en Clients

1. Displayt he File Tr ansfer window for each Clie  nt.

2. Arrang e the Fil e Transfer windows so you can see bo th Clients
and simply drag files/fo  Iders fr om one to the other.

Note : Youcans ee more of a Client & files and fold ers by clicking

Wi nd ow D, locat ed above the rem ote pane.

Managing fi lesa nd folders

You can easily manage the file an d folders you wish t o work with
during aFile Transfer operation.

To creat e folde rs
New fol ders can be crea ted atthe Control or the Cl ient.

=

Selectt he local or remo te Tr ee view.

2. Select the drive or fo Iderin whichthef olderyou wanttocreat e
will appea r.

3. Clickthe Create Folder icon on the ribbo n.

The Cre ate Folder d ialog wi Il be d isplayed.

5. Enteran ame for the folde rand click OK.

»

Add a folder to Favourites
Folders th at need to be a ccessed regularl y can be addedtot he
Favour ites folder in  the Tree vi ew.

1. Selectt he required folder in thelocal or remote pane.
2. Click the Add icono nthe ribb on.
3. Thefolderw ill appear under Favou rites inthe Tree vie w.

Torenam ea file

1. Selecteithert he local orremo te pane List view.

2. Selectth e filetober enamed.

3. Click the Rename File icononther ibbonorpres s F2.
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4, Enterthe newna mefort hefile .
5. Press Enter.

Changing file attr ibutes
You m ay wan tt o change the attributes ofa file, for exam ple, toread -
only.

1. Selectthe file whos e attribute s youwantt o view orch ange.
2. Clickthe Properties icon o n the ribbon.
Or
Right -click and choose Properti es.
Or
Select the tab disp laying the file namei nthe ribbon and clic k
Modify
3. The File Prop erties dialog will appear.
4. Check orclearthe at tributes yo u wishto se t.

Editing a remote file
You can editafile onthe Clien t machine at the Con trol mac hine an d
send the u pdated ve rsion back tot he Client.

Note: You can quickly edit a file using NetSupport Manager's internal
text editor by right  -clicking the required file and selecting
Quick Edit

1. Double clickthe requ ired fileinthe remote pane.
Or
Select the required fi  le inth e remote pane. Clic k the Open Item
icon on theribbontoo  penthe file using the default applicationor
click the drop -down arrow to sel ect an ap plication to open the file
with.

Not e: The Openltem iconis notavaila ble for certain file types
such as .exe, .cmdand .batfile s.You can choose an
application to ope n these with by ri  ght -clicking the file,
selecting Open With  and clicki ng Choo se Applic ation .

2. Adialog will appear askingy  ou to confirm that you wish to uplo ad
the f ile and open it. Click  Open .

No te : This dialog won 't appear for .bmp, .png, .jpg, .gif, . txt and
.doc file types. Youca naddtoa nd editthe list of safe file
types i n the Fil e Transfer settings (even if .exe,. cmd and
.bat file types are addedtot helist, you will still be
prompted b efore you can choos e an application to open
these ).

3. Maket he relevant change stothefile and save and close it.
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4. Apromp twill appear. C lick Yes to send the updated file to the
Client. You can change the name of the file by enteringa new
name in the Save As field. Ifyoucl ick No, the filewo n'tbe
copiedtoth e Client and an y ch anges you mad e will be lost.

Not e: You will be adv ised ifth e file has changed wh ile you were
editing it. You can cho ose to save yourco pyofthefile
with a d ifferent nam e, overwr ite the remote file  atth e
Clientor ¢ ancel and | ose any changes you mad e.

Deleting file san dfol ders
You can delete fi les an d folders from eith er a Control or Client
machine.

To delete afi le

1. Selectthefile you wishto delete.

2. Click the Delet e File icon on the ribbon.

3. A confi rmation dialo g will be displayed . Click Yes.

To del ete a folder

1. Selectth e foldery ouwishtod elete.

2. Clickthe Dele te Folder icon o n the ribbon.
3. The Remove Folder dial og will be displaye d.
4, Selectth e Include C ontents checkbox.

5. Click Yes.

Notes :

1 You cannotremove more thanone folderat atime. Ifyou have
several fol ders selected inth e Listview whenp erforming the
delet e operation, only the last selec ted folder will be removed.

9 Bydefa ult, allfil esdeleted from the loc al pane w ill be sentto the
Recycl e bin. This ¢ an be changed inth e File T ransfer settings.
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Prin t File Tra nsfer list

The File Tran sfer window provides an option to printa list of files
from e ither theloc al orr emote pane. This can be useful ifare cord of
file tr ansfer operation s is required.

You can printa comple te folder tree orfilelisto r aselected area.

To printa folder or filel ist

1. In either the local or remote pane, select the folder treeo r
individual fi le listto be printed.

2. Selectth e Print iconon the ribbon. The Print Opt ions dialo g will
appear.

3. Confirmwheth er you are printing a folder treeor file listandi fit
is the full li st or selected area. You can also choose toincludeth e
appli cation icon a ppropriate to each file b y check ing the Print
I mage s box.

4. Click OK to pri nt.

Synch ronising fol ders

You can sy nchronis e the content s of se lected foldersont he Control
and Clie nt. When you sy nchr onise two fol ders, any new or up dated
files in either folder will be automaticall y copiedto the othe rfo Ider.

To sy nchronise fold ers

1. Selectthe folder fromt he local pan e Tree v iew to be
syn chronis ed wit h the Client.

2. Selectthe folder fromthe remote pane Treeviewt o be

sync hron ised w ith the Cont rol.

Click the Syn chr onis e Folders icon on the r ibbon.

The Sy nchroni se Folders dialog will be displayed.

Check the displayed paths oft he two select ed fold ers.

Choose to incl ude the subfolders by selecting In clud e

Subfolders

7. To autom atically o verwrite new erv ersions of e xisting files, select
Overwrite  All .

8. Choose OK.

9. Aconfirm ation dialog will be displayed, click Yes.

10. The Folder Synchron isation Progr ess dia log will be display ed.

11. When completed, theresult will be displayed in the Folder
Synchro nisation Res ults dialog.

12. Click OK.

ook w
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File Distribu tion

TheFileDistr ibution win dow

The Fil e Distribu tion window is used for distributi ng filesto multipl e
Clients simulta neously.

B PRl Group [1] - File Distribution

£ Y LY
6 | B oL
o i Vel e e R e e
Ry
o e e

€ 5 1 v (B Docoments
@ Local Computer Name Type
[ Fovourites

File Description Modified Size Attributes
[ElTechnical andacds _____RIF____Fich lest Docoment ______ 21/07/2002 145638 23 =

1 Desktop:

=] Documents:

3 Downloads:

o Floppy Drive (A)
i C

& Compact Disc (D:

Description Client Platform
8 Windows

The File Distributi on window is divi ded into the followin g sections:

The ca ptio n bar

The ca ption bar shows whi  ch g rou p of Clients thi s particular File
Distribution window is ~ worki ng with. The following optionsa re
avail able:

Show or hide th e ri bbon.
ﬂ Access the settings for the curren t configu ration.

2 Shows how man y wind ows ar e open. From here, you can
access the Windo w menu.

Access the o nline he Ip and version numbe r, lic ensee and
- Technical Sup port info rmation.

The rib bon

The ribbo n pr ovide s accesst o all the tasks andt  ools wh en working
with a sel ected file or fo Ider. Positioning th e cursor overanic onwiill
disp lay a brief description of its f unction.
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The fo llowing sections are availableinthe H ometabo fther ibbon:

1 Clients
Enables y ou to choos e a destination fol der on the selec ted Client to
where the files will  be sentand pre ventthe Client fol ders from

being automat ically upda ted whe n you change the loc al folde r.

1 Folder
Provides accesstot he options for wor king with fol ders, such as
copy, delete and rename. Y  ou must selecta folder to work with
before the option s become available.

T File
Provide s access to the options for work  ing wit h individual files
such as cop vy, delete and rename. Thiss  ection will only ap pear
when yo u ha ve sel ected a file to work with.

M Select
Allows you to selec tthe fi les and foldersin the Listview thataret o
be transfer red.

1 General
Enables you to pri ntt he content of a sele cted folderorf ilelist and
access alis t ofrecentfilest osendtoth e Clients.

1 Favourit es
Add or remove the  currently sele cted folder to the Favourite s fold er
in the Tre e view.

When afil e orfo Ideris selected, a new tab disp laying its p roperties
will appear. The following sections are available:

1 Attribu tes
View and se t the attr ibutes for the selected file o rfolder.

1 Info rm ation
Provides a summary of the select ed file or folder.

9 Actio ns
From here, you c an perform actionss uch as open, copy, delete or
rename.
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The local pane

The local pane displays a Tree view of the folder s of the Contr ol on
the left -hand sid e and a Li st view of the contents  of those folders on
the right -hand s ide. Rig ht-click on any item in one of the columns in
the | ist view an d arange o f context -sensitive functio ns become
available.

File infor mati onare a

The file in formation areais  displ ayed atth e top of the local pane. Use
the arr ows to goto the previous, next orparentfolderin the Tree
view. C lick toselect fromalis t of previously selected folders. The
current folder path  will be disp laye d and you can enter a pathname

here togo directlyt o a folder. You can filter,  sortand choose howt o

view the contents  of the Listvi ew.

The remo te pane

The remote pane shows the Clientst o whomthe files willb e
distributed . Right -click on any item in one of the columns in the list
view and a range of c ontext-sensitive fun ctions become av ailable.

Sta tus bar

The status bar shows the numbe r of connected Cl ients. You can see a

list of all connected Clients by clicking Conn ected . Righ t-click to
choose how the Cl ientis displ ayed in the list.
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Dis
You
1

il
1

tributing files

cand istribut e files to

All conne cted Clients.
Selected Clients.

A pre -defined group of Clients.

Note: To improv e performance when distributin g files, NetSupp ort

Manager's Broadcast File Distribution facility is enabled by
default. This results in the files being sent to all machines

sim ultaneously, thus improving the speed o f transfer. If this
feature is turn ed off , t he files are sentto each C  lient mac hine
in turn.

Whilst reduc ing ove rall network traffic generated by
NetSup port Manager , usingt his feature will gener ate
additiona | broad cast pac ket s on you r networ k. It is
recommended that you consul  tyour netw ork admin istrator
before using this feature.

File Dist ributi on can be se nt to Clients u sing multic ast. The
broa dcast will only b e sent to mac hines inc luded in the
specified IP mu lIticast add ress.

To distribute fil esto a defined g rou pof Cl ient s

1.

apwd

Select the group of Clients youw ish to dis tribute filesto from the
All Comp uters folderinthe Tree view.

Select the Group tab in the ribbon and click File Di stribution

The Fil e Distr ibution window will appear .

From the Tree view, select the item (s) to be copied tot he Clients.
The loc ation o n the Cli ent workstatio ns where the files/ folders are
copied to is called the destinatio n folder . Unless otherwis e
specified, the Clien t destination folder will be the sam e asth e
item(s) location on the Contr ol w orksta tion. | fth e Client does not
have the same folder available, the item(s) will be copied to the C
Drive by default andt he fol ders automaticall y create d.

Or

To set a specifi ¢ destination folder on the Clientw orkstat ion,

right -click onth e Client icon inth e remot e pane and ch oose Set
Destinat ion. Spec ify a destinat ion, click OK.

Note : To set the destination folder for all C lient s in the group,
clickthe SetD estination iconont he ribbon. You can lock
the destination  fol der at Clients by clicking Lock Folde r.

6.

Click Copy File .
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To distri butef ile s to a select ed number of Clients

1.

whmn

o

Openthe AIll Comp uters , Browse or Active folder in the Tree
view .

Select the Tools tab in the ribbon an d click File Distribu  tion .
The File Distrib ution window will appear .

Inth e remo te pane, indicate which Client s you wis hto co py files
to by ensuring a green tick appears beside the Client name ( click
this to remove the Client from the file distribution).

Fromth e Tree vi ew, selecttheitem (s) tob e copied toth e Client s.
The location on the Cli ent workstati ons wh ere the f iles/ folders are
copied to is call edt he destination folder. Unless o therw ise
specified, th e Client d estin ation folde r will be the same as the
item(s) lo cation onthe Contr ol workstation. Ifthe Client does not
have t he same folder available , the item(s) willbe copied to the C
Drive by defaul t and the folder s automatically crea ted.

Or

To seta specific d estin ation folder ont he Client workstatio n,

right -click on the Client icon in the remote Pan e and ch oose Set
De stin ati on. Spec ify a destina tion, click OK.

Note : To set the destination fold  er for all Clients in the group,
click the Set Desti nation icon on the ribbon. You can lock
the destina tion folder at Clients by clicking Lock Fol der .

Click Copy File .
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File Man ager

The File Ma nager w indow

The NetSupp ort Ma nager File Manager s erve s the same purpose as
Microsoft Ex plorer. Rather than exitingt he NetSuppo rt Man ager
program and ed iting the Control ~ workstati on, do it fro m withi n
NetSupport Man ager.

e seiect General | Favounites
O il 067 NTS DO TMISoGor MaTagen AW Templates ADNY ~ |[Fn V-CEEB
| vame. - Tope Fie Description Modified Sae  Atrbutes

| [ NSM_Control_Mschine ADM ADMFie 19087202 ORSIE 121,140

TR _Conirol User AW ADWFik T A

v | HetSupport Manager
| ADM Ternplates
oM

ADMEK
Archive
Depiey
ine

R ramm 001 wacsa 121134 byws
£

The File Man ager window is divided into the following se ctions :

The cap tion bar
The c aptio n bar shows thatyou areint he File Mana ger wind ow. The
following options  are available :

Show or hide the r ibbon.

ﬂ Access the settings forthe current configuration .

2 Shows how man y wind ows are open. From here, yo ucan
access the Window menu.

Access t he online hel p and vers ion number, licensee and
: Technical Sup port informa tion.

The rib bon

The ribbon pr ovides acc ess to all the tasks and tools when working
with a selec ted file or folde r. Positio ning the cursor o ver an icon will
display a bri ef de script ion of its fun ction.
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The followin g sectio ns are available inthe Ho met ab of the ribbon:

1 Folder
Provi des access to the op tions for wo rking with fold ers, such as
copy, delete and rename. You must select a folder to wor k with

before the option s bec ome available.

1 File
Provide s access to the options  for working with individual files,
such as copy, delete and rename. T his sectio n will only a ppear
when you have select ed a file to work with.

M Select
Allows you to sele ctt he files and fo Iders inthe List view.

1 General
Enables you to print the content of a selected folder orfilel ist.

1 Favou rite s
Add orr emove th e curr ently selected folder tothe Favourites folder
inth e Tree vi ew.

When a file or folder is selected, a new tab displaying its propert ies
will appear. The fol lowing se ctions are available:

1 Attributes
View an d set the file attrib utes for the s elected file o r folder.

9 In for matio n
Provid es a summar vy of the sel ected fil e or fo Ider.

1 Actions
From here, you can  perf orm actions suc h as, open, copy, delete or
rename.

The local pane

The local pane displays a Tree vie w of the folders oft he Contro | on
the left-hand side and aList view of the contents of those folder s on
the right -hand side. Right -click on anyitem inone ofthe colum nsin
theli stview and arange of context-sensitive functions becomes
available .

Fil e inform ati on area
The file informa tion are ais displayed att he top o f the local pane. U se
the arrow sto go to the p revious, nexto rparent folderin  the Tree
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view. Clic k * to selec tfr om alist of previou sly selec ted fold ers. The
curr ent folder pat h will be disp layed and you can enterap athname
here to godirectly to afolder. You canfilte r, sortand choose how to
view the contents of the List view.

Stat us bar

The stat us bar show sthe number of connected Clients . Youcans ee a
list of all connecte d Clie nts by cli cking Conn ecte d (clicking a Clie nt
name o pens a File Tran sfer window for them) . Right -clickto choose
how t he Clientis d isplayed in the list

Mana ging file s onthe Contr olwo rkstation

You can manage files on a Co ntrol workst ation using the File Manager
windo w. This is simila rto the File Tr ansfer window but o nly displays
the contents of the Control workstatio n.

To di splay the File Mana ger window , selectthe To olstab inther ibbon
and click File Manager .

The Tree view

1 Toselecta drive or folder inth e Tree view , simply cl ick on it. The
contents of the selecteditem willth en be displayed in the List
view ( on the rig ht).

1 Ift he selecte ddrive or folder contain s subfo Iderstha t are not
displayed, the following icon will be display ed to the left of the
item.

1 Toexpandthec ontents ofadri ve or folder so that its subfolders
are visible in the Tree view, eith er double click on the drive oron
the folder, orclick on the * icon to the left ofthe drive or folder
you wishto expand.

The List view
1 Toselect aniteminthe List view, simply click on it.
1 To select multiple items intheLis t view:

1 Ift he items are adjacent to one a nother, se lect the first item,
hold downt he Shift key and then select the last item.

1 If the items are not adjacentt o one another, then select the
firstitem, then hold downth e Control keyand selecte ach of
the other items.

1 Ifallfil es and/or folders a re require d, click All intheribbo n.
To select all files, click Files and to select all folders, cl ick
Fold ers.
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When afile or fo Ider has been select ed, the icons on the ribbonwi |l
become active, allo wingyouto perform actionssucha s open, co py,
delet e orrenam e. Anewt abwill alsoap pearin theribb on displaying

its properties, and fro m here, you can view and edit the attributes
and work with the  file or folder.
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Co

ntrol/Clie nt Ch at sessions

NetSupport Manager allows youto 6 Céhtté any nu mber of conne cted

Clie

1.

nts sim ultan eously via a scr olling text wi ndow.
Select the Clients or group of Clientsy ouw ant to chatt ointhe
Listview. Ifyoud onot select aClient icon, all conn ected Clients
will be includ ed.
Select the Remote tabin the ribbo nandcli ck Chat .
Or
Right -click on anind ividual C lientand choose Chat.
Or
If yo uwantto chat to a group of Cl ients, select the required
group in the Tree view and click Chat inthe Group tab inthe
ribbon or right -click the group and select  Chat .
The Create Discussion dialog will appear .
Create Discussion Y
Topic: || |
Options IE‘
[] Members can decline to join
[] Members cant leave the chat
[ Chat Window is always visible
Members
Mame . Description
~[CiNv4ses
~[Cinvsds
Cancel
Help
The dial og has the fo llow ing options:
To pic
If requir ed, enter atitle or descriptionfo r the subjecttob e
discussed inthe Chat session. This will appear in the Title bar of
the Chat window that is displayed atthe Client ma chines. If left
blank, the Con trol name will appear .
Opti ons

Mem be rs can decline toj oin
If checked, a messag e willappear at the Clien ts machine inviting
themto jointhe Cha t session. The y can ch ooseto joinor decline.
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Mem bers ¢ a n feave the chat
If check ed, the optio n for Clie nts to leave the Chat se ssion will be
removed .

Chat W indow is alw ays visible

If che cked, the Chat window rema ins on the Clients d esktop for
the dura tion of the Cha t session. Members cannot mi nimis et he
window .

Members
To exclud e aClientfromth e Chatses sion, remo ve the greent ick
nexttot he Client & name .

Click OK to startt he Chat session .
4. The Chat window will appear onthe Co ntroland Client
worksta tions.

The Chat w in dow

This window is displayed at eac h participating member & machine and
lists the progress ofth e Chat session.

Unless the optio nis disabled i n the Create Discussi on dialog, Clients
can c hoose to leave the session.

The fol lowi ng options are available fro mthe Chat wi ndow :
Chat Men u

The content ofa Chat s ession ca n be store d for fut ure reference .
Choose Save tocreate a file containing the text or choose Copy to
be able to paste the Chat content into another ap plication orf ile.

Should the Chat membe rs not resp ond, you can se nd an audible beep
to each wor kstation by selecti ng Send B eep . (The Clien t can also do
this fr om their Chat window.) You can configure the  Clienta nd

Contro | worksta tions to play the beept hrough either the PCs internal
speaker, t he default, orviatheinstalled sound cardt o speakers
attached tothe PC. Select Client Configura tion - Client Setting s or
Contr ol Config uration - Settings.

Wi ndow Me nu

Only t he Contro | 6 $at @indow will hav e a window drop -down menu.
This me nu en able s youto swap betw een opened scr eens or Tile
them.
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Chat Progress

The mai n body ofthe Chat window is used to record the prog ressof a
Chat ses sion. It ho Ids d etails of m embers wh o have jo ined or leftt he
discussion, as well asthe messagest hat have beensentby each

me mber.

Message
This is where you typ e your comments. Type  the mes sage and hit
Enteror click Send.

Auto Send
Each message isrestricted to 128 characters. Checkt his box to
automa tically se nd t he mess age wh enthe |l imitisrea ched.

Clos e
Ends the Chat se ssion.

Members

Members curr ently included in the Chat ses sion ar e listed here . The

Contro | can add orremove Clients from the C hat session as required.
Unless disa bled, Cli ent s hav e the optionto leave the session of their

own accord .

I nvit e

The Chat Properties dialog is initially used to se lect th e Clients to
include/ exclude from the Chat se ssion. Toadd Clients whenth e Chat
sessionisin prog ress,cli ck Invit e. The Add Mem bers di alog will
appe ar, select the require d Clientsa nd click Add . Youcans end a
copy ofthe Chat progress to new mem  bers by checkingthe Send

di scus sion hist ory box.

Note: Clients that have been remov ed or have decidedt o leavet he
Chat session can be invite d back.

Eject

Toremove Clients from the Chat session, selectthe Cli ent in the
Memb ers list and click Eject . Ejected Clientscanb e invite d back into
the session if required.

Note: Clientscani nitiate Chat s essions with th e Control by opening
the Client information window and clicking the Chat icon.
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Disa bl e Chat sessions

The Chat featur e canbe disabledina Clien ts &onfi gurati on,
preven ting eithe r the Clientor Control fromini tiating a Chat session.

To prevent the Control from init iating a Ch ats ess ion

1. Attherequir ed Clientwo rkstatio n(s), choose NetSuppo rt
Manag er Configurat or from the NetSupport Manager Program
group . The NetSupport Client Co nfigurator will appear .

Select Advanced and ch oose the profiletoa mend.

Select Secur ity - Access Privil ege s.

Checkt he Disa ble Chat option.

Click OK.

Save th e profile and r estart the Client.

ok wd

If the Control attemptsto open a Chat sess ion, they will be ad vised
that they do nothave accessrightstop erformt he task atth at Client.

Note: Toprevent the Control from chattingto all Clients, disable the

feature inthe Control configuration . Click the Profi les icon
on the captionb ar, selectther equir ed configur ation and

select Sett ings . Inthe Settin gs for Configuration  dialog,
select Control Interface - Funct ions and checkthe Disab le
Chat option.

To prevent the Clientfro mi nit iating aChat session

1. At therequi red Cli ent workst ation(s), choose NetS upport
Manager Config urator from the NetSupp ort Man ager Program
group. The NetSupp ort Client C onfigurator will a ppear .

Select Advanc ed and choos e the pr ofile to ame nd.

Select Client Interface - Clie nt Sett ing s.

Check the Disa ble Chat option.

Click OK.

Save the profile and restartthe Client.

ok wnN

The Ch at opti on willb e unav ailab le at the C lient.
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Sen din g messag esto C lients

With NetSup port Ma nager, you can sen dame ssage to an individual
Client , a group of Clients or all Clien tsonthe networ k.

To sendame ssage

1. Select therequired Clie ntinth e List view.

2. Selectthe Remote tab andclick Senda message
Or
Select the Desktop tab in the ribbon and click Br oadcast
Message
Or
Selectt he tabinth e rib bon display ing the Client's nameandc  lick
Send a message
Or
Right -click and choose Messag e.

3. The Message dialog will appear . Choose wh ethertos end the
messa geto all avail able Clients, all connected Clients or only the
current ly selected Clie nt(s). Enter the mess age and d ecide
whethe r to sh ow it at Client PCs for a spec ified tim e.

4. Click Send .

Send Message x

Send a message to:
() All available Clients {Broadcast)
(®) Al connected Clients
() Cumrently selected Clients

The mail server will be unavailable bewteen 5:00pm and 5:30pm.

Show this message for: (sec)

= Cancel Help

The message will be displayed in a dialog atthe Cli ent scr eens a nd
will r emain untilt he user closesth e dialog orthe specified time limit
expires. | nad dition to the message itself, a custom ised title can be
included . Thisis seti nthe Control confi guration. Clickthe Change

the settings for the current Co nfig uratio n icon on the captio n
bar and select Gene ral .
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Dealing wit h help requ ests

NetSupp ort Manager allows a user ata Clientw orkstatio n to request
help from a specified Cont rol workst ation.

I f a CondgtvieMhésdeeh isettoDetails view and customised to
display help messages, a Cli ent's help request me ssage will be

imme diate ly displa yed in the List view. The Help Reques ts folde rin
the Tree vi ew will also be highlig hted .

Net Sup port Ma nager also allow s you to configu re a Control's help
request warning settin gs and avai lability.

To adjustaCo ntrol & he Ipr eque stwar ning sett ings
1. Clickthe Change the settings f or the curre  nt Con figu ration

icon E] on t he caption bar.

Select Cont rol Interfa ce - Help Reques ts.

3. In the 'When a Help Request Arriv es' se ction, there ar e three
additiona | warni ngs thata Control canch oose tore ceive when a
Client sends a help request:

1 Havethe C lient selected in the List view

1 Displayanindepe ndenthelp request me ssage on the
Control 6 screen.

1 Play a sound when ahelp request message ar rives.

n

¥ settings for Canfiguration: Standard x
[ search settings O] When a Help Request anives:
__@@ cenel [ Highlight the Cliertt in the Help Request list
@@ Connectiity [] Display a message
“@@ Securty [ Play & sound
@@ Remote Control S
v --{,Z;@ Control Interface
------ Fo2 Settings Control Status for incoming Client Connections):
£03 Functions @ Avaiable to take Help Requests
------ §03 Help Requests O Not avalable for Help Requests
25 show (O Busy at the moment
@@ File Transfer
a7 startup L] Set status to "Busy” when connectedto
@Q\ vPro
--ﬁ? File Locations
Cancel Help
A
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Toadju sta Cont r o lhélp requesta vai lab ility
A Control can also choose to be in one of thre e state s of avail ability to
receive Clie ntsdhelp request s.

1.

n

Click the Change the settings for the current Con figur ation

icon on the caption bar.

Select ControlIn terface - Help Request s.

In the 'Con trol Statu s 6 ct®a, a Contro | can choose from the

following three  setti ngs:

1 Available to take all help req uests.

1 Unavail able to take any help reque sts.

1 Busy at the mom ent (ensu re that you spe cify t he number of
Clients you wishto be connect ed to, inorde rto be co nside red
busy).

No te : When browsing for Clients, Contro Is hav e th e option to browse

only for Clien ts who have requested help.

Toclear a help request
Once a help request has beend ealtw ith, you can clear this. A Clien t

can

1.
2.

also clear previous help requ ests from the R equest Help dia log.

Selectth e Help Reque sts folder in the Tree view .
Right -click on the require d Client's request and select Clear
Help .
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CapturingaC | i ent 6 s mputpuntt e d

Print capture r edirects pri nteroutput from alocal pri nter at the Cli ent
to the p rinter, PDF/XPS do cument or file at the Control. You wou Id
use this whe n running ana pplication on a Clientb utwantan vy printed
outpu tredirect edto the printerth at islocal to you.

Tor edirecta Client & print output

1
2.
3.
4

o

Click th e Profiles icon on the c aption bar.
Select appropr iate configurati on.

Click Setti ngs.

Select Remot e Control i Print Capture.

E Settings for Configuration: Standard x
‘ Search settings j:i"
o
g...@ﬁ General Enable Print Capture
' @S? Connectivity (®) Capture to PDFfXPS document
> -@‘” Security [ Automatically print docurnent if possible
v @‘v Remate Control
H @ View (O Capture to Printer Microsoft Print to PDF (Ne01:) Change...
£33 Keyboard/Mause (O Capture to File:
0 —
703 Print Capture dient32.prm Browse...
0
L8032 Audio
@@ Control Interface Use Client Printer Driver:
___@ﬁ Show |
-,
File Transfer
f‘gjg start [AReport Driver Used
u
ﬁw p P Changes will take effect when you next connect to a Client.
£ vPro

@‘U File Locations

Update Configuration: Standard

Check the Enable Print Capt ure checkbox.

Chooseto sendthe Clienté printer output to a PDF/XPS
documen t an d whether to autom  atically printth is.

Or

Select a printer toredire ct the Client& out put to. The def ault
printer w ill be displayed. Click Change to sele ctanother printer .
Or

Selectafi leto capturet he print file to.
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Note : In ad ditionto enabling this optio n atthe Co ntrol , you also
need to ens ure that print capture is enabled inthe C lient &
configu ration . The privilege s are enabled by default .

Remo te clipboar d

Durin g a View session, you can c opy the content of the clip board
bet ween Co ntrol and Clien t PCs.

The Clipboard section on the Home tab of the  View windo w ribbon
prov ides the fo llowi ng options:

Send
Used when copying fro mthe Cont roltoa Clientandus ing the
{ Edit} { Cut/Copy} menu option.

Retrieve
Used when co pying from the C lient to the Co ntrol and usingth e
{ Edit{ Cut/ Copy} m enu option.

Auto Clipboa rd

When enabled, provi desthe quickest met hod for co pying data. Use
the shortcu t keys ( Ctrl + C and Ctrl+ V) to autom atically copyto and
from the clipboard at both  the Contr ol and Client machines .

Sending thecont ent of theclipboa rdfromaCont roltoaCl ient
work stat ion
1. Viewth ereq uir ed Client.
2. Open appr opriate applicati ons on the Client and Control
wo rkstati ons.
3. Select and copyt here quired data from the applic ation at the
Control.
If Auto Clipboa rd is enabled u sing Ctrl+ C copie s th e data
directly to th e clipboar d.
Or
If you h ave u sed {Edit{Cu t/Copy}, r eturntothe Clie nt's View
window a nd clickthe Send icon on the ribbon.
4. Topasteth edata at the Client appli cation, choose { Edit} from
the Client Application drop-down menu, select Paste .
Or
Use the shortcut keys (Ctrl+V)top aste the data.

Sendi ng the content of the cl ipboar d from a Client toaContr ol
works tation
1. Viewthe required C lient.
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Open appropriate ap plications onth e Clientand C ontrol
workstations.

Copy the required data fromthe application atthe Cl ient as
above but, if using menu options ra ther than the sh  ortcut key s,
click the Retrieve icon on the ribbon.

Retur nto the C ontrol app lication a nd pas te the data using the
appropria te men u options or the  shortcut keys ( Ctrl + V).
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Inte gration w it h Explorer

Net Support Ma nager integrates directly wi th Window s Explorer,
allowingy ou to launch key functionality direct ly fromyours yste m
without needing to firsts tartt he NetSuppo rt Man ager Control .

By sel ecting a PC ico n from within Network  Places/N eigh bou rhood,
you can es tablis h aremote session and perform a rang e of common
task s.

Not es:

1 The functionality i s only avai lable ift he NetSupport Manag er
Control co mpo nent is instal led.

1 A remote contro | session will only be establi shed if the targe t
machine is running a NetSupp ort Ma nager Clientand the Client
nam e is set to the def ault m achine name.

Tou se NetSup port Mana ger functio nality from within Explore r

1. Open Explorer f rom your de sktop and navigate to Ne twork
Places/Neigh bourhoodto find theli st of availabl e PCs.

2. Right -clickont he requ ired PC.

=] = | Network - o
Network  View
« v e Network > v O Search Network
ey ey
# Quick access
v Computer (17)
I Desktop
3 Downlosds E DESKTOP-7EIVP3U [P DESKTOP-NPLIST? Q INVH540
M Ny - Open =
= Raqmmen= Open i indo
Q INVHS P Q INVH396
S c Desktop Connection =
Q INVHEE ( Q INVHT33
B
= [  Inventory Report =
Q LANGL  Pinto Start joo1 La NSLMNASO01
= Create shortcut =
Q NSLNASOD2 Q NSLSRCO0! L@ NSLVMODS

Q NSUWEBTESTOR2 Q teclient

v Media Devices (1)

"g') [LG] webOS TV UJETOV

35items 1 item selected

3. Select the appro priate NetSupport Ma nager function. Youcan

choo se:
Remot e To view th e selected Client screen.
Cont rol
Chat To open a C hat sessi on w ith the se lected
Client.
Inv ent ory To retrieve a full hardware /softwar e inventory

of the selected PC.
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To dis able NetS up por t Manager fun ctiona lity
If re quired, NetSupport Man ager Explorer functional ity can be
disabled i nthe Control Co nfigurator.

Click the Profi les icon D on the caption bar.

Select the Control profile to a pply the changes to.

Choos e Setting s.

Inthe Settings for Con figurat ion dial og, select Contr ol Int erface
T Setting s.

5. Select the Disabl e She Il Extension  option.

PwdPE
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Re mo te Command Prompt

By launch ing the Command Pr ompt window , a Contro | can remotely
execute comman d line instructions ata conne cted C lient.

=

Connect to the requir ed Client.

2. Selectt he Home or Remote tabintheribbona nd click Remot e
Comm and .
Or
Right -click on the Clienticon and select Remote Comman d
Prompt
Or
Selectt he tab displaying the Client's na  me in the ribbon  and click
Remote Command

3. The Remote C om mand Pro mpt window will app ear.

I

[Dconmcns 2~

The wind ow is divi ded into the fol lowing se ctions:

The c apti onba r

The capti on bar shows the na me of the Clientt he Remote
Command Promp tw indow is open for. C licking t he Client name
bringsup a Remote Management pane, and from here, you can
see d etails of the Cl ientand p erform a variety  of funct ions.

By d efaul t, t he Client nam e, wireless a nd battery indicat ors (if
applicable) and security status (shows if TLS or encryption are
enabl ed or not) are displayed on the ca ption bar. You can
customise what is  displayed and choose to show the C lient's
logged -on user name, IP address, op  erating system, enclosure
type and location by rig  ht-clickin g t he Client name.
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Note : Changing th e Clientd isplay opti ons here will also change
them on the quick access bar, con nected Clients list on the
status b ar and when zooming into thumbnails.

The following options are available:

Show or hi de t he ri bbon.

ﬂ Shows how many windowsa re open. F romh ere,y ou can
access the Wi ndow me nu.

Access the onlin e hel pand v ersion n umber, lic ensee,
- Technical Sup port and compre ssion informat ion.

Therib bon

A range of tools is available vi  athe ribbon, enabling you, f or
example, to clear the ou  tputwindo w and chang e the displ ayed
font.

Outp ut/results pane
Shows the results  of the c ommand tha t has been run at the
Client.

Inpu t pane

This is whe re yo u ent er the commands to run at the Client and

can be re sized if requir ed. Whilet he window is open, each
command is stored by the Control -enabling youto recall prev ious
instruc tions that you may w isht orun again. Either scroll thr ough
the entriesu sing the u p and down arrow keys an d press Ente r
whe n th e req uired command i s displayed orpress F7 to showall
comman dsin a window . Click onthe required comma nd and pres s
Enter .

A maximum of 50 comman ds is stored. To clear th e history , press
F8. Once th e Control closes the Remote Comman d window the
hist ory is cleared aut omatic ally.

Status bar

The statu s bar show s the numbe r of connec ted Clients. You can
see a list of all connected Cl ients by clicking Conne cted (clicking
aClientname o pens a Remote Comm and Prompt wind ow for
them). Right -clickto choose how the C lient is displa yed in the list.
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Pow erSh ell windo w

A PowerShell win dow can b e launched, allowing a Control to exe cute
Power Shell commands at  Clients.

Note: PowerShell will not be available fo r Clients runn ing versio ns
priorto NetSu pport Man ager 12.50 .

=

Connectt o the requi red Clients.

2. Selectthe Home or Remote tabintheribbon and click
PowerShell

Or

If launching a PowerShell at an individual Client, right -click the
Clienticon and select  PowerShell  orselectthe tab displaying the
Client's name inthe rib bon a nd click PowerShell

Or

If launching a PowerShell at a group of Clients, select the
required group inthe  Tree view and click PowerShell  in the
Group tab in the ribbon or right -click the groupand s  elect
Powe rSh ell .

3. The PowerShell win dow will appear.

[ E— TR —

The window i s divided into the following s  ections:

The captionb ar

The ca ption bar shows the name of the C lientthe PowerShell
window is open for  (or the ¢ urrently selected Client if the
PowerShelli sform ultiple Clients). Clicking th e Client name bri ngs
up a Remote Management pane, and from her e,youcanse e
details of the Cl ient and perform  a variety of fun ctio ns.
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By default, the Client  name, wire less and batt ery i ndicato rs (if
applicable) and se curity st atus (shows if TLS or encryp tion are
enabled or n ot) are dis play ed on the capti on bar. You can
customise what is displaye  d and choose to sho w the Client's
logged -on user name, IP address, operating system, enclosure

ty pe and location by right  -clicking the C lie nt name.

Note : Changin g the Clientdis play options her e will also change
them on the quick access bar, connected CI ients list on
the st atus bar and when zooming into thumbnails.

The following opt ions are availabl e:

Show or hide t he ribbo n.

ﬁ Show s how m any windows are  open . From he re, you
can access the Window menu.

Access th e onlin e help and ver sion numb er, li censee,
- Technical Su pportand ¢ om pression inform ation.

The ribbon

Arange ofto olsis a vailable viathe ribbo n, enablingyou ,for
exam ple, to change the displaye dfont. | fthe P owerS hellis
launched at multiple Clients , they willbelisted inthe Clients
pane, allowing you to easily a ccesst he re quire d Client session.

When a PowerShellis| aunched at multiple Cl ients, if any s essions
reportan erroror there are any diffe rences betwe en them, you

wil | be notified in the Errors and Differenc es sectionsin the

ribbon. An indic ator willa ppear a dvisi ng ho w many erro rs or
differences there are an  d you can scroll throu gh these and cl ear
them w hen required.

Inpu t/output pane
Thisis wh erey ou enterth e com mands to run at the Client( s) and
the res ults are displa yed.

While the wind ow is open, each comman dis stored by the Control
- enablingyoutor ecall pre vious instruc tionsthat you may wish
torun again. Either scroll throught he entr iesusingthe up and
down arrow keys and press Ente r when the requi red comman dis
displayed or pr ess F7 toshow all comm ands inawi ndow. Click

on the required comman  d and pre ss Enter .
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St atus bar
The statu s bar shows the number of connect  ed Clientsand a ny
errors or dif ferences between multiple Client sessions. You can

see alist of all connected Clients by clic king Connected (clicking
a Client name open s a Powe rShell wind ow for them) . Rig ht-click
to ch oose howt he Clientis disp layedin the list.
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Usin gt he C lient

Inthis chapter é

How t he rem ote user can inte ract w ith a connected Con trol.
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The C lien t In forma tion windo w
When a Client double cl icks th e Net Support M anager C lienticoni n
the ir sys temtray, the ClientIn form ation window ap pears.

The Client Info rmation window has three m odes: full screen, small
screen and connec ted.

Full scr een
[m] NetSupport Manager o _ X

System Information I:":‘ Create PIN

N Create a unique PIN Code that can be passed to a
I sounio [CJ[] Conwot user Once tney ener i coseyour comnacton
g tazting with them will ba initizted
B Microsoft Windows 10 Profestional (cuild

9200). 64-bit
Enter a PIN
1004158
= | Enter the PIN Code that has been provided to you by a
Q |;| Contral usr. Once you nter this coge your connaction
License Details from them wil be initisted
EVAL o
=EELH ! @ @
] 0 Inventory Replay Request Help
5] owosz022
Nersuppsst
Manager
Ready V14000 @1

The Client is pr ovided with a n ov erview of their system andu ser
detai Is and t he NetSuppor t Man ager | icence de tail s. From he re, the
Client can:

Create or entera PIN c ode

View Replay Files that are stored onthe Client co mputer
View an inventory of the Client

Request hel p from th e Contro I.

1
1l
1
1l

Small scree n

[M] NetSupport.. [L _

88 Create PIN

HO

Enter a PIN
]

E ] O

System Information

L rowinio
Bl 104158

NetSupdsst g
Manager M|

Ready V14.000 |@
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If the Clientdoe s notwi sh toview all their sy steminfo rmat ion and
licenc e details, they canclickt he icon at the bottom of the window
to switchto small screenmod e. The Client will still be able tocre ate
and ent er a PIN code, vi ew RepIFiIes and inventor y and req uest

=

help from the C ontro |. Cli ck the icon to switch backto full scree n
mode.

Con nect ed
@ NetSupport .. J.-'l _ X

Control user

L ecwinio-

BY 100415851066

Disconnect
[l

NetSuppsst g
Manager M|

Connected V14.00.0

This mode will be displayed w hen a Contr ol is connec ted to a Cli ent.
From h ere, t he Clientcans ee details of the Co ntro | th at is connected
to them . The y also ha ve the o ption to dis conne ct fro m the Con trol or
chat w ith the Control.

Note: Youcanconfigurethe itemsthat are displaye d in the Cl ient
Informa tion window inthe Client setting s section o f the
NetSu pport Man ager Client Configurator .
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Disconn ectingfr omaCon trol

When a Contr ol is connected to a Client, the Client can choo se to
discon nect.

Note: This option can b e disable d at the Cl ientin the Client setti ngs
section of th e NetSupport Ma nager Client Configu rato r.

Tod iscon nect fro ma Co ntro |

1. Double -click the NetSuppo rt M anag er Client icon in the system
tray.

2. The Client Inf ormat ion w indow will app ear.

Click the Disconnect icon.

4. Adialog box will appear, listing the Contro Isto whichyo uare

currently conn ected .

Select the Co ntro I(s) from whic h youwanttod isconnect.

6. Choose OK to disconnect fromt he select ed Control .

w

o
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Raisi nga help request

NetSup port Mana ger allows a user at a Client wor kstation to requ est
help from adesignated Control wor kstati on.

To reque sthe Ipat the Clie nt

1. Double -click the NetSu pport Manager Clie ntico nin the system
tray and cl ick RequestHe Ip.
Or
Press the hotkeys, usual ly ALT+LS HIFT+ RSHIFT.

2. This opens the Reque st Help dialoginto which Clientst ype their
name a nd help r equest me ssage.

3. Clients can also chooseto cancel their pr evious help reques t by
clicking Cancel Previ ous Req uest .

4. Clients thencl ick OK.

If aControli s connect edw hen aClients ends ahelpreq uest, the He Ip
Reque st fo Ider will be highlighted , notifying the Cont rol. Ifth e Contr ol
is n ot c onnect ed, its Help Re quest folde r will b e hig hlig hte d the next
timeitc onnectstotha tClient .

Chattin g toa Contro |worksta tion

When a Client is connected toa Control , they cani nitiate a chat
session.

Toini tiate aChat sessio n

1. Double-clickt he NetSup port Ma nager Clienti conint he system
tray.

The Cli ent Infor mati on window will appear .

Click the Chat icon.

The Chat window will appear.

Type th e m essage a nd press Ent er or click Send .

Ifyouneed to alertthe C ontrol user thatyo uhav einitiated a
Chat session, choose {Chat} {Send Be ep} fromt he Chat windo w
drop -down menu.

ok wn
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Rece ivin g m essages from a Controlw orks tati on

Client works tatio ns ca n recei ve mess ages from Control worksta tions.
These messag es are au tom atic ally disp layed onaCl i e ndreesin &
message box.

[The mail server will be unavailable from 6.00 pm today.

This diglog will be closed automatically in 35 seconds

The message b o x &itsle bar includes the name of the Contr ol t hat has
sent the me ssage, along wit hthe date andtim e the message was
sent .

Having r ead the message sent by a Control, click OK to re move the
message .
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Configuri ng the Client

Inthis cha pter é

How to use the Client Configurato r.

Whet hery ou wantto secure the Clie nt against unwante d
connecti ons or prevent Control users from perfo rming certain
tasks at s elected Clients, NetS upport Manager provi des ava st
range o f confi gurati on option sth atcan be set at individual
Client level.
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Con figur ing the ClI ient

NetSup port Manager Clients are c onfigure d usi ng th e NetS upport
Configura tor. This make s all th e required change stoa ndsetsu pthe
initiali sation commands.

The configura tor is starte d from the NetSupport Conf igurator icon in
the Ne tSupp ort Man ager Pr ogram grou p. This will di splay the i nitial
Client Configurat ion dialog .

You can also load the configurator fromth e comm and line by e ntering
th e ap propriate parame ters. For e xamp le, fic:\program
files\netsupport \netsu pport ma nager \pcicfg ui.ex e. If NetSuppo rt
School components have beeninsta lled, you can load the NetS upp ort
School Client Configurato rby entering, fi c\program files \netsupport\
nets uppo rt manager\pcicfgui.exed / s.

Note: When p erformi nga custo minsta llation , th e Conf igurator
compon ent mu st ha ve been sel ected for this optiont o be
availa ble.

The Client Configurat or enables youto set all the possib le o ptions for
the Client. Ita Iso enables you to test the networkto ensurethat the
networ k stack that you are att aching the Clientto is installe d and
opera ting co rrectly.

You can run the configurat orintw o m odes, basic or advanced. Some
of the option s ar e accessible in  both modes.

Basic Clien t configur atio n

Basic conf iguration i s used for s tanda rd sett ings su ch as the Client
name, th e tran sport s thatit wil |use and simple secu ritys uchasa
passw ord befo re a Contr ol will be al lowed to connect tothe Client.

Note : Basic Client config urat ions can also be set as part of the
NetSup port Ma nager inst allatio n proc ess.

Choo se thiso ption if:

1 Youar e using the C lient Configura tor forthe first time .

1 Youonlywish toset simple security and ¢ onfi guration o ptio ns.

1 Youdo notn eedtocreatem ulti ple profiles for differ ent Cont rol
user s who migh t con nect to this works tatio n.
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Note: Donotuse the Basic optionifyou have set up mul tiple
profil es usingt he Advan ced option, as this will al so change
the master profile inthe Advance d Configura tion .

Advanc ed Client conf igur ation

The Advanced option provi des accesst o NetSupportMana gerd s
weal lth of configurat ion and secur ity o ptions. It letsyouta ilor the
response oft he Client to diff erent Control users who may a ccess the
work statio n and provi des link s to areas such as NT Security.

Note: When perfo rming acustomin stalla tion, the C onfigurat or
component must have been se lecte d for this optiontob e
availabl e.

Choo set his option if:

1 Youare anexper ienced user.

1 Youn eedthe Cl ientt o react dif fere ntly depe nding onw hich
Control user is connec ting.

1 Youwishto enable /disab le in dividu al featur es.

1 You want tolinkto NT Sec urity .

1 Youwant torestrict a Control userd sccess to spec ific dr ives,
folders orfiles.

Note : Any changes you ma ke to the master profile in the Advanc ed

option will overwrit e any s ettin g tha t you h ave ma de using
the Basic option.
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Editing orcreating config ur ationfile s

Choosing the Adva nced optionfrom the Client Configurato r creates
configur ation files. This will display the Advanced Configuration
window .

The de fault configuration file is called Client 32u.ini and is sto red in
the N etSupport Manager instal lati on directory of the Client

work stat ion. You can us e either this fi le or a dif ferent file ona server
to whic h th e Clie nt h as access.

Notes:

1 The default configur ation file for C lients pre-v12.50is called
Client32.ini.

1 Oncecreated, a config uration file can also be remot ely deployed
to mul tiple Client ma chin es simultane ously using the NetSupp ort
Manager Deploy util ity.

To createane w conf igura tion file

1. Choose Net Support Manager Conf igu rator from the
NetS upp ort Man ager Program grou p. Th e NetSup port Manag er
Client Config urator will appear.

MetSuppaort Client Configurator >

Welcome to the Configurator. This program allows you to configure all
aspects of the NetSupport Client's behaviour.

Basic
Choose 'Basic' if you are using MetSupport for the first time. From here you
«can set the Client name. network protocolfs) and basic security (such asa

password).

sy, Advanced
% ¢ Choose 'Advanced’ if you want to create multiple user profiles, integrate with
# MNT security. enable/disable particular features or limit remote file access o

specific directories.

m Help Quit

2. Choose Advan ced. The NetSupp ort Manager Client Configura tor
wil | appea r.
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[} MNSM Client Configurator: C:\Program Files (x86)\MetSupport\M... - bt
File Profiles Help

New Opsn Save Add  Edit Restart

Profile Name Order

Master Profile 1

3. Choose {File}{New} from the Advanced Confi gurat ion window
drop -down menu.
4. Anewfil e willb ecreated witha defaul t ma ster profile.

To o pen the default or a n exi stin g conf igura tion file

1. Choose { File}{Open} from the Ad vanced Configurat ion win dow
dro p-down men u.

2. Selectthe configuratio n file youwa nt and click Open .

To set the configurat ionfile theClien t will use

The configu rati on file thatt he Clientusesw hen itinit ialises canb e on
the s ame work station or on anoth er work stati on or server to whi ch
that wo rkstati on has a ccess. Multiple Clients can s hare the same
configur ation file for ease of admin istr ation. The configurati on file to
use is set by choosing { Profiles{ Client P arame ters} from the

Adv anced Co nfi guration drop -down menu.

To set the Cl ient name
1. Choose {Profile s}{Client P arameters}an d ins erta Client name.

Note: The Client nam e is separate from the configuration file and is
store d on the local w orkstation. Make sure th at you do not
choo se the s ame Client name as is used o n anoth er
work stat ion. S etting the Clie nt nam e to be an asteris kis a
useful strateg vy, as the C lient nam e will then be set to be the
same ast he computer name . The computer name should
always be unique.
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To crea tea new profile

1. Openorcr eate th e configur ation f ile you wanttou se.

2. Choose {Pro file}{ Add} fromthe Adva nced Configuration window
drop-down menu .

3. Enter the name for the profile .

Note:  You can combin e profiles from othe r configuration file s by
choosing the Incl ude File option. This is useful wher e you
are usin g configur ation file son the local w orkstation bu twan t
to include inf ormati on st ored on a central configurati on fi le or
vice ver sa. For e xample , if the local works tation was using a
diffe rent NetBl OS adapt er numbe r. Each profile co ntain s a
number o f prope rty sheets wheret he actu al paramete rs are
set.

Toed it anexisting  profile

1. Open orcreat e th e configuration file you wa ntthe C lient to use.

2. Selectthe profleyo u wantto edit.

3. Choose{ ProfileKE dit} from the Ad van ced Conf igurati on window
drop -down menu .

4. Editthe profile .

Not e: If youl eave the checkboxe s greyed, the se ttings from the
master profile will be used.
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Basic Client confi gura tion

For use inas imple e nvironment where youdon ot require the Client

to react differently accordin
do not ne ed to enable/dis able individual func tions.

To open the Basic ClientC onfi gura tor

1. Open your NetSu pport M anage r Pro gram fo Ider by choosing
{Start} {Program s} { Net Suppo rt Manager}{N

Configura tor} .
Or

Doub le click the Confi gu rator

group .

gto the Contr ol user connecting to it and

etSup port Manager

icon inthe NetSupport Manag er

2. Select Basic. The Basic Client Configurator covers three ar eas:

1 Connec tivity
1  Security
1 Audio

' MetSupport Client Configurator

Search settings

458 Connectity
> 5 Securty
g Audio

TCPAP
Use TCP/IP

Select IP Address to Listen on

Al ~
Multicast address:

225.16.8.68

OK Cancel

Help
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Adv ance d Clie nt configuratio n

The NetSupp ort M anager Cl ientis exceptiona lly con figura ble and
suppo rts the ab ility to set differi  ng levels o f se curity an d response
accordingtoth eidentity ofthe Control user that is con necting. This is
achieved by the use of configura tion files at the C lient, w hich
determine the app ropriate | evel of access for eac h Control user by
means of a profile.

Configu rati on file
A configuration fil e isa text file consistin g of secti ons cal led profile s.

You can specifyt he configur ation file thatth e Client willuse when it
initialise s. The configuration file s them selves are stored ina check-
summed file, n ormally Cli ent3 2u.ini.

Not e: Clients pre-v12.50 w ill use a c onfigur ation file called
Client 32. ini.

This file can be either on the Cli ent wo rksta tion or on anoth er

wor kstat ion (such as a server) tow hich th e Clie nt workst ation has
access. You can eve nset the Client to use a fallback configuratio n file
if the serveris unavail able.

Profi le

Aprofileisa setof paramet ers thatde termine s how the C lient will
respond to a par ticular C ontrol user and wh at func tional ity it will
allow that Control userto have .

For exam ple, one Control userm ay b e allowed to view th e Client in
watch-only mode , while another m ay be allowed f ull functio nality
inclu ding File Transfer. Y oucan even setupt he profi le to pre -
determi ne exa ctly what file access a Control user will h ave.

A pro file set att he Client override s a p rofile set at the C ontrol.
Security is, there fore , always ensured.

When connecti ng to a profi led Client, the Control  user will be

prom pted for a user ID and a password. The N etSu pport Manager
Client will then inte rrogat e the first m atching p rofile in its current
config uration file to d eterm ine what level of f unctionality ha s been
assigned to that Contr ol user.
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Mast er pro file

Each conf iguratio nfile mus t containa master profile. This is the
standard pr ofile and isthe one used if you only s eta basic
configuration. W hatever isset here will , by de faul t, app ly to all other
profiles you cr eate.

Howeve r, you can then amend those profiles to enab le or disa ble
particula r feature sfor Control users whose user ID and p asswor d
match those set inth e profile.

As the master profile isth e fir stone thatth e Client c hecks, you
should always set ma ximum se curit y features here to avo id le aving a
security back door open.

The master profile is alsoused for setting anum berof global
param eters that apply across all ind ividual profiles.

Indi vidua | profi le

An individual profile allows you to enable or disable individual
features for a  parti cular Con trol useror group of Control users. Whe n
they connect , th e Client will pr ompt themf ora user name and
password. It willth en search itsinte rnal profi lesunt ilitf inds a mat ch
and then apply the settings to the s ubseq uent Control ses sion.

Note : For further information on creating an d applyin g pr ofil es, click
here .

The advanc ed Client C on figur ato rcover s seven area s:

Conn ectivi ty
Security

Remote C ontr ol
Client Interf ace
Profile Optio ns
Termi nal Servi ces
Advanced

= =4 =8 -8 -a-_-9

Note : Asearch baris providedatth e top ofth e windo w, al lowin g you
to locat e th e sett ings you're looki ng for. T ype in the se arch
bar (you can ent eraf ull o r partial term) and click . Any
section s contain ing the search term will be high  lighted. Click
#.to cl ose the search.
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Connec tivit y options

The Conne ctivity o ptions are us ed to set whic h protoc ols the
transport will allow a Contro | to conn ect toit by. The NetSupp ort
Manager Client sup ports m ulti ple proto cols meaning that youcanse t
it to respo ndto NetSupport Manager Controls w hether theya re

talki ng over TCP/IP, IPX or N etBIO S. You ca n also configure t he Clie nt
for remote commun icationv iaa modem or establish a conne ction
through a NetSupp ort Gate way. The Gateway pr ovides a me thod for
connect ingvia  HTTP and deliver s web -based remot e contr ol witho ut
the need for modifica tions to exist ing Fire wall confi guratio ns. You can
also con figure th e Clienttou sethe PIN Server, enablin g you to
connect to Clients using the PIN Connect fea ture.

! C:\Program Files (x86)\NetSupport\NetSupport Managericlient32u.ini: Master Profile X
‘ Search settings ,":'| TCPAP
Use TCP/IP Port: -54D5
~ g Connectivity [ |
i--§03 TCP{IP Select IP Address to Listen on:
i g
i-§03 IPX Al v
5
§o3 NetBIOS
o
g HTTP Multicast address
503 PIN Server 225.16.8.58
@ Dial in Bridge
Fl
i--§03 Advanced Test
- securty
-@ﬁ Remote Control
-@@ Client Interface
@ﬁ Profile Options
@@ Terminal Services
@ﬁ Advanced
carcl Heb
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Set TC P/IP connect ion

¥ C\Program Files (x26)\NetSupport\NetSupport Managerclient32.ini: Master Profile x
‘ Search setfings j:)‘ TCP/AP
Use TCP/IP Port: | 5405
o p—

403 TCP/IP Select IP Address to Listen on
Lgot X Al -

H £03 HTTP Multicast address

o
£93 PIN Server 225.16.868
:-$03 Dl in Bridge
Advanced =
&

~{g5 Security
&

455" Remote Control

@Q Client Interface
----- @@ Profile Options
----- @g Terminzl Services

@ﬁ Advanced

cance =

Use T CP/IP
Check this option if you wish the Clientt o be ableto comm unicate
over TCP/IP.

Por t

The TCP/IP protocol require sthata portnumberb e all ocated fo r
applic ations to communi cate through. To ena ble the C ontr ol to

com muni cate with a Client and for the Client to receive theincoming
request , the de fault register ed port for NetSu pport M anage r is 5 405.

SelectIP  Address to Liste n on:

This op tion can prove useful for preven ting un wanted connections

when the C lient has mul tipl e networ k card s instal led, for exampl e,
when both a pu blic and privat e networ k are used . You can f orce

conne ctions onth e requ ired n etwork by specify ing the | P address that
the Clientu sestol isten for incomin g Control connection s.

Mul ticas t address
This is the IP m ulticast address thatt he Client is listening on.
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Click Test tocheckthatt he prot ocol is correctly installed onthis

works tation.

Notes:

i Changing the port ¢ ould interfere with ot

her T CP/IP a pplications.

i If you are usi ng routers, youm ust ensure tha ttheya re
confi gured t o pass throu gh data using this por t.

i To enable Clients to

default reg ister ed portis 5421.

initiate a connectiont o the Contro

|, the

Set IPX connect

ion

Search settings

O]

V-@g Connectivity

§03 Advanced
@$ Securfty

-@@ Client Interface
@g Profie Options

@g Advanced

? Dial in Bridge
-@g Remote Control

@ﬁ Terminal Services

! C:\Program Files (x26)\NetSuppert\NetSupport Manager\client32u.ini: Master Profile

IPX
Use IPX

Use IPX

Check this option ify ou wish the Clientto be able to communica te
over | PX/SPX.

Click Test to check thatthe proto colis correctly installed

works tation.

on this
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Set Net BIO S conne ction

! C:\Program Files (x26)\MetSupport\NetSupport Manager\client32.ini: Master Profile *

‘ Search settings f::" NetBIOS

CJuse NetBIOS

i-§03 Advanced
el
151 Security
> -@‘3 Remote Control
-@‘v Client Interface Test
@g Profile Options
£ Terminal Services

)
-3y Advanced

o

Use NetBIOS

Selectt his option if you wish the Client to be able to communic ate
over Ne tBIOS/NetBEUI . If you are u sing Net BIOS, yo u must also
select a NetBIO S adapter numb er.

Click Test to check thatthe pr otocol is correctly inst alled on this
work station.

Adapters (s elect one or more)

As you ¢ an ha ve more than one NetBIOS stac  k loade d, W indows uses
the conce pt of adapter numbers. Each stack is allocated an adapter
numbe r by the operating system . So, for ex ample, NetBE Ul may be
allocated adapter 1, NetBIOS over TCP, adapter 2 and so on.

By defa ult, the Cli entuses adapter numbe r 0. De pending on howyo ur
netwo rk is configur ed, this may not be the corre ct adapter number

for your wo rkstation. To ove rcome this, you must se lectthe req uired
stack fromt he list.

217



NetSupp ortM anagervl 4.00

Note : NetSuppor t Manager allowsyout o selectmul tiple NetBIOS
adapters . Make sure onlythe onesyouwantare selecte d. If
changing the selected ad apter, you must first desele ct the
existing or default a dapter numbe r.

Set HTTP conne ction

This optio n enables you to ¢ onfigu ret he Clientto a ccept conne ctio ns
via a NetSuppo rt Gateway . (For mor e info rmation see, C onnecting to
Clients/ Controls via a NetSupport Gatew ay)

¥ C\Program Files (x86)\NetSupport\NetSupport Managericlient32u.ini: Master Profile X
Search settings D‘ HTTP
Use HTTP/HTTPS
O Require HTTPS. Gateway must have a S5L certificate.
Gateway Address must be a DNS name.
Gateway Address: Port:
82 ‘ 10.0.1.104 | ‘ 443 |
+~§032 PIN Server
£0% Dial in Bridge Secondary Gateway (optional): Port:
“-§0% Advanced ‘ | ‘ |
il securty
> @W Remote Control Gateway Key:
437 Client Interface | EEHG;1>NBCEIHP <HEA |[se. |
@@ Profile Options
@@ Terminal Services To override the Comms. Management chket CMPI (secs):
B Interval set at the gateway, please specify a value
Use a proxy server to connect to the gateway (Windows 8.0 and
earlier)
oK Cancel Help

Use HTTP /HTT PS:
Check this option toenablet he Clientto commu nicate over HTTP.

Requ ire HTTPS
Select th is opti on to require a secure  connection over HTTPS. The
Gate way mu st have an SSL/T LS cert ificate and a public DNS name.

Note : Youc an apply an SSL/TL S certific ate at the Gateway inth e
NetSupport Conne ctivity Ser ver utilit y - Securit y tab.
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Gateway Addr ess:
Enter the IP addre ss of the worksta tion where th e NetSupport
Gateway componen t isin stalled .

Secondar y Gateway (opti onal):
Ifrequired, enter the IP addre ss of the secondary Gatew ay.

Port:
NetSup port Manager d s efadllt port for H TTP communicatio nsis 443.

Note: Inversio n9.10 , port 443 was introduced as the defau It for
HTTP comm unicati ons, 308 5 being u sed previously. Gatew ay
settings will be pre served for existing customers who
subsequentl y upgra de, enabling 3085 to c ontinu e to be used ,
but the re ma y be s cenarios whenup graded Controls an d
Clients will ne ed the HT TP port manually reconf iguring to
ensure operability .

Gate way Key

The key set here must also be set at the Contr ol and match the key
that has been configur ed in the G ateway itself. This p rovide s
additional s ecurity that enables Control usersto connect only if they
hav e speci fiedt he same key as at the Clien t.

CMPI (secs):
You can override the CMPIthat isset ata Gat eway by entering a
value here.By default, the CMPlissetto 60s ecs atthe Gateway.

Use aproxy server toco nnectto the Gate way

NetSu pport Manager can be ¢ onfigured to route communications

throu gh a proxy server if re quir ed. En ter the server addr ess an d an
appropriate port, 8080 r ecom mended .

Note : T his option only appli esto Windows 8 machines and  earlier.
Windows 8.1 and above machin es use automatic  proxy
configur ed in Windows Settings.
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PIN Serve r

Configure the P IN Se rver so Clients can connectus ing the PIN
Conne ct feature.

Search settings /"::'| PIN Server
& i
v Connectivity PIN Server Address: 2B
(123 TCH/IP [10.0.4.104 NEE
IPX
o
? NetBIOS [JUse a proxy server to connect to the PIN Server (Windows 8.0 and
: @ HTTP earlier)
i-§03 PIN Server
i g
£03 Dial in Bridge
g Advanced 443 Proxy server port
@ Security
)
@@ Remote Control Copy Settings from Gateway Copy
{5i Client Interface
- @g Profile Options
@Q’ Terminzl Services
- @g Advanced
0K Cancel Help
A
PIN Serv er

PIN Server Address
Entert he IP a ddress o fthe workstation  where the PIN Server is
installed .

Port
The default port number for the PIN Serveris 443.

Use a pro xyser vertoconn ecttothePIN Server (Windows 8.0
and earlier)

Select this option if you a re using a proxy servertoconnectto the
PIN Server. Entert he serve r address and por tnumb erforthe proxy
server.

Not e: This op tion only applies to Wind  ows 8 machines an d earlier.
Windo ws 8.1 and above machines use aut omati c prox y
configured in Window s Settings.

220



NetSupport  Manager v.14.00

Copy set tings fro m Gatew ay

If you are us ing a N etSuppor t Gateway , you can use the same

setti ngs for the PIN  Server. Select Copy andthe G ateway address
and p ort will be used.

Dialin Bridge settings

This option isusedto setup dial-in NetSupp ort Manag er links either
to this workstation or to any NetSupport Manager Client onthe same
LAN as this o ne.

' CA\Program Files (x86)\NetSupport\MetSupport Manager\client32u.ini: Master Profile X
| Search settings ,"::‘| Protocel
M TCP/IP QIPx
v g5 Connectity O llne ©
| __ oo/ (O NetBIOS
03 X
£ NetBIOS
é HTTP Bridge Options:
o [] Load Bridge on Startup
PIN Server
io3 Dial in Bridge
-4 securty Ed
: it...
> --@g Remote Control
__@g Client Interface
e ) Modem/ISDN
{5t Profile Options
- --@? Terminal Services =
& ndv
& Advanced [ Dual Channel Bonding MSN. l:l
oK Cancel Help
2
Protocol

By d efault, NetSupport Manag er is setto hav e no tr ansport for the
Bridge selected. Choos e to us e NetBIOS, IPX or TCP/IP p rot ocols for
NetSuppo rt Manager Bridge.

Bridge Options

Load Bridg e on Startup

Setti ng thi s option will cause the NetSuppo rt M anager Bridge to

initi alise when the Client loads. If youdo notset it, thenthe user at
the Client must load it manually from the menu onthe NetSupport
Manager Client bef ore dial-in access will be available.
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In acti vity Timeout
Specify, in minu tes, amaximumt ime span of in activi ty atthe Bridge
before th e Cont rol disconnects.

Dialb ack File

You can set up the Bridge to support both passwords and dial -back
with the addition al fun ctionality of dialling back di ffer entt elephone
numbers accordingt o the password.

Modem/ISDN
You must selecta modem fromt helistof modemsinstalle dinth e
Contro | Panel of the workstation for the Br idge to use.

Du al Channel  Bonding

Ifen abled, both channels of y our ISDN line are combined , thus
increasing the amount of avail able band width to 128k . Ho wever, in
increasingt he spee d of tra nsmission , you are , in effect , making two
calls.

MSN (M ulti ple Subsc riber Numb er)

Specify a num ber that you want the Bridg e to accepti ncoming
connectio ns from . Depend ing on the channelsin use, youneedon ly
specify the trailing digit(s). For example, if th e ISDN linesin use are
0181 123456 and 0181 12 3457, specify6or 7.
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Adv anced sett ing

! C:\Program Files (x86)\MetSupport\NetSupport Managericlient32u.ini: Master Profile *
| Search settings ,":I" e
-z Connectity Tickle Period: fsec)

é PIN Server
Q Dial in Bridge
--§03 Advanced
7 securty
-@@ Remote Control
-@@ Client Interface
___@g Profile Qptions
---@@ Terminal Services
---@@ Advanced

[¥] Auta configure for XP SP2 firewal

0K Cancel Help
A
Tickle period
While a Control is connected, th e Clien t sends tickle packets to the
Control toveri fy thatitisst i | | @ a | Manadisable tickle p ackets

for ISDN links but be aware that the Client may notdetect thatt he
Control h as dis connect ed unexpectedly

The normal period be tween tickle pac ketsis 18 seconds but you can
increase o rdecreaset hisvalue. Sett ingthist o zerod isable s tickle
packets entirely.

Aut o con figure for XP SP2 firewall

Enabled by defau It, this ensures th atthe N etSu pport Manager Control
and Client conti nue to function fortho se users who are using XP
Service Pack 2.
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Sec urity options
These options are used to set security atthe Client.

General setti ngs

These are u sedto set passwordsto protectthe Client configur ation
and to prev entun authorised acces stoth e Client .

% NetSupport Client Configurator %
‘ Search settings j:)| |dentification
{2'? Connectivity Cliert Name (* = machine name, ECWIN10-1):
~ @@ Security ‘ ‘
General
a Access Privieges Configurator Password:
@@ Audio ‘ ‘ Set...
Cliert Password:
\ | [ sat
Cliertt Security Key:
\ | [ sat
[[] Quiet Mode (client nat visible on Taskbar)
‘You need to b logged in as Administrator to change the Client name
A
Identification
Client Name

Each NetSupport Manage r Client o nthe network requires aunique
name. You can eith er set aname of your own choosing or use an

aste risk to defau It the Clien tnameto beth e same a s the wor kstati on
name.

Youne edtob elogged inas an administrator to change the Client
name.

Notes :

1 Ifsettingthe Cli ent name in Ad vanced Configu ration, choose
{Pro files} {Client Parameters}fromth e Adv anced Configu ration
windo w drop -down men u.

1 For NetSup port Managerd $ntegration with E xplorer feature to
work, the Client name must remain set tot he default machine
name .
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Configu rator Password

As an extralevel of security, youcan associate a passwo rd with a
configuration file . This prevents u nauthori sed amend ment o fthis

Cl i e oonfigisration. When the Configurator  is next started , the user
must enter the required passw ord b efore being able to cha nge any
Client para meters inthis configuration file .Choose Set toset your
passw ord.

Client Password

This helps to pr otect the Client  from u nauthori sed access from a
NetSupport Manager Control. T he Con trol user will be requir ed to
enter th e password bef ore obtaining a ccesstot he Clie nt.

Client Security Key

Provides addi tional secur ity that enable s Contro | usersto conn ect

only ifthe Control hasthe same security key as the Client. Opti onally ,
thiscan be set asthes erialn umber. Y ou mus t set the security key at
both the Clientand the Control

Quiet Mode (Clientnotv isible on taskbar )
Hide s the Client icon on the taskbar .
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Access P rivileg es ( basi c)

This opti on can be used to limit the r ange of remote control options
that a re av ailable to th e Control user.

! MNetSupport Client Configurator x

Search settings j:)| feszrares
[[] User Acknowledgement Required
[] Disable File Transfer

» {5_3: Connectivity
v 5

; @ cuGrrtv | [[] Disable Execute

: o enera ["] Disable Remote Registry Access
; “-§o3 Access Privieges ] Watch Only
O s

@ Audio [] Disable Recsive Show

[[] Disable Remote Reboot

User Acknowle  dgement Required

Prevents acces stothe C lient unlessa useris present. Theusera t the
Client will h ave to accept the requestto conn  ectb efore access is
granted .

Note : To enhance security, from NetSupport Manager version 14.02,
user acknowledgement is enabled by default on all new
installations. If you are upgrading to version 14.02, your
previous settings will apply.

Disable File T  ransfer

This prev entsa Control user from bein g ablet o transfer filesto and
from the Clien t. The Control user will not be ableto copy, v iew or
otherwise manipulate filesonthe Clie ntusing th e NetSupport
Manager Control File Transfer opt ions.
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Disable Execute

This prev ents a Control user from remotely exe cuting applications at
the Client from  within the Con trol progr am. They can still start

app lications on the Client while remote co ntrollin g the wor kstation.

Di sa ble Remote Registry Ac cess

Stops a Con trol user fro m re motely managing and editing the regi stry
of Clients.

Watch Only

Enables the Control u ser to be abl e tov iew the screen ofthe C  lient
work station but p revent sth em fro m bei ng ablet o ente r keyst rokes or
mouse m ovements.

Disable Re ceive Sh ow
Preventst he Client workstation fr om b eing able to displaya S how
sent by a Net Support Manager Contr ol.

Disable Remote Reboot
This prevents a Controluse rfrom bei ng abl e to reboot the Client
remotely .
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Access Privileges ( adv anced)

This option can be us ed to limitthe rang e of remote control opti ons
that is available t o the Control user.

! C\Program Files (x86)\MetSupport\NetSupport Manager\client32u.ini: Master Profile *
Search seftings ,CZ" Access privieges
— [ Disable Watch [ Disable Blank Screen
@: Connectivicy [ Disable: Shars [l Disable Ct-At-Del
Vg Security [] Disable Centrol [ Disable Logaff
03 User Valdation [[] Disable File Transfer [ Disable Clipboard Access
--§03 Access Privieges [ Disable Execute [ignore Messages
ﬁ User Acknowledgement [ Disable Reboot [lgnore Broadcast Messages
ﬁ Srrart card [] Disable Shutdown Client [ Disable Prirt Capture
0 [ Disable Chat [ Disable Registry Access

Connect
Disconnect
ﬂ Protect Configuration
ﬁ File Transfer
= é Replay Files
= Event Logging
@@ Remate Control
@‘5’ Client Interface
- __@g Profile Options
- --{.;;@ Terminal Services
@@ Advanced

[] Disable File Transfer when no User is Logged On
[] Disable Remate Command Prompt
[] Disable PowerShel

Inventory
Disable Close Applications

Digable Service Management

oK Cancel Help

N

Disab le Watch
Prevents a Co ntrol from view ing the Client. File Trans fer, scripting
and other function s are stil | available.

Disab le Share
Allows a Co ntrolto view a Client in Watch -only mode.

Disable Control
Prevents a Cont rol from being able tolocko utthe Client 6 s keyboard
and mouse.

Disable File T  ran sfer
Disab les File Transfer to and f rom the Clien t inall ¢ ircums tances.

Disa ble Execut e

This prevents a Control u ser f rom remotely ex ecuting a pplications at
the Clie ntfro m within the Control program. They can still start
applica tions using the standa rd remote control f unctions.
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Disable Reboot

Disables the ability of the Con trol u ser to reb oot the Client

workstation from within the Control wind  ow. You can stil | reboot while
remote contro lling.

Di sable Shutdown Clien t
Prevents the user atth e Control f rom being ab le to shut down the
Client program from a script.

Dis ab le Cha t

Prevents the Control frominitiat ing a Ch at se ssion witht he Client.
However, C lients can sti Il ope n a Chat sessi on w ith th e Control via the
Client .

Disable File Trans fer when no User is Logge d on

Disables File Transfer when nouseris logged on. This means that the
Control user woul d have to log on witht heir own user ID if they hav e
a valid user ID an d password for this workstation to use File Tr ansfer.

Dis able Remot e Command Prompt
Prevents the Control from being able toru n command line
instructions a tthe Cl ient.

Disable Po werS hell
Prevents the Contr ol from being able to opena PowerShell session at
the Cli ent.

Disable Blank Scree n
Prevents the Control user from being able to bl ankthe C lient screen.

No te : This feature is only available on Clients running Windows 10
v2004 and above (legacy support is provided for Clients
running Windows 8 and below).

Disab le Ctl+Al t+Del
Igno re Ctrl+Alt+D elete sent from the menu optionint he Control
interface.

Disa ble Logo ff

Preven ts the Control user from being able to log off from the Clie nt
workst ation viath e Log out optionin the Control window . You can
still log off wh ile remote controll ing.
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Disable Clipboard Acces s
Preventst he Controlus erfro m being ableto useth e remote
clipb oard .

Ig nore Messages
Ignore s messages sentby ¢ onnec ted Control s.

I gn ore Br oadca st Messages
Ignores broadcast messages from a Contro |, whether connec ted or
not.

Disable Pri nt Capture
Prevents the Control user from be ing able touse NetSup port
Manage r6 @rinte r re-direction functio n.

Disable Registr  y Acc ess

The Scriptfunction and | ater versions of NetS upport Ma nager include
afuncti onto enable a Co ntr ol us er to remotel y m anage and edi tthe
Registry on NetSup port Ma nager Clients . Setting this optio n will
disable that function .

Task Manager
These op tions ar e disabled by d efault ; cle ar the checkb oxes to enable

them . If enabled, the followin g tasks can be perf ormed whenth e
Task Manager is open for a selected Client.

Disa ble ClI os e Applications
If che cked, prev entsthe Control from being able to close a curren tly
run ning app licati on or process.

Disable Service Mana gem ent
If c hecked, prevent s the Control from being ableto stopor starta
service at the Client mac hine.
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User Va li dation

¥ Ci\Program Files (xB6)\NetSupport\NetSupport Manager\client32u.ini: Master Profile X
ti @)
Search settings "'| User Validation
..@@ Connectivity Usernames (* = wildcard):
e {‘3‘@ Security = change...
93 User Validation
@ Access Privileges
c NT Options
~§02 User Acknowledgement ’
o [J Authenticate User and Password with NT
9 Smart Card
@ Connect
03 Disconnact Browse...
£.02 Protact Configuration
Q File Transfer Enable Smart Card Authentication
@ Replay Files
c Active Directory Options
@ Event Logging
@Q‘ Remote Control [ Authenticate User and Password with Active Directory
--{333@ Client Interface
----- @@‘ Profile Options
@g@ Terminal Services
..... # pdv
" Advanced TS
[ Authenticate using RADIUS
Server address:
Port: 1812
Secrat:
[[] Always Prompt for Username and Password
oK Cancel Help
A

Usernam es

User names are u sed for setti ng the v alid user ID and password for
Control users when they connectto the Cli ent. The user IDisals o
used to d etermine whic h Client profile will be app lied.

You can enter mul tiple user nam es, each with its own password. You
do th is by cli ckingon Chan ge and a dding the individual  user names
and passwor ds.

By entering speci fic user names an d passwords , the Client will restrict
accessto Contro Is entering a mat ching user name and password
when connecting.

Notes:

1 Ifthis is an NT wo rkstatio n and you hav e el ecte d to use the NT
Security optionto  vali date the C ontrol user& ID and password ,
then you donotnee dtosp ecifythe user name and password.
However,you may still wish to set this option to provide an
additio nal filt er when using NT security valida tion to restrict
access to particular NT  users and determ ine which Client profil e
they willuse .
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1 Rathertha nconti nually prompt the Control user for a user name,
a default ID can be set inthe Contr ol Configuration - General
settings.

NT Options
Authenticate User and Passwo rd with NT

This only ap pliesto N T Clients. If this  optio n is set, the nthe user ID
and password entered at the Controlmu st be avalidN TID on the
Client work station or its defaul tdom ain.

Restric t Ac ces s to members of the following group s
You can furth er restrict acce ss by s pecifying groups. Click on Browse
to selectag roup( s).

Enable Smart car d Authent ication

If thisoptionis selecte d, then the Control will be requiredtoente ra
user ID and pa ssword as well asthe smartcard and pinto  conn ect to
the Client.

Active Direct ory Option s

Authenticate user and password with Act ive Dire ctor y

If inuse , you can configure the Clientto validate a user connection
against members o f the grou ps d efin ed within Active Di rectory. A
connecting Control will be prompted  for their user ID and passwor d,
which will be val idated againstt he Act ive Dire ctory.

Restric tAcce ss to Membersoft he following Groups
As an a dditional le vel o f securit y, you can restrict access to members
of speci fied groups.

RADIUS

You can configure the Client to val idate a user connection with
RADIUS. Once ena bled, w hen a Contro | connects to the Clie nt, the
conne ction will be valid ated using the method set  in RADIUS.

Note : R ADIUS authent ication can be used over TCP/IP and
HTTP/HTTPS communications.

Authenticat e usi ng RADIUS
Enable RADIUS authentication.

Serv er addr ess
Enter th e fully qua lified doma in name (FQDN) or IP address for  your
RADIUS server.
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Por t
The default port f or RADIUS is 1812 .

Secret
Enter your RADIUS secret key.

Always Prompt for Usern ame and Pass word
If checked, the C ontro | willbe prompted fora user nameand
password eachtimei tattemptstoconnect tothe Cli ent.
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User Ack now ledge men t option s

These security options display a prompt at the Client machine
advising that a Control user is attempting a remote connection. The
Client must acknowledge the message before a remote control
session can be instigated.

Note : To enhance security, from NetSupport Manager version 14.02,
user acknowledgement is enabled by default on all new
installations. If you are upgrading to version 14.02, your
previous settings will apply.

' C\Program Files (x88)\NetSupport\MetSupport Managericlient32u.ini: Master Profile X
Search settings )'3" User Acknowledgement
] User Acknowledgement Required. .
: "@: Connectiity Erriom e Lngzad On
g Securty [].. Except when connecting as cument logged on user
- User Validation ] Acknowledge Connection Attempts from cther Controls
3 Access Privileges
-£03 User Acknowledgement Acknowledge Connection Display Text
3 Smart Card |
Connect
- Disconnect Acknowledge Connection Timeout
Protect Configuration After l:| {sec) | Reject connection
3 File Transfer
458 Replay Fles View Acknowledgemert
- Event Logging
¢ Remote Control Acknowledge switching to | None + | view mode or higher
{';? Client Interface
{';? Profile Options
{';? Terminal Services
{';? Advanced
oK Cancel Help

User Acknowledge ment

Use r A cknowled gement Required

When a Control user attempts to connect,ame  ssage willb e
displayed atthe Cli ent. Unlessthe userat the Clientexp licitly accepts
the reques t, the conne ction will be refuse d.

Exceptw hen no User Logged On

Only appli es when user a cknowledgementhas been set. This means
that the Clientca n be configured to allo wremot e contro | wh en the
work station is at the login screen. The Control user would have to
have avalidID and password to be a ble to log in.
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Exceptw henconn ectingas curr ent logged on user

This enablesy ou to bypass u ser acknowl edgem ent if the remote
connection is b eing made using the user name/password of the
currently logg ed-on user. For example ,if auser locks his office
workstation atthe end of the day, they canthen connect to it from
home without having to physically acce ptth e connecti on at the
remot e machin e. User v alidation must be set to allow connect ion.

Ac knowl edge Connection Attempt sfromothe r Cont rols
The Clie ntr eceives a mes sage tha t anothe r Control is at tempting to
connect .

Not e: For the messageto bedisplay ed at the Client, the Allow mor e
than one Contr ol to Connect ata tim e option must be
enabled in Client Confi guration 7 Security Connect.

Ackn owledge ConnectionD isplay Text :

Specify a customised ac knowledgement message  to be dis played at
the Client work stati on. The te xt can also incorporate a choice of
default se ttin gs shouldy ouwisht he Clien tto know, for exampl e, the
nam e of the Contr ol user. Ther e are four a vaila ble synta xes:

$loginname$ Retur ns the logged -on user nam e of t he user at
the Control.

$fulln ame$ Retur ns the full name ofthe logged-on user at
the Control.

$compu tername$ Returns the m achine name oft he Control.

$userd omain$ Retu s the domain ofth e logged -onus eratt he
Control machi ne.

Note:  The standar d NetSupp ort Manager graphicinth e User
Acknowle dgeme nt dialog can ber eplaced with a customis ed
graphic by p lacing an icon fi le wi th the name help desk.ico in
the in stalle d directory f orthe produ ct on the C lient mach ine.

Acknowled ge Connection Timeout:

Specify atime limit, between 0 -255seconds, for the user

acknow ledgeme nt prompt to be display ed and decide w hat actio n to
tak e if the user hasno t acknow ledged the connection afterth e
specified time. You can choose Reject Connecti  on to cancel the
connec tion atte mpt or Accept Connection to allow the Co ntrol to
connect.
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This can b e useful if there isanurgent need forth e Control to
connect , butthey want to allow the remote use r afew s econds to
complete atask or close down files.

View Acknowled geme nt

Acknow ledge switc hing to xx xxx view mode  orhighe r.
Displays a promp t atthe Clientmac hineif, while being viewed,th e
Control user wishes to switch toa higher View m ode. For example, if
thel evel isset to Contro |,the prompt will ap pear if t he mode is
changed fr om Share or Watch . The Clientcan choos e toaccept or
reject the c hange.

Enable Sma rt card log on

Enabling this option atth e Clienta llows a Co ntrolt o log on to Client
ma chin es that use smartcard authenticatio n.

' C:\Program Files (x26)\NetSupporti\NetSupport Managerclient32u.ini: Master Profile X
Search settings ,":" Tarry
5% connectiity Enable Smat Card Logon
&
Vg Security Allow a smart card to be used for remtely logging into & workstation

@ User Validation
@ Access Privieges
@ User Acknowledgement
~§23 Smart Card
@ Connect
@ Disconnect
@ Protect Configuration
@ File Transfer
@ Replay Files
Event Logging
@@ Remote Contral
@@ Client Interface
@@ Profile Options
@@ Terminal Services
@@ Advanced

0K Cancel Help

A

Smartcard supporti s automati ¢ and no additional inst allat ion is
required. Suppor tis dynam ically lo aded at the Cli ent when a Control
conn ection is made . When loaded , an additio nal hard ware device will
be available called NSL Pseud o Smar tc ard Reader
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Whe n the Control opens  a window to the connected Client, they will
need to insertthe ir own smartcardin to the reader a ttac hed at the
Control and enter the Client & PINto log on to the rem ote userd s
machine.

If multiple Client View window s are open atthe C ontrol, smartcard
inserti on an d removal events are sen t to the Client curre ntlyin focus.

Note : In an Active Directory envir onme nt, itis possible to e nable
smartcard supportusing the NetSupport Manager ADM
Template.

Connect options

This option is used to a dminister whi ch Control usersor Control
wor kstatio ns can connect to this Cl ient. You can also setth e level of
encryptionto  be used .

B Ci\Program Files (x86)\NetSupport\NetSupport Manager\client32u.ini: Master Profile x
Search settings ;'Z'| Security Key
-@@ Connectivity ‘ Set
v __@Qi Security
£33 User Validation Allow Connections fram these Cortrol Machines (" = any).

: é Access Privieges

é User Acknowledgement
@ Smart Card HTTP: \ \
@ Connect

é Disconnect

é Protect Configuration
é File Transfar

é Replay Files

TCRAP: | |

Use :to delimit muttiple addresses

Set Minimum level of Encryption:

ﬂ Event Lagging All connections: (Mone}) ~
@@ Remote Control HTTP connections: 56 bit (DES) ~
"ﬂ:".‘l@ Client Interface ] Disable encrypion for fil transfer fram Canrolfor better
..... @9 Profile Options performance

@g Terminal Services
@@ Advanced

[] Miow more than one Control to Connect at a time:

O Advanced Connection Security (Only ¥12.50 Controls or later can
connect)

0K Cancel Help

Secur ity Key
Provides additional secu rity that enables Contr ol users to co nnect

only if the Co ntrol hasthe same security keya s the Client. Opt ionally ,
this c an be set as the serial numberinyou  r NetSuppor t Manager
Licence file. You m ust set the security ke y atboth the Contr ol and
Client .
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Allo w_Con nect ions fro _m these Con__trol Machines

This enables you to restrict accessto Cont rols runnin g on IPX , TCP/IP
netw ork s or over HTTP. This feat ure can al so be used to limit access

to Cont rol w orks tation s with specifi ¢ address es. Wildcards can be
used in the addre ss field.

Forexa mple:
194.182.** all work stationson TCP/IP subnet 194, 182
0000000 1-* all workstations on | PX network 1

Note : Acces s can als o be limite dto a specificIP range, e.g.10.0.0. 1-
24 wo uld all ow access from 10.0.0.1 uptol 0.0.0.2 4.

SetM inimumle velof Enc rypti on

With encryptiontu  rned on, all the infor mation th at is sent between
the Control a nd Clientis very difficult for others toread. NetSupport
Manager offer s arange of en cryptio n optio ns, rangi ngfrom5 6 bit
DESto 256 bit AES, enablingyou tofindt he necessary balance
betwe en security and performance. Th e higherth e level of
encryption , th e higher the potential fo  r decreas ed performa nce.

Choose the level of encryptiont o be us ed whil e a Contr olis
connected. By de fault, encry ptio nis set tonone fo r all connections
and 56 b it DES for HTTP connections.

Disab le encr yptionfo rfiletrans fer from Control for better
performanc e

By defaul t, NetSupport Mana ger e ncryp ts file tr ansfers fromt he
Contro Ito the Client. Selec tin g th is option disables encryptio n and
improves performance

Allowmo reth an one Control toconnect atati me

NetSupport Manager allows multiple Contr  olsto co nnectand v iew the
Client sim ultan eously. This is useful for group worki ng. Checkingt his
opti on enab les t he f unction.

Advanced Conne ction Security (Only v12 .50 Cont rols or lat er
canco nnect)

As an added s ecurity meas ure from version 12.50, Clien  tscan
challenge Con trols that make a  conne ction attempta nd only Contro Is
runnin g ve rsion 12.5 0 and ab ove will be able to conne ct. Select ing
this option will rejec  t conne ctio ns fr om Controls run ning earlier

versi ons of NetSupp ort Manager.
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Disconnect  opti ons

The options here provid e additional security when a Control user
disconnects from th e Client machin e. This is useful ift he connection
to the Clien tis unex pectedly lost .

! CAProgram Files (x26)\MetSupport\NetSupport Manager'client32u.ini: Master Profile x

Search setfings { I'| Options
[ Lock the Workstation if not initially logged on (NT)
[ Logeff if not initially logged on

--@"5‘ Connectivity

e i
¥ g5 Security [ Restart if not intially logged on
-£0% User Validation
o
793 Access Privieges [ Logoff  user has changed

User Acknowledgement
Smart Card Disconnect Display Text:
Connect ‘
fo3 Disconnect

Protect Configuration
File Transfer

--§02 Replay Files

03 Event Loaging

--{ég@ Remote Control

--@;@ Client Interface

-----@@ Profile Options

& Terminal Services

&
{;_3@ Advanced

0K Cancel Help

A

Lockt he Work stationifn otinit iallylogge d on i NTonly

When the Control user disconnects , the works tation will be locked.
The Cont rol use r will be able tore connect and unlo ck the workst ation.
Thisoptionis usefulif the Contr ol unexpe ctedly loses the conne ction.
It pr events a user atthe works tation inheritingth e Controlus er 6 s
rights (assum ing they have logged in as an Administ rator, for
example). This only appli esif the works tation was log ged off w hen
the Contro | was conne cted.

Logoff ifnoti nitially logged on

When the C ontrol user discon nects, the workstati on will be
automat ically logged off. This only applies if the worksta  tion was
logged off when the Contro | connect ed.
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Restart ifnot initially log gedo n

When the Cont rol user disconnects , the workst ation willb e
automa tically restarted . This only appliesi fth e works tation was
logged off when the Control connected.

Logoff if userhas changed

If a Control nee dsto log on to a Clientwo rkstation u nder a different
namet oth e user, for example , as an Administrator, itprev entsth e
user from inher iting the Control userd& right s should the con nectio n
be unexpectedly lost.

Disconn ectDi spl ay Text

Specify a customi sed m essage to be displayed at the Client

works tation when a Control dis conn ects. The textca nalso
incorporate a choic e of default parame ters shoul d y ou wish the Client

to know, for e xample , the name of the Control user . The av ailable

options are:

$login name$ Returnst he logged -on user name of the us er
at the Cont rol.

$fulln ame$ Returns the full name of the logge d-on use r
at the Cont rol.

$compu terna me$ Returns the mach ine name of the  Contro I.

$userdomain$ Returns the d oma in of the logged -on user at

the Co ntrol mac hine.
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Prot ect Con figu rat ion settings
This opti on allow s yo u to protect the Cl ient configurations.

l C:\Prograrm Files (x26)\NetSupport\NetSupport Manager\client32u.ini: Master Profile X

Search settings ,"3" Options
Configurator Passwond:

8 connectiviyy
v g securty
User Validation

-§03 Access Privieges NT Options
User Acknowledgement [] Autherticate User and Password with NT
Smart Card
Connect Browse
Disconnect
Protect Configuration
File Transfer
Replay Files

--£03 Event Logging
-@@ Remote Control
@;@ Client Interface
@@ Profile Options
# Terminal services

&
@@ Advanced

\ Set..

oK Cancel Help

Configurator P as sword
Nom inate a security password for the Client profile.

Authe nticate Userand Password with NT

This only a ppliesto NT Clients and th erefore only prote cts Client

Config urators on NT workstation s. If this option is set, the user ID

and passwordentere d attheCo nt r ol must betasapatafl i d fAAc
the Operating Syste mo MNDTonthe Client workst ation or it s de fault

dom ain. This user rightisn ot granted by NT as de fault.

To grantth is user right

Run {Program s}A dministrative Tools{User Manager}

Select{ Policiesl{User Rights} fr om th e drop-down men u.
Checkthe Show Advan ced User Right s checkbox.

Select th e right.

Click Add .

Select whi ch users and/or groups thisright should be gra nted .
Click OK.

NogprpwhPE
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8. Forthisuserr ight tobe recogn ised, you mustre -log into your

worksta tion .

Note : Youcana Isopointth e Client to validate t he | D in ano ther

domain.

Rest rict A ccess to Members of the fo llowi ng Groups
You can furt her restrict access by specifying groups. Click Browse to
select a grou p(s).

File Transfer  settings
This option is used to contr ol file access.

l CA\Program Files (x86)\MetSupport\NetSupport Manager'client32u.ini: Master Profile K

File Transfer Settings:
[ Disable File Transfer

Search settings ,"3'|

..@@ Connectivity
v ..@@ Security

User Validation
fo3 Access Privieges

~§28 Smart Card
~£28 Connect
£o3% Disconnect

File Transfer
--§02 Replay Files

03 Event Loaging
--\@@ Remote Control
--@@ Client Interface
@@ Profile Options
@@ Terminal Services
\@@ Advanced

User Acknowledgement

- Protect Configuration

[] Disable File Transfer when no Useris Logged On
[1impersonate Logged-on Lser when Transfeming Files
Impersonate Logged-on User for Network Drives

Access Rights to Files and Directories:
Rights Path

Add... Edit... Delete

Any access rights set in the Master profile apply to all profiles unless
ovemidden

oK Cancel

Dis able File Tra

nsfer

Disables File Transfer t

Di sable File Tr

ansf er wh en no User is Logge d On

o and fromthe Clientina Il circumsta nces.

Disables File Transfer o nly if nouser islogged on. This means that
the Control user could log on asth emselves if they have a  valid user
ID and password for this wor kstat ion.
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Im per sonate Logg edon User when Transferring Files
When using NetSupport Manag er File Transfer, the Co ntro | user will
hav e the same file access asthe logged -on user.

| mpersonate Loggedon Userfor Networ k Drives
The Control user will have the same access to network drivesast he
logge d-on user.

Acc ess Rights to Filesan dD irec tor ies

This is used to expl icitly allow ordeny accesstoind ividual drives,
directories and files. This only applies to File Tran  sfer within
NetSupport Manager.

It is hierar chical , so you cou Id, for exa mpl e, disable access to drive
C:\ ingeneral butexplic ity grantacce ssto sub -folders.

Note: Any access rights set in the mast er profile appl y to all profiles
unless overridden.

Replay Fil es settings

Replay files enable the Controlto record an d playback the scre en
activity th att akes place ata Clie ntworkst ation while it is being
remote contr olled/viewe d.

B C\Program Files (x85)\NetSupport\NetSupport Manager\client32u.ini: Master Profile X

Search settings

)3‘| Replay File Seflings

Record Replay Files

] Prefix Flls With Clent Name
In Directory

--@g Connectivity
V" Security
User Validation
é Access Privileges ‘ ‘ Browse.
@ User Acknowledgement As User,
-- Smart Card | ‘ =
-£0% Connect
-- Disconnect
-- Protect Configuration
@ File Transfer
Q Replay Files
@ Event Logging
Remote Control

]
@
@'@ Client Interface

----- @'@ Profie Options

----- g;? Terminal Services

----- @@ Advanced

0K Cancel Help
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Record Replay Files

Check th isopt ionto enable therecording of replay files. A replay file
will be cr eated each time the Contro |viewsa Client PC with the
option enable d.

Pre fix Files With ClI ient Nam e

In orderto identify each replay file, file names ca n be prefixed with
the Client nam e and the dat e/t ime of the recor ding. Altern atively,
with the option unchecked , the files will be named sequentially in the
for mat 000000 O1.r pf etc.

In Folder
Specify w here the replay files should be store d. If savin gtoa network
share , this allows you to stor e each Clients files in indivi dual folder s.

As Use r
The user name and pa sswor d used towritetot he log file.
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Event Lo gging

Log fi les record the activit  y t hat takes place at a Client mach ine whi le
itis being remote  controlled. Information such as the name of the

Control that initiated the ¢ onne ction , and t he date and time that the
session started and ended , can be recorded if r equir ed. The text files
thatare created prov ide a useful audittrail buty oucan alsoenh ance
Client security using this feature.

8 C\Program Files (xE6)\NetSupport\MetSupport Managericlient32w.ini: Master Profile X
| Search settings /":I‘| Erriilers
@@ Connactivity Enable Logging
",__@@ Securty O Log to NT Event Log
=~ o
{83 User Validation L.ng e
= -- Access Privieges Primary Log Fle:
o -
--$03 User Acknowledgement ‘ client32.log | Browise. ..
o
- “ Smart Card Secondary Log File:
@ Connect ‘ | Browse...
{03 Disconnect
@ Protect Configuration As User:
~-£03 Flle Transfer | | Set...
- -- Replay Files
o
--§03 Event Logging Append to Logfile
> __@g Remote Control [JReject Connection i no Log Server available
> @? Client Interface l:l p
ays
@Q Profie Options Keep log values for 1y
@@ Terminal Services [ only Log while Connected
--@@ Advanced Log username

Log connection

oK Cancel Help

Enabl e L ogging
Select this check boxt o enable logging.

Log toNT Event Log
Setsthe logto be maint aine d within the NT E vent L og.

Log to File

Sets the log to be maintained withi n a textfi le. Thi s file can be on the
local workstation oron a server. Multipl e Clients can write to the

same log file.

Primary L og File
Specify the path, an d file name (*.| og), wherethelogfi le willbe
stored .
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Secondar y L og File

Specify the path for a secondar ylogf ile. Inthe ev entthat the
primary path cannot  be found , for examp le, the serveris down,t he
file will be stored here.

Not es:

1 To make th e tra cking of log files easier, particularl y if multiple
Clientlog f iles are stored on the same ser ver, the fi le name s
specified ab ove can include the Clients computer name and the
date thatthe log  was creat ed. For example:

\\Logse rver1\log file s\$com pute rname $$dd$$ mm $$yy$.I og. In this
instance , you wo uld be a ble to build up adaily record of activityo n
a particu lar Cli ent m achine.

Acceptable formats for the date are:

$d$$SM$S$yS$ whi  ch for 7th December 2021 ret urns 17122 1.
$dd$ $mm$$ yy$ return s 10 71221 .

$dd d$$mmm$syyy $ return s 1T ueDec2021.

$ddd$$dd $$mmm- $$yyy$ returns 1Tue07  Dec2021.

$dddd$$dd$s Smmmm$$yyyy$  returns 1T uesdayO7December2021.

1 For Windows XP and above |, this file mustbe  a UNC path name as
a mapped driv e is not availabl e until you log in.

As U ser
Log File user is the user name and password used to be able to write
tothe log fi le when the path sp ecifiedis a UNC path.

Append to log file

By checking this box, NetSupport Manager will continually add  to the
existing entr iesin the logfile. If u nchecked, ex istingitems get
overwritten.

Reje ct connectioni fno log serve ravailab le

By enabling this option, you can app ly add itiona | security. With

logging enabled, if a Control at te mpt s a connection and neit  her oft he
log files can be found , the connectionr equest isreject ed. This
ensures thata ny audit checks thatyoum ay haveinp lace will not be
compromised duetot he activi ty no t being logged while the servers

are down.

Keep log values for

Specify the n umbe rofd aysto keepth e entries in thelog fi le for. Any
older entrie s will be cleared a fter the specified number  of days (once
anew logentryi sreceived) . Leave this blankto  keep all entries
indefinitely.
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Only log while C onnected

This option ens ures thatactivity is only | ogged during the period that
the C ontr ol is phy sically co nnected. When logging is enabled , some
additional info rmat ion isrecorded thatyou may prefertoi gnore,
Client configuration data  , for e xam ple.

N ote: Another useful item  of info rmati on that can be recorded is
the reason why a Contr ol is connect ed to the Client. This
comes into effect when dJser Acknow ledgem ent 6 i sbled n a
at the Client m achine andt he Control Security  settings
optionis configured t oPradnpt for addition al infor mation
when ¢ onnecti ng6 .

Log use rname

By d efault, the user nam e of the Control userw ho in itiated the
connectio nisrecordedinth elog file. Ifyoudon' twant to record this
information, clear this checkbox.

Log connectio n
By default, connect and di  sconnect e ntries are rec orded in the log
file. If youdon' twa ntto record this informatio n, cl ear this checkbox.
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Remo te Control optio ns
The follow ing remote control at tribute s can be adju sted:

Vie w settings

l C:\Prograrm Files (x26)\NetSupport\NetSupport Manager\client32u.ini: Master Profile X
Search settings ,",I" Options
@@ Connectiity []5end Physical Fonts
@@ Securty [JEnable Screen Scrape
v @ Remote Control [ Disable font smoothing
View [ Disable drop shadows on desktop
Show
~-§83 Audio Cache Size Max Colour Depth
-{3}@ Client Interface -
16 MB ~ Unlimited ~

- @}Q Profile Qptions

& " ;
-~ Terminal Services Tnactivity Timeout (0 = none): [ ] (minutes)
---@g@ Advanced

Enable DVD Playback and Direct 3D support
[ Except while viewed
[v] Except while connected

oK Cancel Help

Op tions
Sen d Phy sical Fonts

When a W indo ws Client is sending its screen to a Cont rol, it pass es
the font info rmatio n by r efer ence to reduce the volume of dat a sent.

The Cont rol refer stoits own intern al font ma ppings and use s the
closest matc hing thatithas to the one being di splayed att he Client.
In most cases , the same fonts will be availabl e at both t he Clienta nd
the Control and so what is displayed o n the scree n will appear

id entical.

However, ther e may be occasionsw hen aclose match cannot be
found . In these cases, it is desirable that the Client sendst he Control
the fulli nformationt hat itrequ ires to dis playt he d ata in the same
font.
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Setting this option forces TrueType texttob esentas glyphs( .e.
char acter s hapes) rathe r than character codes . This guara nteest hat
they will be displayed correctly at the Contr ol.

This will, how ever, impac ton performance, especiallyon dial-up
lines, andis not usual ly requi red.

Enable Scr een Scrape

NetSupport Manager 6 s fueed and the most efficient method for
capturi ng scre en datais to hook into the Video D river of the
worksta tion being vie wed.

Howev er, t her e may be occasions when this met hod will not work
becau se certa in appli cation s bypass the driv er.In these

circumst ances, you can enable &gcreen scra p e @ode in ordert o take
a snapshot of the screen. Al though this will hav e a greaterim pact on
the netw ork, it will at least provide an ac curate representation o fthe
Cli entcéeen. s

Disable fon tsm oothin g
This option d isables font smoo thing when viewin ga Client.

Disable drop shado ws on desktop
This option disables drop shado ws on appli cations whe n viewing a
Client.

Cache Size

Screen data thathas beenrecently sent tothe Controlbythe Clientis
cached to improv e per formance. A larger cache improve s

perform ance att he expe nse of using mor e memory at bot h the Client
and th e Con trol.

Setting this option enables you to tailor the cache size used for
maximum perf orma nce. T he lower ofthe cache size set at the Client
and Control will be used soyou must set atbothend sforthi stobe
effect ive.

You can determine how efficiently the cache is working by clicking
on the caption bar and selecting About - Cache from the Client View
window at the Control. This will display statist ics of hits etc.

Max_Colo ur Depth
The higher the colourd epth atthe Cli entthe gr eaterthe vol ume of
datathatn eeds to be sent tothe C ontrol f or each screen update.
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Restricting the Colour dept  h will improv e performance on s lower
links.

Note : Th e settin gs here will override the colourd epth setting in the
Control Configurat ion.

Inact ivi ty Time out

When a C ontrol con nects to a Client, it can prevent other Controls
from connecti ng to that same  Client unless the Allow Mul tiple
Con ne ctions option has be en set.

If the operator atthe  Control forget stotermin ate the connection,
then a case might aris e where oth er Control user s who need access
are locked out.

Setting th is option me ansthatifac onnected Control has not carried
out any mouse, keybo ard or file transfer activity for the  specified
peri od, the Cli ent will ass ume that the connec tion isno longer

requ ired and d isconnect automatically . It will then be available to
other Co ntrols.

Enable DVD Play backa nd Direct 3D suppo rt

Net Sup port Manager uses the Microso ft Mirror Driver to captu re
screen data for v iew sessions. How ever, while ho oked intot he Mirror
Driver , it is not possible to play DVDs. Therefor e, if you do need the
capabilit yto play DV D 6 fNetSupport Manag er provi des options which
load a nd unload the Mirror Dr iver as required .

Exce pt While View ed
If checked, DVD s upportise nabled but will be disabled for the
du ration of a view session while t he Mirror Dr iver isload ed.

Except While C onnect ed
If checked, DVD support is suspended while a connectionto the Clien t
isin place.
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Show settings

Search settings

e
jo

> --@@ Connectivity
- securty
b @@ Remote Cantrol

View
-~£23 Show
i-fo3 Audio

: --@@ Client Interface
@@ Profile Options
: @@ Terminal Services
@@ Advanced

Receive Show Options

[] Disable Receive Show
[ Show to a Window
Scale to Fit

Scrolbars
Autoscroll speed
Off Fastest
oK Cancel

l C\Program Files (x86)\NetSupport\NetSupport Manager\client32u.ini: Master Profile

Scroll Delay

Min

Max

[

Recei ve Show Options

Disable

Pre vents the Contr

Show to a Window
Enables the Client to

screen mode.

Scale toF it

Receive Sho w
ol from bei ng able to show to the Client.

receive a S howina window rath er than in full

Automatically scalest he Receive Show window to resize the d isplayed
screenint he available area .

Scrollbars

Determines if scroll bars will be displayed with the Receive Show
window for n aviga tion.
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Aut 0-Scroll S pee d

Whenyouare viewingaSh ow in awindow ontheCli e nt éeen, the r
Client can auto mati cally scr oll the co ntents when the mouse moves
close to the ed ges of the window . Adjusting the slidin g control sets

the speed at whic h the view scrolls, f romnotat all to very fast.

Scroll Del _ay
When aut o-scroll is enabled, yo u can chang eth e delay b efore the

scroll is act ivated . Ifyo uw antthe vie wtoscrollass oon as the

mouse is at the edge o ft he screen, move the slider towards Min. If
you prefera longer dela y b efor e th e Auto Scroll takes effect, mo ve the
slider towards Max.

Audio settings

This option provide s configuration options for usi ng A udio Supp ort at

the C lient.
l C:\Program Files (x86)\MetSupport\MetSupport Managerclient32u.ini: Master Profile X
Search settings jo Volume
o Connectiy Threshold [ |
&
(<) Security Microphone
v .28 Remote Control
View Speaker '
Show Quict Loud
~§e3 Audio [ Test
-{3}@ Client Interface
---f“g}@ Profile Qptions
---@g@ Terminal Services
---@g@ Advanced
Compatibility

[ Enable Audio Hooking
Aways

oK Cancel Help

Volu me
Thres hold T microphone sensitivity
Micropho ne i volume of the microp hone
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Speak er i volume of the speaker s

Test
Check this option to test all ofth e above sett ings.

Compatibility
Ena ble Au dio Hooking
Enable or disable audio hooking .

Note : Arebooti s required for the settin gsto take effect.

Hoo k au dio acc eler ation
Sets the hardwa re accelerat ion level f or the Clien ts.

N ever
Leaves the accelera tion level a t full.

While Connec  ted

The ac celeration level will be move d to basic while con nected.

Always
The acceleration level will be move d to basic.
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ClientInt erfa ce opti ons

The Client Interface s ettings are used for customising the interface
betw een the Clientand th e Contro |.

Client settings

l C:\Program Files (x86)\NetSupport\MetSupport Managerclient32u.ini: Master Profile X

Search settings /'—"‘ Disable Client Menu kems
[[] Disable Request Help
[] Disable Call Cortrol

[] Disable Disconnect

[] Disable Chat

[[] Disable Replay

[[] Disable Local Invertory

3% connectivity

-@@ Security

-@@ Remote Control
v '@@ Client Interface
@ Client Settings
Help Requests
--§03 Customizable Text
---f‘g;@ Profile Options
--fg;@ Terminal Services
---@@ Advanced

Client Program Options:

lcon in System Tray

[] Always on Tap

[[] Hide When Ide

[[] Quiet Mode (client not visible on Taskbar)

[ Silent Mode (no refresh)

Use intemal speaker for Beep

Beep while being Viewed {every n seconds): l:l
[] Show Ul when connected to

[[] Disable Geolocation

oK Cancel Help

Disab le Client Menu items

Disa ble Request Help

Prevents the Clien t userfromb eing ab le to use the Request Help
function.

Disabl e Call Control
Disables the Call C ontrol option at the Client.

Dis able Dis co nnect
Prevents the Client user from b eing a ble to force th e Control user to
disconnect.
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Disable Chat
Prevents the Client frominiti atinga Chat session with a Control.
How ever, the Contr ol can stillop en a Chat session with the Client.

Disabl e Repla y
Prevents the Client from bein g able to o pen Replay files.

Disabl e Local Invent  ory
Prevents the Clie ntfrom being abletope rformaloc al inve ntory.

Clie nt progr am option s

Iconin System Tr ay

The N etSupport Manage r Client icon will be displa  yed i n the system
tray (clicking this open s the Client inf orma tion window) rather than

as an active application on the taskbar (clicking t his opens a window
with drop -down menus providing ac  cess to the Cl ient fea tures).

Alw ays on Top

The NetSupport Manager Client window can become ob scured b ehind
oth er window s. S etting this opti on me ans thatitis always visible and
the user atthe Client will al ways know when s omeo neis viewing
them.

Hide wh en| dle
The NetS upport Manager Clienti con will n ot b e displayed unless a
Control is connected or vie wing the Client.

Quie t Mode (Client n otvi sibleon task bar)
Select this optiont o hide the C lient icon in the system tray.

Silent Mode ( norefres h)

Allow s the Contro | to connectand view a C lient withou t the Client &
knowledge . If silent mode is not selec ted, the Client & screen and
mouse icon will f lick er, notify ing the Clientthat a connecti on has been
made and their screenis being viewed.

Use internal spe aker for beep

By default, the audibl e warning beep, which can be sent betw een
mac hine s in function s such as Chatand Vi ew, comes fromthe P C&
inter nal sp eaker. There may be occa sions when itis m ore appropriate
to use the w ork stations sound card to gen erat e th e be ep t hrough
speakers, in whic h case un check this box.
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Beepwhi leb eingViewed( everyn seconds)
While a Contro | is viewing the Client, an au dible beep will be
sounded.

Show Ul whe n conn ected to

When the Control connects to the Client , the Client| nforma tion
window will be displ ayed . This allows the Clientto seed etails of the
Control that is connecte d to them . Th ey also have the optionto
disconne ct from the Control or chat wit h the Control.

Disable Geolocation
The location of a Cli entca n be displayed in the Control. Selecti ngth is
optio n disables the Geolocati on feature atth e Client.

Help Request setting s

This option isused for configuring the Client& help request access.
You can spec ify t he NetSupp ort Manager Controls that the Clientc an
forward help request stoore ven link to athird -party we b-based
helpde sk s ystem.

! C:\Program Files (x86)\MetSupport\NetSupport Managerclient32u.ini: Master Profile X
Search settings j::' URL for Help Request
[JUse URL
-@@ Connectivity
<3
@@ Securty Available Controls:
g Remote Control Controls that are Available to connect to from the Help Request and Call
v -@@ Client Interface Control dizlogs.
~£03 Client Settings Name Address Add
@ Help Requests
o
fo} Customizable Text Eoie
@@ Profile Options
@@ Terrinal Services

---@@ Advanced Ezizr=
[] Disable connections from Help Request dialog
[] Always show Controls in Help Request

Hotkeys for Request Help
[ At [ Control Left Shift Right Shift

0K Cancel Help
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URL forHelp Req uest

If youuse athird -party web -based he lpdes k application, you can
direct Cli ents to this rather than have them use NetSupport

Manager 6 $ielp request feature. To enable, select Use U RL and enter
the appr opriate URL.

Availa ble Contro Is
Lists the Control s that are availa ble to connectto fromth e Help
Requestand Call Contr ol dialog s.

Options
Disabl e conne ctionsfromHe IpRequestdia log

Check this box to disallow the options inthe He Ip Request dialog for
the Cl ient to choos e wh ich Control they wishtos end a help reque st
to.

Always sho w C ontr ols in Help R eques t
Check thi sbox to ensure that the Cl ient He Ip Request dia log shows all
Control s available forthe Clienttos end their help request to.

Hotkeys forRe questHe Ip

This sets t he hotkeys that the user at the Clien tcan presstorais ean
alert for help. The alert will norm ally be displayed when a Contr ol
connectsto the Client. | fyou a re usingak eyboard that does n ot
support thr ee scan codes, config ure you r Client tou se onlyt wo
hotkeys.
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Customis able Te xt

This option enables youto add custo misa ble m essages wh ich are

displayed at the Client machine.

| Search settings j]|

> --@@ Connectivity
> __@¢ Security
: @? Remote Control
‘:' @ﬁ Client Interface
: @ Client Settings
s -- Help Requests
s -- Customizable Text
__@@ Profile Options
2 Terminal Services

B --@g Advanced

% C\Program Files (x86)\NetSupport\MetSupport Managericlient32u.ini: Master Profile

Display Customizable Text:
In About Bax

When Connected:

When Viewed:

0K Cancel

Help

Display Cu st omi sable Text

In About Box

Sets the message that will be di splayed inth e Clie n t Absut Box.

When C onnecte d
Sets the message that
connects. L eave blank

When View ed
Sets th e message that

displaye d.

if yo udo not want

will be displayed at the Clie nt when
view ed by a Control . Leave bla nk if y ou do not want any message

will be displayed atthe Clientw hen a C ontr ol
any message displayed

it is b eing
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Pr ofile Op tions

z C\Program Files (x36)\NetSupport\NetSupport Manager\client32u.ini: Master Profile X

Search settings ,‘._"| Options

[ Disable this Profile when a useris Logged On
[ User of this Profile has Priority over other (non-priority) Users

» --{';;@ Connectivity

» __@9 Security
{53@ Remote Control

: "'.‘Eg@ Client Interface

@@ Profile Options

; ---@ﬁ Terminal Services

{;;@ Advanced

oK Cancel Help

[

Disable this Pro file whenauser is logged on
Ifsomeoneisloggedinatthe C lient, then this profile will be
deactiva ted and therefore not availabl e to a Control user. The value
of t his is that it preve ntsa Control user from inher iting righ tson the
works tation tha t they would not othe rwise have.

Note : Youcan have two profiles with the same u ser ID butwi th
diffe rent righ ts, depending on whethert he Client user is
logged on atthe tim e the Control connects . In this e vent ,
mak e sure that th e prof ile with this setti ngis the firstinth e
list, asit will then mov e onand usethes econd profile if the
Client user is logge din .

User of this Profile ha s Prior ity o verother (non -priority ) Users
This worksin con junction wi tht he op tion to allow moret han one
Control to connect simultaneously. If one profile hast his set whilet he
other does not , the latter will be auto matica lly disconnected.
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Ter min al Services settings

You can confi gure the settings for the Client Termi nal Server here.

! C:\Program Files (x86)\MetSupport\NetSupport Managerclient32u.ini: Master Profile X

Search settings ,"_I"

Teminal Services Settings

-fé“g@ Connectivity Run Client in Consale session

-fg;@ Security Run Client in remote sessions
&

~fg3 Remote Control

-@@ Client Interface Base Port: 405

---@@ Profile Options Client Name: |

@@ Terminal Services
@@ Advanced

0K Cancel Help

2

Note : Ter mina | Serve r and othe rthin clients may n ot b e configured
to use the Ne tSuppor t Gat eway.

Terminal Servic es Sett ings

Run Clienti n Console sessio n

Uncheck ing this o ption will stop the Clien t from runninginaC onsole
session.

Run Clien tin remote sessio ns
Unch ecking this op tion will stop the C lient from running in remote
sessions.

Base Port
Enter the requ ired base port number . The defaultv alue is 2 5405 .
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Clien t Name

Enter th e required nam e for the Client . Ifleft bla nk, a unique ID will
be displayed (defaults to %CLIENT NAME%). When en terin g a Client
name , you mustincl ude at least one environmentvariab le, e.g.

%c om putername%.

Not e: For fu rther informationreg arding Termin al Server support,
ple ase visit our Knowled ge Ba se and ref er to product article
Sett ing Up NetSu  ppor tM anager torunin aM icrosoft
Terminal  Server Envi ro nme nt.

Advanced options

! C:\Program Files (x86)\NetSupport\MetSupport Managerclient32u.ini: Master Profile X

Search settings

/'"" Keyboard Filter Driver

3% connectivity [Defaut -
-@@ Security
-@@ Remote Control
-@@ Client Interface
---@g Profile Qptions
---@g@ Terminal Services

---@@ Advanced

oK Cancel Help

Key board F ilter Driver

Should you en counter any issues with your keyboard filter driver, we

provide achoice ofdriversto sw itch between. Selectth e required
driver fro m the drop -down m enu.
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Configuring the Contr ol

In this chapter &

How to c onfig ure t he C ontrol.

Create individual profiles ensuring each Contro | user can o nly
perform certain tasks at Clie  nt P Cs.
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Configurin  gthe C ontr ol

NetSupp ort Man ager allows you to fully con figure how the Control
Program will oper ate. To provide maxim um f lexibility, NetSupp ort
Manager also allo ws you to se t up multiple profile s for differ ent
Control users, ea ch with their own access and functionality levels.

To a ccess the Control Configurat or
1. Clickthe Changethes etti ngsforthe curr ent Configuration

icon E] on t he caption bar.
2. The Setting for Configu rations dialog for the current prof ile wil
appear.

Note : Ifyo u wantto cha nge the settin[gjfor a different Control

profile, click the  Profiles icon on the caption bar, choose
th e pro file you want to con  figure an d click Settings

The Control Configu ratio n opt ions are categorised asf  ollows:
General
Enables you to sett he identifi cation details for the Con trol.

Conne ctivi ty
Enables you to specify which transport proto cols th e Control will
operate over.

Secur ity
NetSu pport Manager offersa wealth of security features that can be
applied to each Control pro file.

Remo te Co ntrol
Enable s you to adjustthe Remote C ontrol features thatap ply to each
Contr ol profile.

Control Int erface
Enables youto configure the v ario us componen ts av ailable to the
Contr ol from the Control window interface.

Show
Allows you to configure the settingsf or a Show.

File Transfe r

These opti ons configure the File Transfer settings in NetSupport
Manager. They allow you to a Iter the way in  which infor mation is
displayed and enable you to set saf ety features such as conf  irmat ion
before performi ng a damaging operat ion.

263



NetSupp ortM anagervl 4.00

Star tup
Allows youto configure the options that affectNetSuppor t Manager at
star tup.

VvP ro
Enable s yout o co nfigure the settings for vPro ma nagem ent.

File L ocations
Allows you to specify whe retost oreth is named configuration , Client,
group, remote netwo rks, tools and scripting files.

Note : A search baris p rovided at the top of the windo w, allowing you
to locate the settings you're lookin g for. Type in the se arch
bar (you can enter a full or partial ter m) an d click ~~. Any
sections containing the s earch term wi |l b e highlight ed. C lick
“. to close the search.
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Multiple Cont  rol profile s

NetS upport Manager allowsy outo setup multipl e profil es
(configur ations) for di fferent Control users, eac h wit h their own
access and f unction ality levels.

Each configurat ion can be prote cted by a password and ani con can
be cre ated onthe d esktopt o load the Contro | with a partic ular named
configura tion.

You must hav e NetSupport M anager Administrator right s to profile or
change a Cont rol& configuration.

Tocreatea pro fil e

1. Clickthe Profi les icon D on the caption bar.
2. The Configurat ions dialog will be displayed .

Configurations X
Current configuration: Standard
Select
Tech Support level 1
Tech Support level 2 Close
Help
Mew
Delete
Reset
Load
Save
Settings Connectivity and Startup Settings lcons

3. Selectthe configuration youwa nt tochang e.
Or
Choose New tocreate anewone.B vy defaul t, NetSupport
Manager isinst alled wit h a sing le prof ile called Standard. This is
set u p for full functionality

4. Click Sett ings to tail or the global functionality o f this pro file.
Or
Click Con nect ivityand St artup Set tings to tailor the basic
funct ionality .

265



NetSupp ortM anagervl 4.00

Tocreate desktopi cons
Having saved th e profile, you can create a desktop ic on cont aining
the parameters required toload the c onfi gurat ion.

From the Config urations dialog , click lcons

The Icon Mainten ance dial og will b e displ ayed.

Click any wherein the dialogan d dragto the desktop .

The Create or Ed it | con dialog willappear.

Enter the required configura tion deta ilsand click OK to createth e
icon.

agrwnE

Adjust ing Clie nt setting s foraCon trol session

During any Contr ol session w here you may be w orking wit h mo re
than one Client, you can tailor how each Clientin teractsw itht he
Contr ol. For e xample, onone Client , you may want tou se

compress ion b ecause iti s onasl owlink, buton another , youma y
wantt o turn compres sion off. NetSupport Ma nager allows you to do
this by modify ing the defaul t se ttings for the curr  ent Control profile .

To adjus tView settings
1. View thereq uired Client.

2. Click Settings on the View window caption bar.

3. The Remote Control S ettings will appear.

4. Configure which op tions willb e enabled when you start aView
session.

Note: If you edi tthe Clie nt settings, the changes you make only
apply to that Cli ent duri ng the current C ontrol session. If you
wantto change the settings permane ntly, select Update
Configuration
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Genera | setti ngs

This optio n allows you to gi ve the Contro | a speci fic name . If left
blank, the ma chine nam e is u sed.

E Settings for Configuration: Standard *

Search settings ;’:)| |dentification

@@ General Control Name:

> __@ﬂ Connectivity ‘ |

N, "‘:é? Security Description:

> @Q‘ Remote Control |

? __@ﬁl Control Interface Default User ID:

@@ Show ‘ |

---@w File Transfer
@W Startup Send Message
gl vpro Title:
5----@‘3 File Locations ‘ |
Cancel bel
A

Identificati __on

Contr ol Name

The name whicht he NetSupport Ma nager Control pro gram uses w hen
conn ecting to Clientsto identifyitself. Und er NetBIOS , this name is
registered inthe N etBIOS tran sport.

Des crip tion
Enter a descrip tion fo rt his Con trol configuration.

Def ault User ID

If user validation is requir ed before a Client connectio n can be made ,
Contr ol users will need to log on with a valid us er name and
password. Rathert han continually prompt for the use r name , a
default ID ca n be set here. Th e follo win g var iables can be used in
ordert o defau It to the c urren tly con nected username

%u serdomain% \%use rname%.
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Send Message
Tit le

Enable s youto add ac usto mised title to the Send Message dial og.

Connectivity  options

Before yo ucan conne ctto Client sonyour netwo rk, you must select
and confi gure the transpo rtstous e. The tr ansport proto cols must be
configured inthe op erating system bef ore a ttemptingtouset hem.

Set TCP/IP connect ion

¥ settings for Configuration: Standard X
Search settings ,":‘| TCPAP
Fy— Use TCP/IP Port:
& [ Connect By Hostname {DHCP/WINS)

v --@@ Connectivity
~§03 TCP/IP

f03 HTTP

é PIN Server
“-§03 Advanced
& securty

--@@ Remote Control
@$ Control Interface

Test

—— Show Browsing
o)

- __@@ File Transfer Subrets used when browsing for clients Seftings...
& startup

gl
& vPro Broadcast Settings

el
4% Fle Locations Enable Broadcast Show and File Distribution Settings...

[] Wireless Network

Gancl Heb

TCP/IP

Use T CP/IP

Check this button to enable the Cont rol to use the TCP/IP prot ocol.
This p rotoco | isused with th e internet , loca | and w ide area n etwork s.
Inorderto connect to TCP/IP Clients, you need to specify the por t
number thatthe Client isliste ning on.

Port

This va lue is used forall interacti onswith TCP/IP Clients. The defau It
regi ster ed port for NetSupp ort Manager is5405. Yo u can co nfigure
Clients on your ne twor k to run on a differ ent port number if requir ed.
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This is useful to pr ovide additiona | se curity, as othe r NetSupp ort
Manager Contr ol users would nee dto kn owon which por t your Clients
are confi gured. You can also spe cify a port number  when creating or
connectingto a Client.

Note: To enable Clients to initiate a connectio nto the Contro I, the
default registere d portis 5421.

Connect by H ostname (DH CP/W INS)

Normally , the C ontrol connectsto aCl ientby IP address rather than
by name. In an environmentthatus es DHCP (Dyn amic Ho st
Configurati on Protocol ), this may be und esirable asthe addres s may
change when th e Client workstati on is restart ed. Checking this option
forcest he Control to connect by hostname.

Test

Selectt his optio n to check the configurationa nd version of the TC P/IP
stack in stalled. The version of Wi nsock is returned along with its
current stat e.

Brows ing
Subne tsused whe n browsing for clie nts

When you are runnin g on a network w ith multiple subne tsor
addresses, you nee dto con figure the broadcast address es for each
effective network . When a browse is perf ormed , the broadcast
messages are sent tothese addre sses.

Broadc ast Settings

Enable Broadca st Show and File Distribution

When performing a sho w or di stributi ng files to C lient s, t he scr een
information/file s are sent to each Client mach ine in turn. En abling
Broadcast Show and File Dist ribution results in the screen informat ion
and files be ingsent to all machine s simultaneously. Ins ome network
environm ents, where there is limit ed n etwork bandwi dth available or
when br oad casting to | arge r numbers of ma chines, this will provide
significa nt perfor mance benefit s.

Whilst reducing overall netwo rk traf fic generated by NetSupport
Manage r, u sing this feature will gener ate additio nal b roadca st pac kets
on your network . It isrec omm ended that you consultyour net work
admin istra tor before using thi s feature .
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Not e: Show and Fi le Distr ibution can be s ent usi ng multicast inst ead
of UDP/broadc ast. This meansthatthe multicast packet will
only be sent to mach ines included in the spe cified IP multi cast
address.

Sett ings

Ifth e Bro ad cast Show and File Distribu tion option is enabled ,
select this option to setthe multicastor broadcast address. T he
Broadcast Settings di alog will appear . If multi ple Control s are
attempting to use UDP/Br oad cast Show si mult aneously onthe same
subn et, it isrecomm ended thateach us esauni que porttoav oid
conflict.

Wireless  Ne twork
Check this optio n inorderto optimise show perfor mance across a
wireless netw ork.

Not e: NetS upport Manager will automatically detect any wireless
Clients an d en ablet his option toim prove per formance.

Maxim um th roughput

Controls the level of da ta sent across the netwo rk to your wirele ss
access point. The def ault datarateis8 M bps. Ifrequired , this can be
alter ed to refle ct the speed of the router.

Note : When a Co ntrol detects wi reless Clients or isitsel fw irelessly
connected, it will automa tically reduce the maxim um data
outputto what ever has been confi gure din the maximum
throu ghpu t setti ngs, r egar dless of whet her the wireless
netw ork c heckbox has been selected . This behaviour cannot
be turned off.
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SetIPX connecti on

Note : This option is only available in the Control Configurator if you
openit from the Contr ol configurations dialog . Click the

Pro files icon D on the cap tion bar, se lect the required

configuration and click ~ Connectivity and Startup Setting S.
C:\Program Files\ NetSupport\NetSupport Managerclient32u.ini: Master Profile x
v IJ& Connectivity IPX

TCR/IP [use IPX
IPX
NetBIOS
HTTR
PIN Server

Dl in Bridge

: Advanced

nﬂ. Security Test

nf;:(- Remote Control
nﬂ. Client Interface
nf;:(- Profile Options

- nﬂ. Terminal Servicas

Gancel beb

P X

Use IP X

Check thi sboxto enabl e the IPXtransport protocol. Th is protoc ol is
used on loc al an d wide ar ea netwo rks.

Reco rd Cl ien t sN&@tw ork Num bers

When IP X ad dresses are recorded for a client, the network numb eris
norm ally settoO ifthe Clientsareont he same IPX ne twork asthe
Control (t his pre vents subsequent problems whenaf ile serv eris
down). T his setting forces netwo rk numb ers to ber ecorde d and used
when e stabl ishing a connection .

Use Networks

The Contro I normally obtain s alist of n etwo rk numb ers from the
nearest NetWare serve rorbridg e. On some netwo rks, ther e isno
NetWare s erver to ask , or the list generat edis unreli able. Enter one
or more network nu mbers to use, which repl aces the normal
discovery m echanism . The numbers can be decimal or hexadecimal
and mu st be separate d by a comma . Such a s A 00x2, ,
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0x34d b 1 d 6 Yo can also usethe Test functionto det ermin e these
values aut omati cally.

Ign ore Net works

This listo f netwo rk n umbersis g enerated in the same way as for Use
Netwo rks , except thatwhen brow sing, these networ k numbers are
ignored. You can also usethe Test function to determ ine these
values au tomat ically.

Test

Sele ct this opti on to check the IPX network configu rati on. This
determin es if th e IPX netwo rk s tack is available and ¢ onfigured

correc tly. You can also scanthen etwork fo r network number s that do
and d o notre spond.

Set NetB IO S con nec tion

Not e: This opti on i s only available in the Control Configurator if you
openit from the C ontrol configurations  dialog . Click the

Profiles icon D on the caption bar, select the required

configuratio n and click Connectivity and Startup Se ttings
Settings for Configuration: Standard *
"¢ General NetBIOS
v ”4)::1- Connectivity [use HetB10S

TCR/IP
1PX
NetBIOS
HTTR

PIN Server

= Remote Dialup
. Advanced

: ”{} Security

%y startup

Cancel e
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NetB 10S

Use NetBIO S

Check this boxt o enabl e the use ofth e NetBIO S transport. Net BIOS
is anon-routed pr otocol and isonly used on Local Area Netw orks
(LAN) . Using NetBIOS re quiresth atyous elect one ormo re adap ters
to use . See adapters be low.

Adapter s

Contains the N etBIOS adapters th at have been detected in your

work station . Select one or more of these adapters for use inthe
control. NetBEUI is the most com mon ada pter us ed here, asitis used
primar ily by W ind ows systems. The adapter num bers will var y from
wor kstati on to wor kstation, butthe name s willre main constant.

Test

Allows yo u to test the NetBIOS stack and de termi nethe adapters
available. You can also displ ay d etailed information about each
adapter found .

Set HT TP connection

This opti on enables yout o configurethe Controltoc ommun icate via
HTTP. For more info rmation , see Connectin g Client s/ Controls via a
NetSup port Gateway.

¥ settings for Configuration: Standard 'Y

Search settings /.':.| HTTF

Use HTTP Port

--{'s;@ General
v {E';;@ Connectivity
£23 TCP/IP
-£03 HTTP
@ PIN Server
£03 Advanced
-{,!;@ Security
--@Q Remote Control
@ﬂ' Control Interface
....@@ Show
--{'s;@ File Transfer
@g Startup
....@@ wPro
--{'s;@ File Locations

el b
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Use HTTP:
Checkt hisb oxto enable the Client to communicat e ove r HTTP.

Port:

NetSupp ort Manage r6 slefault port

for HTTP commu nicationsis 4 43.

Note: In version 9.10, port 443 was in trodu ced as th e defaul t for
HTTP commu nicatio ns, 308 5 being used previously. Ga teway
settings will be preserved for exist ing c ustomer s who
subsequently upgrade , enabling 3085 to continue to be used ,
butt here may b e scenarios when upgrade d Controls and
Clients will need the HTTP port man ually reconfi guri ng to
ensure compatibility.

PIN Se rver

H Settings for Configuration: Standard X

Search settings j:)| PIN Server

@: General PIM Server Address: Port:

~ {ﬁ; Connectivity ‘ | ‘443
803 TCP/IP

: Ek HTTP
g PIN Server
i--§0% Advanced

> @g Security

> @’3 Remote Control
@g Control Interface

- @‘U Show

- @‘U File Transfer

45 Startup

- @‘U vPro

- @‘U File Locations

earlier)

443

Copy Settings from Gateway

Cancel

[[JUse a proxy server to connect to the PIN Server (Windows 8.0 and

Proxy server port

Help

PIN _Serv er

PIN Server Addr ess

Enter the | P addre ss of the wo rkstation
instal led.

Port
The default portn umber for the PIN

where th e PIN Server is

Serveris 443.

274



NetSupport  Manager v.14.00

Use a prox y serve r to connecttoth e PIN Server

Select this option if you are using aproxyservert oconnectto the
PIN Server. Enter the server address and port number fort he proxy
server.

Copy Settings from G atewa y

If you have set up a NetSup port G atew ay, you can us e the same
settings for the Pl N Server. Select the Gate way to copy the settings
from using the drop -down list and select Copy. The Gateway addr ess
and p ort from the selected Gateway will be used.

Remo te Dialup settings

This option provides ¢ onfig uration opt ions for the dial-up settin gs for
remote network ing. Before you can dial remote network s,y ou must
enter infor mation aboutyour modem h ardware. To dial a remote

network at sta rtup, clickthe Change the settingsfort he curr ent

Configura tion icon on the caption bar and choos e Startup

Note : This optionis h idden by default. To view this, click the Cha nge

the settings for the current Configuration icon on the
caption bar. S elect Control In terface - Settings andcl ear
the Hide Dial Di rect ory checkbox.

Settings for Configuration: Standard X
”&} General Maodem
v %4 connectivity
(8% + Jei -
PX [] Dual Channel Bonding MSN: l:l
NetBIOS
HTTP Diagnostics:
PIN Server (®) None () Basic () Bxtended
: Remote Dialup
Advanced Logging level
”&} Security () Mone (@) Basic (O) Verbose
Py startup
Wiew Log
To dial a Bridge at startup, select ‘Configure’ from the "Networks’ menu and
click on the Startup page.
Cancel Help
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Modem
NetSupport Manager displays all available mod ems here. Sim ply
select which modem youw ish to use.

Du al Channel Bonding

If enabled, both channels of your1S DN line ar e comb ined, thus
increas ing t he amount of availabl e ba ndwidth to 128k. However, in
incre asing the speed of tran smission , you are, in effe ct, making two
calls.

MSN (Mul tip le S ubs criber Numbe )
Specify a number thatyo u want the Contro | to a nswer aninc oming
dial -back f rom a Client Bridge.

Dia gnost ics
None

Select this option to perfo rm no diagno stics onyour modem.

Basic
When the mo dem s connect,t he Control checksthe following :

Flow control is corre ctly set (XON/OFF is disabled, etc).
Thereis a NetSu pport Bridg e att he remote number
There are not excessive de lays in transferring data.

Exten ded
The extend ed setting perform sthe same checks asf or basic and
includes :

Line reliabil ity
Throughput .

Logging Lev el
None

Select this op tionto displaythe prog ress mes sages on the screen
only.

Bas ic
Logs the fo llowing inf ormation to MODE M.LOG:

The name of the mo dem used
The numbe rdiall ed

Result s of d iagnosti ¢ test s
Conne ction speed.
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Ve rbose
Thisrecords the same informa tion as Basic but includes timestamps.

Use thi s optioni syouare hav ing problems e stablis hing dial -up links.
View L og

Opens awi ndow t hat dis plays the MODEM.LOG file gen erated by
Extended and Verbose Diagnostic a nd Log ging settings.

Advan ced sett ings

E Settings for Configuration: Standard X

Search settings

O] dvanced

@1@ General Tickle Period: lsec)
V-@? Connectivity Mame Lookup Delay: D (sec)
~§02 TCR/IP
é HTTP Mame Lookup Attempts:
PIN Server
“-$02 Advanced
-@3@ Security
-@3@ Remate Control
-@3@ Control Interface
@@ Show
@@ File Transfer
@@ Startup
& o
@@ File Locations

Ganca e
y/

Tic kle Period

Specif y the period in seconds betw een tickle p ackets that are sent to
the Client. These packets chec kto make suret hata connected C lient
is still act ive. If the Clientfailsto respond, the Contro |assumes that
itis nolonger presentand will close down the connecti on.

Name Lo oku p De lay

Specify the delayin seconds between broadc ast pack ets. Use this
value in conjunctio nwith Name Lookup Attem pts to reduce the
amount of ti me spent p erforming browse s. The brow se is more likely
to miss Clients if thisvalu eistoosmall . You should not specify a
value that , when mult iplied by the Name Look up Att empts value, is
lessthan 4 seconds .
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Name Lookup Attempts

Specify the number of n  ame lookup packetst he Con trol broadc asts
during a browse. The fewe r broa dcasts that are sent, the low er the
net work traffic  and the quickert he browse will comp lete .

Security options

The Contro | Configura tor pr ovides aw ealth of securit y featu res
catego rised as f ollows:

Settings

Event Lo gging
Replay Files
User Permiss ions

Security  set tings

E Settings for Configuration: Standard X

search settings O ‘ Settings

Password

5--@‘3 General
: _@ﬁ Connectivity | | Set...
g _@W Security Security Key:

@ Settings | | =

70} Event Logging
o

a Replay Files (] Prompt for Addtional Information when Cannecting
o

i--§03 User Permissions [ Try last usemame before displaying login prompt

_@g Remote Control Use Compression
\ @ﬂ‘ Control Interface [] Uss Encryption 56 bit (DES)
__@g Show

@ﬁ File Transfer
g startup
--f‘gﬁv vPro
__@53 File Locations

4

Passwor d

Enter the security password, which yo u willb e prom pted for when
starting th e Contro | using this co nfigur ation . You must click on the
Set button nexttot his Controlto set the password.
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Security Key

The security key is used whe neveryouco nnectto a Client. Unlessthe
key enter ed her e m atche s the security ke y onthe Client,yo u will be
denied access to the Cl ientworkstat ion. Press the Set butto nto

chang e the key. Optionall vy, thiscan be set asthe serialnumb erin
your Net Supp ort Manager Licence file.

Prom ptf or A dditionallIn format ion when conn ecting

If th is box is check ed, you will be requir edto supplya reason for
connecting to a Client workstation . This issenttoa ndd isplayed at
the Client so thatthe u ser knows why yo u ar e conn ectingwh enthe
Client has user acknow ledgem ent enabled.

Try Last Usernameb efore displayi ng logi n Prompt
Rememb ers the user name and password a ttachedtoa nam ed
configu rati on and will attempt tolog inusingt his inform ation.

Use Compr ession

Check this box to en able th e use of compression. When you are
commun icating with a Cl ient, whether itis a File Tra nsfer, Viewo r
Chat sessio n, the data being sent and re viewed will be compres sed.
This also pr ovides a means of se curity, as the data will alsobe
encry pted .

Use Encry ption

With encryptiont urned on, a llthe informationthat issent betwe en
the Control an d Clientis very d ifficult for others to read. NetSuppo rt
Manager offer s ara nge of en cryp tion options, ra nging fr om 56 bit
DES to 256 bit AES, e nabling you to f ind the neces sary balance

betw een securit y and p erformance. The h igher the level of
encryption, the highert he po tential for decreas ed p erformance .
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Event Logging

Event logging e nable s a NetSup port Manager Control torecord,in a
textfile, the actionsith as perform ed whiler emote cont rolling a
Client . This may be useful for maintaining a hi story o f how often a
particular Client was connected to andf or wh at purpose.

n Settings for Configuration: Standard X

Search settings

/"::'| Logging
[ Enable Logging

@@ General
gl connectuity
v ..,@@ Security peictllog Browse ..
i--§03 Settings
é Event Logging Set ..
Replay Files
i.-§03 User Permissions Append to Logfile
> @@ Remote Control
--@@ Control Interface
.....@@ Show

@@ File Transfer
.....@@ Startup
.....@@ wPro
{ Fie Locations

g

Gncel e

Ena ble Log ging

Check thi sboxtoenable the Logto File option. Once enabled, e ach
time the Contro | subseque ntly conne ctsto a Client( s), the activ ity for
that session will be record ed.

Log to File

Specify the path and file name  for th e log file. The NetSupp ort
Manager defaulti s PCICTL.log. Th isfile can be stor ed onth e local
work station or on a Server. Multi ple Contro Is can writ eto the sam e
log file.

As U ser
Log File user isth e user name and p asswor d used to be able towri te
tot helo g file when th e path spec ifiedis a UNC Path.
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Append to Lo dfile

By chec king this box, NetSu pport Man ager will continuall y add tot he
exist ing entriesin thelo gfile. Ifun checked, existi ngitem s get
overw ritten .

Replay Files

Replay files enable the Cont rol to r ecord an d pl ayba ck the screen
activity thatt akes p lace at a Client work stati on w hile i t is being
remote contro lled/viewed.

E Settings for Configuration: Standard s

Search settings yol ‘ Replay Files

%
: @g ceneml Record Replay Files

: -@@ Connectivity [ include Audio

v securty Prefix Files With Ciient Name
g Settings
208 Event Logging
Q Replay Files | Browse...
@ User Permissions
> @‘v Remote Control
_@g Control Interface
@@ Show
__@g File Transfer
& starup
__@g vPro
% Fie Locations

g

In Directory

Record Repl ay F iles
Check t his option to enable ther ecording o f replay files. A replay file
will be create d each time the Control viewsa Client PC.

I nclude Audio

In additionto  recording t he scr een, mous e an d keyb oard activity, if
Client machines are configured foraudio, youcan include any

narr ation th at takes p lace.
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Prefi x Files With ClientNa me

Ino rderto identify e ach replay file, file names are prefi xed with the
Client name and the date/t ime of th e re cording. A lternatively, by

unc hecking this box, the file s will be named sequent ially inth e for mat
000000 O1.rpf etc.

In Folder
Specify wheret he replay files should be stored .

User P ermissi ons

These settin gs restrict the ite msth ata user running a confi gurat ion
can modify. Onlyi f this configuration is running as a NetS upport
Manager Admini strator can you restri ct the privileges of othe r users.

H Settings for Configuration: Standard X
Search settings z":'| Permit a user of this Configuration to:
- 7] Act as an Administrator
: @@ General ) Change Settings
] Connectivity Configure User Interface
A -@@ Security
{03 Settings

Event Logaing
Replay Files
User Permissions
’ -@@ Remote Control
@@ Control Interface
....@@ Show
-@@ File Transfer
&2 startup
.@@ vPro
-@@ File Locations

cancl st

Per mit a user of this C onfigurat _ion to

Actasan Admi nistrat or

When this box is checked , there are no restric tions appliedto the
user o f this configuration . This shoul d be enabled for atlea stone
account toal lowyout o alter other configurat ions.
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Cha ng e S ettings

This box is only avai lable w hen the co nfig uration isnotru nningas an
Admi nistrato r. Check thisb oxt o preventthe userrunning this
configuration from chan ging any setting s from within the user

int erface.

Config ure User Int erface

This check box is only available wh  en the co nfigur ation is no tru nning
as an Admin istrator, and Change Set tings ischecke d. Check this
box to prevent the user of the conf iguration from al teringan y

setti ngs tha t affect th e userinte rface.
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Remote Cont rol setting s

The follow ing settin gs enable you to configu re the behaviour of the
remote control opt ions when view ing Client work statio ns.

View

Keyboard/Mouse

Print Capt ure

Audio

View Settings

This option provides the configura tion options fo r view ing Client
workst ations. When editing the Client settings, all chan gesyou mak e
will only apply while you are connect ed tot hat Client . Ifyo u wish to
make your ch anges to the Contro | default, check Update

Configurat ion.

H Settings for Configuration: Standard X
Search settings ,CZ' Options
- -f“g‘;@ General [ 8105 Keyboard Scrollbars
.@@ Connectivity Confirm Switch to Full Screen Use Compression
28 securtty [CIFull sereen [walpaper
v =¥ Ramate Control [ scale to Fit [Jslank Client Screen
@ - [ Disconnect when Closed [video Skipping
9 View [ Screen Scrape Auto Clipboard
£03 Keyboard/Mouse
@ Print Capture
@ Audio Default Mode: Share v
-@@ Control Interface Cache Size: on -
{8t Show
- .@@ File Transfer Max Colour Depth: 256 colours (high quality) v
- -@ﬁ Startup
- -@@ wPro
{'53@ File Locations Change DOS Font... Change Japanese Font...
Update Configuration: Standard
cance b
4
Options

BIO S Key board

Checking t his option causes the Contro | to emul ate keyst rok es on the
Client atthe B 10S level ratherthanthe hardw are level . Use this if an
applicati on at the Client does n ot appearto be cor rectly acc epting
keystroke s fromt he Contr ol. Only u se this optioni fyou are
experiencing problem s with the de faultlow -level keyboa rd option.
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Con firm Switch to Full Screen
When this box is checked, you will be prompted to confirm switc hing
to Full Screen mode.

Ful | Screen
Checking this option will force the Controltov iew aClient in Full
Screen mode ratherth anin a window.

Scale to Fit
Check this option  if you want the cont ents oft he View wind ow to be
automati cally shrunkto fi tth e sizeable frame.

Dis conn ectw hen Clo sed
Check t his optionto disconn ectfr om a Client whena View window is
closed .

Screen Scrape

NetSupport Manager6 s vdurad, and the mos t efficient met hod for
capturi ng sc reen da ta is to hookint oth e Video Driver of the

work station being viewed.However, there may be occasionswhe n
this meth od will not work becaus e certai n application s bypass the
driver.Int hese circum stances , you can en able Screen Scrape mode
inord erto take a snapshot ofthe screen. Althought his willhave a
greater im pact ont he network, itwil | at least provi de an a ccurate
repres entation of the Clien t6 screen.

Scrollbars

You can turn off s crollba rs on the View win dows by un che cking this
option . This is use ful when using auto-scroll, asyou gain a little extra
worksp ace.

Use Com pre ssion
Check this boxto ena ble com pression when viewing a Clie nt dreens ¢
The stat e of this checkbox is al so r eflecte d in the General settings.

Wal Ip aper

Check this boxifyouw antthe Cl i e wall@aperto bevi sible when
viewing . Normal ly thisis turne d offtoim prove performanc e, so
expect the screen update speedto be imp acted by s electing this
option.

Blank Client Screen
This enables the Contro | user to blank th e Client scr een in a ny of the
View modes.
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Notes:

1  This feature is only available on Clients running Windows 10
v2004 and above (legacy support is provided for Clients running
Windows 8 and below).

1 If another Control, wi ththe Blank Client Screen s etting checked,
attempts to connect to a Client being controlled in Blank Client
Screen mode, th e origin al Contro | will be disconn ected . This is to
prevent| ess privileged us er s Ssurfimgni © 6 the back of a
more pr ivileged user.

Vide o Ski ppin g

NetSu ppor t Manag er Controls can be configure d for view ing
perform ance. The Co ntrol pr ogram will not display Client s creen
updatesifasub sequent update tothe area ofthe screen is made .
Unticking the box will result inallClient scree nupdates being
displaye d at the Co ntrol.

Auto Clip board

When en abled, it provides the quickes t method for co pying data. Use
shortcut keys to automatically copy fro m (Ctr [+C) and pas te to
(Ctrl+V ) t he clip boar d at both the Control a nd Client ma chines.

Default Mode

By default, when you vi ew a Client, you s tartviewing in Share mode .
If you prefert o start viewing in adifferentway , changeth e mode
from the list provided.

Cache Size

The NetSuppo rt M anager Control conta ins acacheto helpim prov e
overall performance . The cache s izes range from 256kto 16Mb and a
separat e cache is allocat ed to each C lient co nnecti on. If you are

runni ng ap plications on the Clie nt thatu se lot s of or larg e bitmaps,
incre ase th e cache sizet o improve the perf orma nce.

Max Colo_ur Depth

When you connec tto aClient, you canr estri ctthe colour depth that
issent. This isdone tor educe the amount of traffi ¢ between the
Client and Co ntrol. Reducet he colour deptht o 16 colour s ifyouare
using a pplicatio ns th at do no tre ly o n anyt hing other than the

stan dard 16 -colour palette.
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Not e: The col our depth set here willbe overridden by the se tting sin
the Clie nt& Confi guration, preven ting you from setti ng the
colour depth at a higher level. To alter these settings at the
Client, load the Advanced Configur ator and se lect { Remote
Control 7 View} and amendthe Max Co lour Dep th to the
required le vel.

Change DOS F_ont

Use th is dialog to sel ect the f ontt o use when di splay ing DOS scr eens.
This will be either from DOS Clients or Windows Client s running Full
Scree n DO S boxes . Windows uses a graph  ic charac ter set for

displa ying DOS screens. Th e higher the reso lutiontha tyou are
running Windows in, the |l arger the fontsiz e you willneed to set to
getanaccurate representation o fa DOS screen.

Change Japanese Font
Use this di alog to selectthe fon ttouse when displaying Ja panese
DOS screens.

Update C _onfigurat _ion Stand _ard
Check this box to upda te the cu rrent ly se lected config uration.
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Keyboar d/ Mou se sett ings

E Settings for Configuration: Standard K
Search settings ;’j:-| Keyboard Layout:
@@ Generzl Intemational Keyboard
--@@ Connectivity Unmapped Keyboard
--@@ Security
v @@‘ Remote Control Hotkeys
4§08 View 1Ak Left Shift
é Keyboard/Mouse [ Contral Right Shift
é Print Capture
é Audio Autoscroll speed Scroll Delay Mouse Delay
--@@ Control Interface ' ' '
@ﬂ Show Off Fastest  Min Max  Min Infinite
-----@@ File Transfer
@@ Startup [] Disable Num lock synchronisation
@@ vPro

\@3@ File Locations

Update Corfiguration: Standard

A

Keyboard Layout

I nternatio nal ke yboa rd

An internatio nal keybo ard | ayout will be used at the Con trol du ring a
view session.

To specify a diff erent ke yboard layout to be used at the Contr ol
during viewing, sel ect ther equired layout fro mthe dr op-down list .
These | ayouts ma p keys on the Contr ol to keys on th e Client

works tatio n. If bo th Clientand Co ntrol are using the same keyb oard
layout, you should s elect Unmapped Keyboard fromt he list .

Hotkeys
When you ar e viewing a Clientin Full Screen mode, hotkeys provide a

way of returning to the (possibly hidden) user inte rface. If the screen
resolution at the Cl ient is smaller than the resolution of the Control,
you can simply click  your mouse button outside the Vie w window to
stop view ing an d displa y th e View window again. Check the boxe sin
this group to deter mine the ke ysthat are used as hotkeys.
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If youar e using a keyboard that does not sup port thr ee scan co des,
choose only two options as your hot keys.

AutoSc_rol | Spe ed

When you are vie wing a C lient& scre en, the C ontrol ca n automa tically
scroll the content swhenthe mouse mov es clos e to the edges of the
window. Adjusting the sliding contro | setsth e sp eed at which the view
scrolls, from n ot at all to very fast

Scro |l De lay
When auto -scroll is enabled, yo u can cha nge the d elay bef ore the

scroll is activate d. If you wantthev iewto scroll as soon as the
mouse is at the edge of the s creen, move the slider tow ards Min . If
you pre fer alonge r delay before the auto-scroll tak es effect, move
the sli der towards Max .

Mo use Delay
Adjusti ng t he mou se delay allows you to re duce the ra te atw hich

mouse update s are sent from the Control tothe Client when
controlling or sharing . Move the slid er cont rol towards Infinite  to
reduce the rate and conse rve band widt h ortow ards Min forthe b est
mous e re sponse. This is useful on dial-up or very slow ne twork s.

Disable Num L ock Syn chr oni sati on

If using alapto p as the Control ma chine, check thisop tion to ens ure
that the keyboard & b ehavi our corresponds wit hthato fa standard
desktop machine.

Update Configuratio n Standard
Check thisboxto updatethe curre ntly selecte d configuration.
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Prin t Capt ure settings

Print Capture re directs p rinter ou tputfro ma local printer atthe C lient
tot he printer orfil e at this Control . You would use this when running
an appl ication ona Client but want any printe  d ou tput re directed to
the printe r thati s local to you.

E Settings for Cenfiguration: Standard x

Search settings

(@)
o)

E_____@@ General [JEnable Print Capture
. @@ Connectiity Capture to PDF/XPS document
@@ Security Automatically print document if possible
gl
v Remote Control
‘E? " Capture to Printer Microsoft Print to PDF (Ne01:)} Change...
@ View
o ture to File:
@ Keyboard/Mouse Capture to File:
O el .
@ Print Capture client32.prn Browse...
o
@ Audio
__@@ Control Interface Use Client Printer Driver:
@@ Show
-
@@ Z\I;r:'mnsfer Report Driver Used
u
© P Changes wiil take effect when you next connect to a Client.
73
g Pro

---@@ File Locations

Update Configuration: Standard

A

Enable Pr int Capture
Select th is optio n to enab le the Print Capture featu re. Ifthi s option is
unche cked, the output willb e printed at the Client.

N otes:
1 This option c an also be enabled whilst view ing a C lient . Click

Print Capture on the View window sta tus barand select Enable .

Alternatively , select Options to c onfigu re all print se ttings.

1 Inadditi onto enablingth isop tion at the Control , you also needt o

ensure t hat Print Capture is enab led int he Clie nt & Configura tion.
The privil eges are ena bled by de fault .

These o ptions specify where the printed outp ut will be r edirec ted to
on the Cont rol. This can be alocal or network ed printer, a PDF /XPS
document, or afile.
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Capture to PDF/XPS docu ment

Allows you to redirect the Cli ent print ing to a PDF /XPS docum ent. If
an XPS driver ora PDF printerisinstal led, this willbe used asthe
default pri nter . If b oth are available, the PDF printer takes

prefe rence.

Aut omatically pri nt documentifp  ossi ble
If printing is availabl e, this option al lows the doc umenttob e
printed automa tically at the Control.

Capture to P rinte r xxx

Select this option to red irectthe Client printingto alocal or network
prin ter. The name o fthe default printerthatis currently set upis
displayed.

Change
Select th is option to display a wind ow co ntain ing all of the p rinters
configure don your local w orks tation.

Captureto File
Allow s you to redirect the Client printing to a file th at can be printed
later. This file ca nbe onalocal or netw ork path .

Brows e
A file browse windo w will app ear wheny ou selectt his option , allowing
youto find alocation forth e capture file.

Use Client Printer Dri ver

When you enable Print Captu  re and c onnect to a Client, a printer
matchin g th e Control's local p rinter will be a utomatica lIly created at
the Client. Inso me c ases, say where the Control and Cl ient have
differe nt o perating systems, th e printdr iverma ynot install
automatically. Inthi s case, you will need to man ually install the print
driver atth e Client.

Please co ntact our Supporttea m for furt herin format ion.

Repor tDrive r used

When you ¢ onne cttoaC lient, adialog box will a ppear infor ming you
of th e printer driver thathas beenused . Ifn o matching drivers are
found, you will beinformed whet her you select this o ption or not.

Note: Printoutput iscaptured onlyfromth eportto whicht he d efault
printer is attache d. Note th att he Clie nt may change this when
Print Capture is ena bled.
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Ify ou e xperience p roblems w ith the W indows Client, try :

i Disabling 'fast p rinti ng direct to port 'att he Client .

i Removing any connectio nto anet work printer at the Client.

i Chang ing the printing prior ity atthe ClI ient to Low in Print
Manager, Options, Bac kgro un d printing

Update C onfiguration St and ard
Check this bo xto update the currently selected configuration

Not e: Ifyou are edit ing the Cl ient Settings, any changes you make
here will only apply while you are connected totha tClient. | f
you wishto make y our changes to the Control defau It, check
the Upd ate Config uratio n option.
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Audio settings
This option provides config urat ion opti ons f or using Audio Support.

If you are editing the Client settings, a Il chang es you make will only
apply while you are c onnect ed to that Client . If you wishtom ake
your ¢ hanges to the Co ntrol default, chec kthe Updat e

Configura tion box.

E Settings for Configuration: Standard X
Search settings ;’}| Volume
P cenerdl Threshold [ ]
Y )
;g Connectvity Microphone
--@@ Security
v --@@ Remote Control Speaker '
423 View Quiet Loud
203 Keyboard/Mouse O Test LU
i ﬂ Print Capture Enable
~-§03 Audio @®0F O Talk only
--@@ Control Interface Oon O Listen orly
@@ Show
@@ File Transfar Change Transmission Format..
...@@ Startup
@@ vPro
@@ File Locations
Update Corfiguration: Standard
Gncel Hel
A
Volu me

Thres hold 7 microphone sensitivity

Micro phone i volume of microph one.

Speaker i volu me of speake rs.

Test i Click Test ,to test the vo lume settin gs as you adjust.

Enab le

On i turn audio on.

Off i turn audio off.

Talk 1 tur nthe Contr ol audio to talk function only .
Listen T turnthe Contr ol audio to listen function only
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Selecting the Change Trans mission Format button allowsyo uto
change thet ransmi ssion format. Use o nly the le vel you need for
accepta ble quality . High qual ity setting s can affect screen updat e
perform ance. O ver remote com munica tion link s, we recommend you
use a transmission format of less than 2 kb/sec.

Control Inter face settings

These options enable you to c onfigure the different  compon ents
available to the n  amed c onfigu rati on.

I nter face setting s

This opti on enables you to co nfigur e the differe nt compo nents
available tothe nam ed conf igu ration.

E Settings for Configuration: Standard K
Search settings ,"3'| Settings
i General [Hide Client List [ client List Read-only
--@@ Connectivity [JHide Group List [ Group List Read-only
--@@ Security [ Hide DRl Directory Dizl Directory Read-only
&
ide Gateway ateway Read-on
48 Remote Control [Hide Gat: Caat Read-only
v --@@ Control Interface
Settings [ Disable Browse [JMessage on Disconnect
@ Functions [ Use internal speaker for Beep [ silent Disconnect
Help R St
@@ €lp Requests [JHide Auto Group List
ow
Hide empty auto groups
i Fle Transfer O pty auto group
.....@@ Startup
@@ vPro Shell Extension
.....@@‘ File Locations [IDisable shell Extension
Location details
[1show client location
Default client command
Double dlicking a client in the list: View ~
A
Settings

Hide Client List
Check this optio n to di sable the display of know n Clie nts for secur ity
reasons. The All Computers folderis hiddenin the Tree view.
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Hide G roup List

Check this box to disable all the display of  group s for securi ty
reasons. Any groups tha thave been creat edin the All Computers
fol der will be hidden .

Hid e Dial Directory
Check th is box to disabl e all remote network functions . The Remote
Net works folderis hiddenin the Tree view.

Note : T his option is enabled by d  efault.

Hid e Ga teway
Check thisb oxt o dis able t he Gateway function. The Internet
Gateways folder is hiddenin the Tree view.

Disable Browse
Check this box to d isable the browse function . The Browse folder is
hidden in the Tree view.

Useintern al speake r for Beep

By de fau lt, the a udible warning beep, wh ich sou nds betwee n
machines in functions such as Chat and View, comes fromth e PC&
int ernal speak er. There may be occasions whenit is more appropri ate
to use the workstation & sound card to gene rate the beep through
speakers, in wh ich case un check this b ox.

Hide Auto Group List
Allow s you to remove  the Auto Group function from t he Tree vi ew.

Hide e mpty auto grou ps
Allows y ou to hid e any auto group sthat don'thave any
Clients associated to them .

Client ListRead -only

Check this b oxto remove the  abilit y to al ter the Kn own Client list.
Clients are stil |l av ailable in the Tree view, but you cannot modify or
create new Clients.

Group List read -only

Check this boxto remove the abi lityto a Iter the Groups list. Groups
are still availab le in the Treevi ew, bu tyou cannot modi fy o r create
new groups.
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Dial Dire ctory Read -only

Check t his b ox to remove the ability to alte rthe Remote Netwo rks
list. The Remote Networks folder is still available in the Tree view,
but you cannot modify orcr  eate new items.

Gateway Read-only

Check this box toremov e the abil ityto a lter the Gateway list. The
Internet  Gateways folder is still available in the Tr ee view, but you
cannot modify or create new items.

Message on  Disconnect

When chec ked, the Control user will be prom ptedt o send a message
tot he Client when disc onnecting. This may be us eful to not ify the
user on the Clien twork stati on that the Cont rol user has finished
using th e workstation and advise what action has  been tak en.

Sile nt Disconnect

Should a C lientinad verten tly disconnect du ring a sessio n, a promp t
appears a tthe Control machine. Check this option to disabl e the
warni ng.

Shell Exten _sion

NetSuppor t Manager integrates directly wi th Window s Explorer ,
allow ing you tolaunch key f unctionality dire ctly from you r system
without need ing to firsts tart NetSup port Mana ger.

Disable Shel | Ex tensi on
Check this option to rem ove NetSuppor t Manager functionality fr om
the Explorer shell.

Loca ti on details _ (Geolocation)

Show CI ientloc ati on

This option will displ ay the location of the Clie ntinthe Control .
NetSup port Man ager will dis play the approximate locat ion of each
Client (the town, state and ¢ ountry - with supporting flag). Clients
can be grouped by country/loca tioninth e Auto G rou p feature.

Default Client command
By default, double -clicking a Clientint he List view opens a View
window. Here, you can change the action thatis p erformed.

Double -clicking a Clientin the list
Select what happen s wh en a Client is double -clicked from the drop -
down list . You can choose toopena View, File Transfer, Edit Regis  try,
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Inventory, Task Manager, Remote Command Prompt or Remote

PowerShell window.

Funct ions

This option enables you torestric t the functiona lity tha tis avai lable to

the Control.

n Settings for Configuration: Standard

| Search settings )

~ Restrict Functionality
- .@@ General [Ipisable File Transfer [IDisable Reboot
@’3 Connectivity [ Disable Chat [IDisable Logaff
@: ::Dr: contr [ Disable Send Message [IDisable Replay
2 _@@ Cantrol Interface [ Disable Broadcast Message Disable Registry Editing
@ Settings [ pisable File Manager [ Disable Blank Screen
Functions [ pisable Quick Connect [ Disable Inventory
Help Requests [ Disable Execute (] Disable Task Manager
! @Z S.huw [ Disable Remote Command Prompt
{51 File Transfer )
. _@@ Startup [ pisable PowerShell
- _\@Q‘ vPro [ Disable Duplicate Client Check
- _@@ File Locations []Disable PIN Connect

Remote Control
[ pisable Control [IDisable watch

[IDisable Share

Help

)

Re str_ict F_unc tionality

You can prevent the follow ing featur es from appearing in the Control

profil e by checking the approp  riate box es:

Disable File Transfer

Disable Ch at

Disable Send Messa ge

Disable Broadcast Me ssage
Disab le File M anager

Disable Du plicate C lient Ch eck*
Disable PIN Connect

Disable Quick Connect

Disable Execute

Disable Remote Command Pr  ompt
Disable PowerShell

Disable R eboot

Disable Logoff

B I T I I |
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= =4 -8 -4 -9

*

Disable Replay

Disable Reg istry Editi ng (this op tionis disable d by def ault)
Disable Blank Screen

Disable Inv entor y

Disable Task Manager

When browsin g for Clients, NetSupp ort Manager checks for

dupli cate Client details, onl y connecting to the first occu rrence of a
part icular add ress. Depen ding onthe set-up ofy our network
infrastructure , the re may be instances whe re d uplicate IDs are in
use. You cand isable th e check using this option.

Remote Contro |
The following items  disable the different view funct ions within the
NetSup port Manager Co ntrol:

1
1
1

Disable Contr ol
Disabl e Share
Disable Wa tch
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Help Request setti ngs

This option provides config uration optionsfor receiving help request s
from Clien ts.

H Settings for Configuration: Standard X
Search settings 0o When a Help Request amives:
@g General [] Highlight the Client in the Help Request list
@@ Connectivity [ Display & message
C e [ Play a sound
» {5 Security
: "ié:g@ Remote Control 7T
\:'-@g Control Interface
: @ Settings Control Status for incoming Client Connections):
? Functions (®) Available to take Help Requests
: £03 Help Requests () Not available for Help Requests
‘(E:!@ Show () Busy at the moment
\@@ File Transfer
’@S@ Startup [ Set status to 'Busy’ when connected to
@g vPro
: @@ File Locations
Cancel Help
A

When a Help Requ est arri ves:

Hig hlight the Cl ient inth e Help Req uest list

Check this box to highlight t he Clienticoninthe Li  stviewwhen a
help request is sent .

Display a m essage
Check this boxto have help request messages displayed on the
Control screen.

Play a soun d
Checkt his boxto play a sound wh en aClientsendsa help request
Select Browse to specify the sound.

Control Status (for inc oming Client Connections)
Avai lable to take Help Reque sts
Check this box to be a vailable t oreceive allin coming help messa ges.
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Not available totak e Help Request s
Check th is box to notreceive any help mess ages.

Busy at the mome nt

Check this box to be  available to receive allinco  ming h elp messages,
but not when connecte dto xxx number of Clients. Ensure thaty ou
specify the num ber of Clients you n eed to be conn ected to in orderto
be considered busy.

Set St atus t o ¢ Bu snnéctedud xexnor ncore Clients
Specify the number of  Clientsyou needto  be connected to in orderto
be conside red busy.

Show setti ngs

The Sho w feat ure allows you to display the Control s creenonall ,
some or on e of the Client's scre  ens. From here, you can configu re the
settings fora Show.

E Settings for Configuration: Standard X
| Search settings ,":I" Show
P [] Sereen Scrape
{é‘k@ enera . Max Colour Depth: 256 colours fhigh quality) ~
15 Connectivity
.@@ Security [] Show Hotkeys
48 Remote Control [ 5end Physical Forts
-@@ Control Interface
...@@ Show
---@@ File Transfer
gl startup
@;@ vPro
@@ File Locations
ance Hel

Screen Scra pe

NetSupportd s vdueed, an d the most efficient method for capturing
screen da taisto hook intot he Video Driver of the workstation bein g
viewed . However, there  may be occasions whe n this method will not
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work because certain applicatio ns bypass thedriver.Int hese

circu mst ances, y ou can enable screen scrape mode inorderto take

a snapshot of t he scr een. Although this will have a greater impact on
the network, i twill at least prov  ide an accurate representation o f the
Clientds screen.

Max Col our Depth
Allows you to se lect the max imum colour de pth when show ing to
Clients. By defau It, this will be set to 256 (high) colours.

Show Hotkeys

To ensure that all action s performed by the  Control are visible to

Clients d uring a Show, you can en  able the use of hotkeys. A ny key
comb inations t hat the Contr ol uses, e .g. CTRL+V, will be displaye d in
a balloon atbo tht he Control and Client screens.

Sen d Physical Fonts

In orde rto reduce the vol ume of data being sent when shar ing
information of this  natu re, NetSupport Manager passes the font

info rmat ion by re ference. T he target workstation  will r efer toits own
inte rnal font mappings to find an appropria te match to the one that

has been sent .In most cases, the same fonts  will be available, but if
there are instances where thi s isn 6the case, you can send the full
info rma tion. Check thisbo xtoe nable.
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File Transf er settings

This option prov ides configuration opt ions for transferring files . They
allow you to alter the way in which information is display ed and
enables you to se t safety f eatures such as confirmation befo re
performing a damagin g operati on.

Ifyou are editingt he Client setting s, all changes you mak e will only
apply while you are co nnected to tha t Clie nt. If you wish to make

your changes to the Control default, ch  eckthe Updat e

Configuration box.

E Settings for Configuration: Standard X
Search settings ,"j‘ Display Options
@g General [15how System/Hidden files
> @@1 Connectivity ® Show file details
> _@@ Security O show filenames only
-@@ Remote Control
: _@@ Control Interface Confirm
@‘? Show Folder copy File averwrite
@ﬂ File Transfer Folder delete File delete
g Startup
@@ vPro Use Recycle Bin for local deletions (when available)
@g Fiie Locations [ Use compression
Delta file transfer
Priority (when also viewing): '
Low High

Automatically close progress when copy finished

Safe file types. You won't be prompted before opening client files
of this type

| bmp;pna;ipg;ipea;aii;xt;doc

Update Configuration: Standard

4

Displa_y Options

Show System/Hidd enfil es

Check thisboxt o display all files with system and hidden attri but es.
By default, thiso ption is unchecked.

Show file details

Select this option to disp  lay multiple columns of information for each
file in the list . These show the file size, mo  dified d ate, attr ibutes and
short file name . You can toggle between this st ate and the file names
only state by usingth elist style buttons in the File Transfer user
interface .
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Show file  na mes only

Select this option to only displ ay file namesinthe filelists . This
allows youto display more files atthe same time than withf ile
details. You can toggle betwe ent his state andth e details state by
using the list style  buttons in the File Tra  nsfer user interface .

Confirm

When you p erform potentially da  ngerous file operations, such as
delet ing a directory o rfile, you can maket he Con trol display a
Confirm ation dialog box . This hel ps p revent accidental loss of data
you are familiar withth e user inte rface , you can turn these opti  ons
off as required . By default, a Il the confirm atio n setti ngs are turned
on.

Folder copy
Make th e user confirm before copyin g adi rectory struct ure.

Fold er delete
Make the user confirm bef  ore deleting a directory str ucture.

File overwrite

If checked, d isplays a confirmat ion dialog befo re overwriting an
existin g file. However, if unchecke d, the confi rmati on m essage will
still appear if system/hid den fi les are about to be overwritten.

File delete
Display a confirm ation dialog before deleting one or more f iles.

Use Recycle  Bin for local dele tions (when ava ilable)
All files delete d from the Local pane will be sent tothe recycle bin.
This is enable d by d efau lt.

Use Compression

Check this box to enable the use of co mpres sion. When you are
communicating with a Client, whether itisaFile Transfer, View or
Chat sess ion, the data bei ng sentan dreceived willb e compressed .
This also prov ides a means o fsecu rity , as the data  will also be
encrypte d.

Delta File Transfer

Delta File Transfer improves performance by skipping thet ransfer of
inform ation that is unch anged. If the file being transferre d already
exists int he destination directory , only the ch anged p arts of the file
will be updated.

L f
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Delta File Transfer is enab led by defa ult.

Priority (when also View ing)

When you are transferring fil es and viewing a Client & scre en at the
same time, ea ch operatio nimp acts the performance of the o ther. You
can reduce th e priority of a file transfer operat ion to make the

viewing more respon sive and vice -versa. Slide the control tothe left
to give the f ile transfer highe r prior ity ortotheri ght to give Client
views hig her priority . Ifyouar enot viewing a Client, th is setting is
ignored .

Automatically ¢ lose progress when copy finished
Closes the File Transfer Progre ss dialog autom atically on completi on.
Untick this option if you wantto s ee th e File Transfer re sults.

Safe file types

When opening a remote Client file, a warning appears asking you to
confirm before continuing in case the file is unsafe. A list of safe file
types is provided andy ou won' tb e prompted before opening these
file types. By de fault, .bmp, .png , .j pg, .txt and .doc filet  ypes are
included in the list. You can edit or add additional file types to the list
(separate each f ile type with a semi  -colon) as required.

Note : Certainfi le typessucha s.exe,.cmda nd .bat files wil | stil |
receive a promp tev en if they have been add  ed to the list.

Update Configuration S tandard
Check this boxto upd ate the currently selected configura tion.
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Start up settings

This section configures the op tio ns that a ffect NetSupport Manager at
startu p. You can co nnecttoa Client, group, remote network or even
performa browse . This enabl es you to performa repeti tive taskt hat
you would normally do everytimeyou start the Control.

H Settings for Configuration: Standard X

Search settings

}-]| At Startup:

;"'@@ General

> 5 Connectivity

> ® Security

: -@ﬁ Remote Control
: -@ﬁ Control Interface

[] Dial Remote Network
[ Connect to Client
[[] Connect to Group

[ Browse for Clients starting with

g Show

’@j@ Show Start Viewing

-@@ File Transfer Watch Share Control
-5 Startup

@@ . lcons

b -@ﬁ File Locations

Disconnect
Exit Program on Disconnect
Exit Program after Hanging up the phone

These options are only available on non-Administrator Corfigurations

ance Heb

At Startup
Dial Rem ote Ne tw ork

Select thi s check box if youwanttod iala remote networ k when the
Contr ol starts . When thisitemis checked, the list of rem ote ne tworks
config ured is en abled. Select one of thes e netw orkst o conti nue.

Connect to Client

Select this checkbox tocon nectto aClientwhent he Contro |starts .
All of the Clientsin your Known Client s List will b e displa yed he re,
with th e tran sport appende dtothen ame, for example, TE ST1<T CP>.

Connec tt o Group
Select this checkbox to connect toagro up of C lients whenth e
Control starts . All of th e groups cr eated will be displ ayed in this list
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Br ow se for Clients starting with é

When the Control starts , itcanp erforma browse using the
information s uppli ed. Enter a parti al Client name or leave this bl ank
to find all available Cl ients . The Clients found will appearin the
Brow se folder in the Tree view .

Start Viewing

Wheny ou have selected one ofth e checkb oxes abov e, you havet he

optionto view the Client when the contro | starts. Select this ch eckbox
to enable the three options below . This allows youto cho ose how the
Client is vie wed .

Wa tch
Start watching the Clie nt or Client s whe nth e Control starts.

Share
Start sharing the Cliento r Clients when the Control starts .

Con tro |
Start controlling the Client or Clients when the Con tro| starts.

| cons

This util ity allows you to createiconsony ourd esktopthatload a

NetS upport Manager Control with a specifi c named configuration . This
means that you can h  ave s evera | shortcuts that au tom atica lly conne ct
to o ne or more Clients whe nrun .

Disco nnect
The follow ing options are o nly available on non -administr ative
config urations.

Exit Pr ogram on Dis  conn ect

Select this checkb ox to f orce the Controlto shut down when you
discon nect froma Client . Thisoptionisv ery usefulwhen used in
conju nction w ith the option a bove and con nectingtoa Clienta t

start up.

Exit Pr ogram a fter Hangi ng up the phon e

Select this ch eckbox to force the Controlto shut down once adial -up
session has been comple ted. This is most useful w hen used with
diallinga remote network at startup.
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VvPro

Allows you to cho ose which mode to use when looking f  or and
connectin g to In tel vPro machine s.

E Settings for Configuration: Standard X
Search settings /-‘:‘-‘ Configuration

@@ General () Basic {Small Business) Mode

.@@ Connectivity (O Advanced (Erterprise) Mode

&

{5 Securtty

'@: Remote Contral Inte!(R) Setup and Configuration Service

-f\‘_.;:;@ Control Interface HTTPS Mode
{5 Show

@@ File Transfer 5CS Service URL: hitps //provisionserver domain/amtscs

787 startup

@@ wPro WMI Mode

@@ File Locations 5CS Server Name provisionserver

Gance Heb
A

Configura _tion

Basic (Smal | Business) Mode

Select this o ptionto sca nfor vPro machines on yourn etworkusing an
IP addr ess range. You will be required to entera  user name and
password t o establish a connection.

Advance d (Enterpr ise) Mod e
Select this optiontoret rieve vPro machi nes fromthe SCS server . A
certificate will be required to establisha connection.

Inte I® Set up and Conf igurat ion Service
These options will only be available w hen using Advanced mode.

HTTPS M ode:
SCS Servic e URL
Enter the URL for the SC S service.
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WMI  mode:
SCS Server Name
Enter th e name of the SCS server.

File Locatio n settings

This option provides configuration  optio ns for Client, group,r emote
networks, tools and scripting f ile locations. This facility all ows a
Control use r to have unique Control file s, enablingaCon troluserto
access the ir Control files from any Cont  rol workstatio n.

E Settings for Configuration: Standard *
Search settings ,":I" Client File
@ﬁ‘ General |c|\ent.r|sm | Change
758 Connectiviy
_@@ Security Group File
-@ﬂ Remote Control |9’°UP nsm | Change...
-@ﬂ Control Interface
@ﬁ‘ Show Bemote Metworks File
757 Fle Transfer [remtenem || cnange...
& startup
@ﬂ‘ wPro Tools File
@@ File Locations |I00\s.nsm | Change
Script File
|scripts nsm | Change...

[ Use shared data files

cancs e

Client File

Click Change to specify a n alternat ive loca tion for all C ontrol &, Client
details. To make files read -only , checkth e ClientL ist Read Only
check box inthe Control Configur ation User Interface se tti ngs.

Group File

Click Chang e to specify a n alternative location for all pr ofiled

Contr o | @graup de tails. To ma ke files read-only, checkthe Group
List Read Only  checkbox inthe Cont rol Confi gur ation User Interf ace
settings.
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Remo te Networks File

Click Change to specify an alter native locati on for all profiled

Cont r odmbts netwo rk details. To make filesr ead-only, check the
Dial Director y Folder Read Only checkbox inth e Control

Configura tion User Interface  settings.

Tools File

Click Change to s pecify an alternative locat  ion for all profil ed
Cont r towdl dewils. The reisnofacilitytom akethes e filesread-
only.

Script s File
Click Cha nge to specify an altern ative | ocation f or all pro filed
Cont r odrig details.s

Use s har ed data files
Checkin g this option allows y  ou to share data wi th other users.
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Managing and  organisin g
Clients

Inth is chapt er é

You will fin d out how tob etter manage your database of Client
PCs. Group Client s by departme nt or geogra phic locat ion and
customiset he prope rties of each Clie nt.
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Add a new Client

NetSup port M anager m aintains a datab ase of all Known C lients. This

is stored inthe All Computers folderin the Tree view and provides
fast way to connecttot  hose Clients without having to perform a
brows e.

You can also see add itional infor mation about the C lient , such as
names, ¢ ontact numbers etc.

To p opulate the  known Client s database
1. Usethe browse functionto look up available Clients and connect

to the m. A Il required information about that Client will then be
stored inthe All Comput ers folder.

Or

Selectt he Home tab inth eribbon and click New .

Or

Select the All Computers folder and d ouble -click New C lient .
2. You will then be prompted  for the following  information:

 Thename of the Client.

1 The network addres s of the Clie nt.

1 The networ k transportitisr unning under .

a

Note : Sel ect | 6 thbose the nam e from a Browse list to

perform a browse and s elect a Clie ntfro mt he Browse list.

3. Click Next .

4. To enter addit ionalinformation to be stored with theCli ent 6
detail s, select Yes, ent ermoreinf ormation . To fini sh adding
the Client, s elect No. The informati on you can additionally store
is:

1 Analte rnativ e name to be disp layed atthe Control for that
Client .

1 Atext description about thatClient.

1 Acontactname.

1 Acontact telephone num ber.

5. Click Finish . The newly cr eated Client will now a ppear inthe All
Comput ers folderand be displa yed inthe Listv iew.

S
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Delete a Cl ient

As part of ma intaining a datab ase of known Cli ents, g ood
housekeeping requ ires deleting unuse d previously sav ed Clients from
the AllC omput ers folderi nthe Control Tree view .

Todeletea knownC lient from the d atabas e
1. Select the All Computers folder inth e Tree view and select the
re quired Client.

2. Right-click the Clientan d click Delete @
3. A prompt will appear asking for confi rmation.

Renaming a Client

Ins tead of displaying the Client & phy sical name, NetSu pport Manager
allows you tosetadi ffere ntnamet hat will be displa yed at the
Control.

For example, a workstation running a Client may hav e a descr iption
allocat ed by you , such as Sales 2. This workstat ion may move to the
Accounts depart ment, and a s such, you wish toren ame it to Accounts
3.

To rename acClie nt
1. Selectthe AIllC omputers folderinthe Treeview and sele ct the
required Client.

2. Selectth etabinth e ribbon displaying the Client's name and cl ick
Properties
Or
Right-click the Clienta nd click Prope rti es .

3. The Client Properties dialog wil | appear.

4. Select the Deta ils tab.

This is where you can store background information abou t the
Clien t workstation . The fol lowing op tions a re available:

Displ ay name

Use the display name to provide af riendl ier n ame for the Client
to be displayed at the Control . By def ault, t he physical Client
name is use d.

Description
Here, you can enter any useful information abou tthe Cli ent.
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Contacta nd Phone number
Stor e the name of the wor  kstat ion user and are levant tele phone
number for the workstation.

Mac/Eth ernet address
Store the Ma c/Etherne t address of the Clien  t wo rkstation.

Note:  This only chan ges the stored nam e ont he Control. Itd oes not
affectt he physi cal name of the Clientthat willbe displayed at
another Contr ol orifyoudoa browse.

Setting Client properties

You can store additio nal infor mation ab out a C lient w orkst ation and
its user. This information  canthen beviewed in the detailed List view.
You choose which  columns are displayed inthe List view by se lecting
the Viewt abinthe ribbon and clicking Columns

To adjustCl ient prop ertie s

1. Select the All Comput ers folder inthe Treeview and selectthe
required Client.

2. Select the tab in the ribbon displaying the Client's name and click
Properties
Or

Right -click the Clienta nd click Propert ies .
3. The Client Properties dialog will be displayed. The followin gtabs
are av ailable:

Gene ral

This ta b displays the physi cal Client name and location, the
transportt he Clie ntis using and the Client' s network address.
You can also decide if the Client isin clud ed in shows /sc ans.

Detai Is
Thist ab al lows you to store  backg round in formati on about the
Client, such as the name  you want displayed at the Control for

this C lient, the description you want to associate with th is Client,
the contact name and pho ne number , and the M ac/ Ethernet
addre ss.
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Sy ste m Info rmation

Thist ab will only b e displayed oncey ou hav e connectedt o the
Client. It displays the following system infor m ation about the
Client:

The mach ine and logg ed on user na me

The IP addres s of the Cl ient

The last c onn ection date and tim e

The o perating s ystem the Clienti s running on

The location ofthe Client

The type of device the Clie ntis using

What version of Net  Suppor t Man ager the C lientis runn ing.

E I

vPro
This tab will only be displaye d if the Cl ientisrunning on a vPro
machine. It shows the vPro version.
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Cre ating a new group

NetSup port Manager allows you to or ganise Cl ientsi nto group s for
easier access and manageme nt. Fore xampl e, you might group all the
Clientsint he Acco unts d epartm ent into a single group cal led
Accounts. You can als o create sub-groups which are attached to a
group, this may be usefulifth e Account s depar tment has different
offices , y ou canthen have a sub-group forthe L ondon office and one
for t he Camb ridge office .

Note : Client s are also g rouped by pre -define d cri teria, platform and
Client version inthe  Auto Group folderinthe Tree view .
These groups are fixed and are un  able to be changed.

To create a group

1. Make sure therequire d Clients have previously been con necte d as
this will store theminthe AllComp uters folderand maket hem
available for grouping.

2. Select the Home tab in the ribbon, click the New icon drop -down
arrow and select  Group .

3. Thiswill display the A dd a group wizard,  which will guide you
throug h the proces s of adding or removing Clients in your new
group.

4. Click Finish .

To create asub  -group

1. Select the group that you wish to attach the sub -group to.

2. Select the Group tab in the ribbon and c lick New .

3. This will displayt he Add a group wi zard, which will guide you
through the process  of adding or removing Clients in your new
group.

4. Click Finish .

Note: Clients specified inasub -group will also appear in the group
above it.
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Adding/ removin gClients ina group

NetSup port Manager allow syouto group selected Clients together to
allow eas ier managemen t.

For exa mple, youmay have anumber of works tations all associated
with the Sales depart ment. B y pl acing each of the individual Clients in
a pred efined group, youc anthen perf orm o perat ionsinasi ngle
action to all members within that gr oup.

Toadd Clientstoa group
1. Openthe AllCompu ters folder and select the g roupy ou wantto
add the Client to.

2. Right-click and select Prope rties .
Or
Selectt he Gro up tab in the rib  bon and click Properties
3. Chooset he Memb ers tab
4. Select wh ich Client you wish to add to the group.
5. Click Add.

1. Select the Clients in the Listv iew.

—]1
2. Right-click and choose Addt o Gro up = .
Or
Select the Selection tab that appears inthe ribbon and click Add
to Group

Note : This tab will only appear if multiple Clients are selected.

3. Select the required grou p and cli ck Add .

=

Select the Client in the List vi ew.
2. Left-click and d rag and drop the Cl ient into the relevant group.

To rem ove Clientsfr oma group
1. Openth e All Com puters folder and se lect the group you want to
remove Clients from .

2. Right-click and select Properties .
Or
Select the Group tab in the ribb on and click Propert ies.

3. Choose the Memb ers tab

4. Select the Client (s)y ou wis h tore move from the group andcl ick
Remov e.
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Or

When you have f inishe d adjusti ng the members  of y our group,
click OK.

Open the All Computers folder and select the group you want to
remove Clients from.

Select the Client(s) you wan  ttoremov e from the gr oup inthe
List v iew.

Select the Group tab in the ribbon and click Remove from

group .

Note: To move a Clientto a different  group, select the Client icon

and drag and drop to the new group. This will rem ove the
Client from a ll leve Isin the previous group .

Setti ng group prop erties

Havin g cre ated a group , you may b e required to re view or change its
name, descr iption or member s.

To adjust a grou p& pro perties

1.
2.

Highlight the req uired group fromt he Tree view .
Select the Group tabin therib bon and c lick Properti es.
Or

Right-click the group and click Propert ies .
The Grou p Prope rties dialog will be displayed . This has two tabs:

General
Shows the name an d a descriptio nofth e group, you can also
cust omis e the appearance of th e clie nt icons.

Mem ber s
Lists the CI ients in the group . From here ,you can add orr emove
Clients in the group .
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NetS upport S criptin ¢

| n this chapter é

Learn about NetSuppo r t 6 s p oserégptinfglalnguage and how
it c an be used to aut omate re petitive tasks.
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NetS upport Scripti ng overvie w

NetSupport includes a po werful Scripting Language and Scheduler
that al lows you to automate the tasks  you would normally perform
repet itively inthe NetSupport Manag er Control.

For example, you migh tset upa scriptth at runs unattende d
overnight to connect to anu mber of remote NetSupport Manag er
Clients a nd upload or downl oad fil es to them.

This is a simpl e case, but NetSupport Scripting also contains a wealth
of desktop managemen tfunction ssuch asthe abilit ytoin terrogate
Clients and retrieve information such as t heir fre e disk s pace, what
operating system they are running, etc.

You could even use NetSu pport S cripti ng to distribu te appli cati ons by
using a comb ination of File T ransfer, R emotel y Execute application s
and e dit the Re gistry.

Anything that you do manua lly with NetSuppo rt Manager , youcan do
automatically wi  th NetSupport Scri pting.

The follo wingar e just afew of the hig hligh ts:

1 A powe rful, struct ured language

1 A widerang e ofte xt man ipulati on func tions.

1 The abili ty to work with multiple connected Clients .

1 Local and r emote ope rati ons are supported .

1 Full logging of activitie s.

1 The ability to supple ment the system log wit h yo ur own log
messages .

1 Allof the sec urity feat ures as sociated with the 32 -bit co ntrol ar e
available .

1  Your scripts will not c ontain visib le human -read able password s to
develop your scripts .

A full descripti on of the Script Editor can be found in the o nline help.
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Starting  the Script Edito r

The Scriptin g Editor allows you to edit and creat e automated
Net Support M anager script s.

To startthe Sc riptEd itor

1. Choose {Start }{Prog rams} { NetSupport M anager { NetSup port
Manager Script Editor}.

2. The Script Editor m ain window will a ppear .

The S cript E ditor isdivide d into four main sections:
 The menu bar and tool bar

T The Comma nd win dow

1 Edit dialog window

1 Script Out put Frame.

Cre atinga simple script

NetSuppor t Scripting contains so many functions thatit isnot
possible to coverthemall .| nstead, we will take you syste matically
throug h creating, testing and r unning a simple script. You can then
explo re the fu Il fu nctionality y ourself.

Tocreatea script

1. Choose {File}{Ne w} fromthe Scripting drop -down menu bar .

2. Anew Script dialog window will appear .

3. Doubl eclick onthe Functionsfolder and then again on the Client
sub-folde r. A listof functions relatingtot he Client will be
displayed.

4. Select afunctionand drag and dro pitintoth e Script dialog
window .

5. Adialogbo x will appear, prompting you for the var iables you
need to enter.

6. Select a transport for the scripttorunon by se lecting the
SetTranspo rt functi on, d rag and drop it into the Sc ript dia log
window .

7. A dialog bo x will appea r, select which transp ortsy ou wish to use
and click OK. Th e correct syntax  will a utomati cally beinserte d in
the script.

8. Selectt he Connect func tion, draganddropitinto the Scri pt
dialog window .

9. Enter the Clie nt(s)wo rkst ationt o connectto andrunyou r script
over.

10. Continu eint his man ner unt il you have compl eted your script .
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Note s :

1 To access help for a function, select there quired function , right-
click and choose Display Hel pOn xxx .

1 Itisad visable toreg ularly ¢ heck the sy ntax of your script, cho ose
{ Run{Check Syntax }from the drop-down menu. The script will
then be ¢ hecked andthe results display ed in the output fra me at
th e bottom of the sc reen.

Sch edulingan d running a script

You schedu le a scripttor un usingthe NetSupp ort Man ager Scripting
Agent. Startthi s from the NetSupport Manager program group .

The Scripting Agent cont ains ma ny functions for tai loring the
sched ule to your e xact needs. Yo u create aschedule by choosing
{S cript{ Add}an d selectin g orad dingt he deta ilsyou wanti nthe
Sche dule dialog.

You can setma ny scriptstorun in the same schedul e. You c an even
set the ru nning o f one script to depend o nthe results from another.

Net Support Scriptingi s an excepti onally pow erful tool and th ere are
an al most un limited number of ways o nwhichitcan be use d. Here
are ju st a few ideas for you to cons ider:

1 Connectto Clients at remo te sites ov ernightviaa dial -up link and
retrieve their day® sales.

1 Connect to every Cliento nthe Loc al LAN and retrie veits free d isk
space. Raise an aler tifitis| esstha nacer tainlimi t.

1 Send a commandtoeveryCli enttol oginto the File Server and
downloa d a database.

1 Send amessageto allClientst o bereadby the users firstth ing
in t he mornin g.

1 Downloa d an ap plication ove rnight and use the Ex ecute
Commandt oruni ts set-up.

1 Updat e your NetSupport Manager Clientstot he latest version.

The list is endl ess.
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Techn ical reference

In this chapter é

Addit iona | techn ical informa tion is provided , which will furth er
enhance your unde rstanding of NetS upport Manage r featu res.
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Unloadin g a NetS up po rt M anager Client

This allow s you to stop the NetSuppor t Manage r Client pr ogram from
running .

1. Use Net Stop Clien t32 fro mthe command line.

Restar tinga Cli ent

In orde rto save any chan ges made toa profile, the file Client3 2U.ini
must be sav ed. Once saved , the Client should be restarte dforthe se
chang es to take effect . You can sto p/start the Client from the Client
Configura tor dia log box.

To save change smadetoa profile

1. Choose {File } {Save} fromth e Client Con figurator drop-down
menu .
Or
Clickthe Save iconon the toolbar .

To restar tthe Cli entfrom the Clien tConfi gurat ordialo g box
1. Clickth e Restart icon onthet oolbar. A dial og with the Client
infor mation and lic ence det ails will appear .

Or

1. Choose {File{ RestartClie nt}f romthe Client Configurator drop-
down menu.

2. Adialog box will appear inform ing youth atthe Client32serviceis
being started .

3. Adialog witht he Clie ntinfo rmation and licence details will
appear.
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Usin g compress ion effe ctively

Compression can be configur ed tot hree differe nt settin gs, on, off or
always. When co mpressio nistu rned on, screend ata and file transfe r
oper ations ar e compre ssed. However, if afi le istr ansferred that is
already stored comp ressed (such asa zipped file or certaingra phic
files), NetSup port Manager will sto p trying to compre ssitf urthe r after
64KByte s. If Use Compres sion isturne d on, the file is comp ressed
no matter whatits inte rnal structureis . This can be us eful for
encrypting the file.

The compres sing and decom pressing of the inf ormation tak es time.
On a dial-up link, the ov erhea d of com pressin g and d ecompressi ng is
minimal ¢ ompar ed to the trans fer spe ed of the modems. Howev er, on
a local LAN, ifeit herthe Control and/or Clienta re lo w specificati on
workstation s, thet ime takent o compress, transfer the data and then
decompr ess can be gr eatert han justsending the information dire ctly.
Int his case, it is probably betterto turn com pression off.

You can us e the Compre ssion tab in the Aboutboxto determineiff ile
and screeninfo rmationis being comp ressed efficiently . Time copying
files of kno wn size s to deter mine if compress ion is speedin g up your
connection to the Client.

Usi ng cache effecti vely

NetS upport Manag er can store areas of the Client screen in | ocal
memory. This enables th e Contro | to deter mine wh ether itneed sto
get the areafromt he Client (relat ively slow) or from local m emory
(fast) . This is commo nly referred to as a cache.

The Client and Control uset he same size cache. The siz e ofthe cache
for the Client is set via the Con figurator and the size of the Control
cache issetin the View settings. The lower oft he Controlan d Client
values is used.

Use the Cache ta b of the Aboutboxto de termine h ow ef ficiently the
cache is curr ently wo rkin g. Ift he hitrate is low, then not many items
have b eenre quested fromt he cache (or your remote control sess ion
has not be en veryinten sive). You could s ave memo ry by reducingth e
sizeof the cache. If the hit rate is high, then the cacheis being us ed
heavily. In thiscas e, youmay| iket oincrease the si ze of the cacheto
speed up the remot e control session.
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The cache on the Controlis created for each Client whenit is viewed ,
beart his inmind if youregul arly viewmultiple Cl i ent érs.lfscr e
each Client has a 4Mbyt e cache and youv iew 6 oft hem, th e Cont rol

wil | alloc ate 24Mb of memor . If the total size of all the ca ches

exceeds your physical memo ry size , then the operatin g syste m will

start paging memo ryto disk, this will affect the perform ance of the
cache.

If you have Cli ents with diffe rent ca che si zes set, confi gureth e
Controls to be as big asthel argestClien t setting. Tha tway, the
Contro | will a lways allocate the largest cache the Clie ntcans uppor t.

325



NetSupp ortM anagervl 4.00

Remote inventory and system information

For many support teams, an important part of the problem resolution

process is knowing not only what platform the wo rkstation is running
but its ha rdware specifications a nd the applicatio nsinstalled on the
workstation. NetSupport Manager provides a real -time view of the

hardware and software inventory of the remote PC.

In addi tion to it s sophisticated hardware/softwa re reporting, where a
wealth of information is collect ed specifically a bout the hardware or
environment of the Client PC, you can obtain details of installed

hotfixes and use the Task Manager to view and manage appl ications,
processes and services that are currently running.

As well a sthe real -time reporti ng, NetSupport Ma nage r also provides
the tools, security permitting, to allow you to remotely stop and start
services, end applications and processes.

Displayt heinvento ry for the selected Client
1. Selectthereq uired Clien t iconin the Control window List view .

2. Selectthe Hom e or Remote tab in the ribbon and click Inventory
Or
Select the tab displaying the Client's name in the ribbon and click
Inventory
Or

Right -click and select Inve ntor y.
3. The Inventory wind ow fort he selected Client will appear.

Note : Once collected, the various Client inventor ies are stored loc ally
in the NetSupport Manager progr am folder , me aning that you
do not need to be connectedto thetargetP Ctobeablet o
view the infor mati on at a later date. Simp ly select the
requi red Client from the Listviewa nd choose the | nventory
option. However, if you subsequently wan ttoref resh the
inventory , you do need to connecttothet arget PC.
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The Inventory w indow

The Inven tory window isthe primary interf ace for accessingt he
wealth of in form ation that NetSuppo rt Manager 6 s i towy demtur e
provides.

Hardware Inventory Summary HPLAP-2 Last Updated : 18 Jul 2022 14:10:10

Ecomecsa: 1 -

The c aptio n bar

The cap tion bar displ ays the name of the remote Clie nt PC whose
system inventor vy is being viewed. Clicking the Client name brings up
a Remo te M anagement pane, and from here, you can see de tails of
the Client and pe rform a variety of functio ns.

By default, the Clientname, wirele ss and battery indicators (if
applicable) and se curity status (shows if TLS or encryptio n are
enabled or not) are  disp layed on the caption bar.  You can customise
what is displayed and choose to show the Client's log ged-onuser
name, IP address, operating s ystem, enclosur e type and location by
right -clicking the Client name.

No te : Changing the Client  display options here will also change them
on the quick access bar, connected Clients list on the status
bar and when zooming into thumbnails.

The follow ing options are ava ilable:

Show or hide the rib  bon.

ﬁ Shows how many wind ows are 0 pen. From here , you can
access the Window menu.
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Access the o nline hel p and versi on numbe r, licensee and

Technic al Sup port infor mation.

Th e ribbon
The ribbon provides ac  cess to the inventory componen ts and you can
refresh, pr int and exportthe  current view.

The following inventor y view s are available:

il

Hardwar e

NetSupport Manage r collects arange ofi nformation specif ically
aboutthe hardwar e or environm entofthe Client PC, providing all
the key i nformation needed to assist in speedy proble m

resolut ion.

o = s

Hardware| Software HolFixes  Refesh Prnt Emport

Hardware Inventory Summary HPLAP-2 Last Updated : 18 Jul 2022 14:10:10 =

System Overview Hana:

]

Motherboard

Not e: The inventory function s included w ith NetS up port
Manager are designe dto runo ver TCP/IP. T he Network
adapte r details will notbe displayed if TC P/IP isnot
instal led.

Softwar e

Provides a full software inv entory reportfora ny selec ted Client
PC. Incl ude s the name of ea ch installed pr oduct, the
manufacturer, producticon , version numb erand even the
associated exe file .
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Software Inventory Summary HPLAP-2 Last Updated : 18 Jul 2022 14:10:10
4 Description Company Folder Name Version File Name
& s

7.1.0.0.0_neutral_1518n3s9xastw

SE e aRIHRN R

37.GettingStartedwehWindowa®_1.0.1.34_neutral_vi0z8viagskes 10034

o
0:

Geagle LLC Aot 103.0.3060.114  chrome.exe
D:

"9 amiatt-Paciard Company

_1.0.1.31 x86_y10:8vjagskes 1.0.1.31

rEe

Hevlelt-Packard Company  AD:

mutral_y10z8viaghiet

D&

Hot Fixes

NetSupport Mana ger scansforandch ecksthes tatus of any
fixe sthat have beeninsta lled on the selected Clien tworkstat ion.
The hot fix ID islisted alongwi th its status. The hot fix ID links to
the a ppr opriate Micro soft support p age, where detail s of the fix

can be found .

-

Hargeare someare

view

Hot fixes for INVH612 Last Updated : 16 Apr 2022 10:21:47

Hot Fixes (Click for more information)

When ve rifying th e st atus of each fi x, NetSupport Manager
retu rns one of three indicator s:

Verifies that the fix is presento ntheta rget PC andis
current.

An expected file may notbe prese nt or isnott he
correct versio n. Itwould be a dvisable to install the fix
again.

NetSupport Manage r was un able to gath er the required
informatio n foritt o be able to verify the status
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Statu sbar

The sta tus bar shows the num  ber of con nected Clients. You can see a
list of all conn ected Clients by clicking Connected (clickinga Cli ent
name opens an Inv entory window fort hem). Right -click to choose
how the Clientis dis played inthe list.

Running the Task Manager

1. Select the required Client icon in the List view.
2. Select the Home or Remote tab in the ribbon and click Task
Manager
Or
Selectthe tab di  splaying the Client's name in the ribbon and cl ick
Task M anager
Or
Right - click and sele ct Task Manager
Or
While viewing the Client screen, s elect the Tools tab in the View
window ribbon and click the Task Manager icon.
3. The Task Manager w indow for the sel ecte d Client will appear.

The T ask Mana gerwin dow

NetSuppor t Manager allows you to remotel y o pen the Tas k Manager
and manage applications, processes and serv ices on the Client.

i General (NetSupport Worldwide) | Microsoft Teams 17104
Manager 14536
12928

8 INVHE12_W10Pe
¥ NetSupport Mar

oScreenCapture - [Tosk Manager - Apps]
quired - Excel
r 2016 on INVHE12 - Virtual Machin... 14364 Running

Blcomecea-3~

The capt ion bar

The capt ion bar di splays the name of the Cl ient you ar e runn ing the
Task Manage r for. Clickin g the Client name brings up a Remote
Managem ent pane, and from here, you can see details of the Client
and perform a variety of functions.
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By defau It, the Client name, wirel ess and battery indicators (if

appli cable) and s ecurity status (  shows if TLS or encryption are
enabled orno t) are displayed on the capti on bar. You can customise
what is displayed and choose to show the Client's logged -on user
name, IP address, operating system, enclosure type and loca  tion by
right -clickin g the Clientna me.

Note : Changing the Client display o ptions here will also change th em
on the quick access bar, connected Clients list on the status
bar and when zooming into thumbnails.

The following op tions are availa ble:

Show or hide th e ribb on.

ﬁ Shows how ma ny wind ows are open. From her e, you can
access the Win dow menu.

Access the online hel p and version number, licensee and
- Technical Sup port informati on.

The ribbon

The ribbon pr ovides ac cess to the Task Ma nager task s and tools. The
availa ble options cha nge dep ending on what viewis  selected. You can
refres h, p rintand e xportthe datafrom all views.

The following view s are av ailable:
1 Appl icat ions
Shows alist of app lications currently ru  nning o n the Client

machi ne. You can cl ose a selected appli cation from the list by
clicki ng the Close Application icon.

dwide] | Mirasoft Teams

o
=
@~
@
@
- 1
5
a
=
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1 Processes
Provides a |l ist of processes curre ntly ru nning on the Clien t
machine. Yo ucan close a selecte d process f rom the list by
clicking the Kill Process icon.

No te : Click Monitor Resources to see the usag e differences
(+/ -)fort herunning process es.

1 Services
Provides a list of services curre ntly ru nnin g on the Clien t
machine. The Con trol can stop, s tart, pause and restart servic es
by clicking the require d Services icon.

Note: By default , th e clo se process/applicat ion and st art/stop
services feat ures are disabl ed. You can enable theseinth e
Advan ced Client Configu rator i Access Pri vil eges settings .

Status bar

The status bar s hows the number of connect ed Clients. You can see a
list of al | connected C lients by click ing Connect ed (clicking aCl ient
name opens a T ask M anager window for them). Right -click to choose
how the Clientis dis playedintheli st.
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