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Software Licence Agreement

Please read this agreement before using your copy of NetSupport Software. This is a legal
agreement between you and NetSupport Ltd. If you do not wish to be bound by the terms of
this licence agreement you must not load, activate or use the software.

TERM: Subject to termination under Termination Clause below the licence shall be perpetual.

GRANT OF LICENSE: Subject to the payment of the applicable license fees, and subject to your
abidance by the terms and conditions of this agreement, NetSupport Ltd hereby grants to you
a non-exclusive, non-transferable right to use one copy of the specified version of the software
which you have acquired.

USE: The software is licensed with volume use terms specified in the applicable order
acknowledgement, product invoice, license certificate or product packaging. You may make,
install and use as many additional copies of the software on the number of devices as the
terms specify. You must have a reasonable mechanism in place to ensure that the number of
devices on which the software has been installed does not exceed the number of licenses you
have obtained.

SERVER USE: To the extent that the applicable order acknowledgement, product invoice,
product packaging or license certificate sets forth, you may use the software on a device or on
a Server within a multi-user or networked environment ("Server Use"). A separate license is
required for each device or "seat" that may connect to the software at any time, regardless of
whether such licensed devices or seats are connected to the software concurrently, or are
actually using the software at any particular time. Your use of software or hardware that
reduces the number of devices or seats that connect to and use the software directly or
simultaneously (e.g., "multiplexing" or "pooling" software or hardware) does not reduce the
number of licenses required. Specifically, you must have that number of licenses that would
equal the number of distinct inputs to the multiplexing or pooling software or hardware "front
end"). If the number of devices or seats that can connect to the software can exceed the
number of licenses you have obtained, then you must have a reasonable mechanism in place
to ensure that your use of the software does not exceed the use limits specified for the license
you have obtained.

COPYRIGHT: This software is protected by international copyright laws. You may copy it only
for backup purposes. The software is licensed to you, but not sold to you.

RESTRICTIONS: Neither you nor any reseller may rent, lease, sell licensed copies [on
approval], or otherwise transfer the right to use this software to another person, except that
you may sell or give away your original copy, as long as you do not keep any copies. The
software may not be modified, disassembled or reverse engineered except with the prior
written consent of NetSupport Ltd.

LIMITED WARRANTY: NetSupport Ltd warrants that the software will perform substantially in
accordance with the accompanying documentation for a period of ninety (90) days from the
date of purchase. NetSupport's entire liability and your exclusive remedy shall be either a) the
replacement of the defective software or b) return of the price paid. This remedy shall be at
NetSupport's option and subject to proof of purchase from an authorised source.

Any implied warranties including any warranties of quality or fitness for a particular purpose
are limited to the terms of the express warranties. NetSupport Ltd. Shall not in any event be
liable for loss of profits, data or information of any kind or for special, incidental,
consequential, indirect or other similar damages arising from any breach of these warranties or
use of the software even if they have been advised of the possibility of such damages. Some
countries do not allow the limitation or exclusion of incidental or consequential damages, so
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the above limitation or exclusion may not apply to you. This warranty does not affect your
statutory rights, and you may have other rights that vary from country to country. In any
event NetSupport's maximum liability shall not exceed the price paid by the end-user /
licensee.

TERMINATION: You may terminate this licence and this Agreement at any time by destroying
the program and its documentation, together with any copies in any form.

NetSupport Ltd. may terminate this licence forthwith by notice in writing to you if you commit
any serious breach of any term of this licence and (in the case of a breach capable of being
remedied) shall have failed within 30 days after receipt of a request in writing from NetSupport
Ltd. so to do, to remedy the breach (such request to contain a warning of NetSupport's
intention to terminate). Upon termination you will destroy or return to NetSupport Ltd the
original and all copies of the software and will confirm in writing to NetSupport Ltd that this
has been done.

SUPPORT: If you have a problem with the installation of the software you should in the first
instance contact your supplier. You can separately purchase support and maintenance which
will also cover the supply of enhancements and upgrades.

GOVERNING LAW: This agreement shall be governed by the laws of England.
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Welcome to NetSupport DNA

Education

Optimised for the easy management of a school or campus-wide IT
infrastructure, NetSupport DNA provides a complete toolbox of features
to support the effective management of school, staff and student
technology. The solution is built with ease of installation and ease of use
at the heart of each and every feature.

Save time with proactive warning alerts of issues across the network -
from server failure, low disk space, unauthorised software installs,
through to licence compliance and student help requests. Generate
reports automatically and routinely for the Senior Leadership Team and
use the supporting mobile apps to ensure key data is accessible for IT
staff from wherever they are.

Reduce IT costs by identifying hardware that can either be redeployed or
upgraded rather than replaced; tracking software licence deployment
and, critically, licence usage - thereby avoiding costly renewals for
software no longer needed; monitoring print usage across the school;
energy monitoring and deployment of a power management policy in
relevant areas of the school.

Deliver a safer environment by monitoring and controlling internet use
with approved and restricted URL lists. Stay alerted to any safeguarding
issues with keyword monitoring and enable students to report concerns
directly to trusted staff. Control access to content with endpoint security
across the school; deliver user acceptance policies; monitor students in
the classroom, and much more.

Corporate

A complete ITAM solution for the effective management of the enterprise.
NetSupport DNA delivers a full suite of features to help support the
management and maintenance of IT assets.

NetSupport DNA is designed to be easy to install and with ease of use at
the heart of each feature. NetSupport DNA has the flexibility to scale with
your business needs — from a single SME through to larger multi-site
implementations — without breaking the IT budget.

Save time with proactive warning alerts of issues across the network -
from server failure, low disk space, unauthorised software installs,
through to licence compliance and user help requests; with reports
automatically and routinely generated for management; and by using the

12
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supporting mobile apps to ensure key data is accessible for IT staff from
wherever they are.

Reduce IT costs by identifying hardware that can either be redeployed or
upgraded rather than replaced; tracking software licence deployment
and, critically, licence usage - thereby avoiding costly renewals for
software no longer needed; by monitoring print usage across the
enterprise and with energy monitoring and deployment of a power
management policy to relevant areas of the company.

Add security by preventing access to unauthorised websites; limiting use
of key applications to only authorised users; by helping protect company
data with profiled memory stick access; delivering user acceptance
policies; and sending security alerts for any unauthorised activity such as
hardware removal, antivirus services being stopped and more.

13
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Features

Ease of Installation

NetSupport DNA is designed to deliver a complete suite of IT
administration features without the associated expensive hardware
purchase, implementation and training costs of alternative solutions.

After installation of the server module (used to manage and add
information to the DNA database), the deployment tool provided will
automatically discover and install the DNA Agent on targeted devices
across the company (supports up to 10,000 devices). The DNA Console
(installed by the IT technician) provides full DNA system control, rich on-
screen information and real-time reporting.

A typical 50-user PC evaluation can be up and running within 30 minutes.
An additional gateway component is included as standard for linking
multiple remote sites and SQL Server Express is also included so it can be
used for evaluation. DNA will link with Active Directory (including single
sign-on) and includes the ability to profile department access and
administrative features by console user.

Device Auto-discovery
Receive notifications of any new devices that join the network and choose
whether to deploy an agent automatically.

Once NetSupport DNA is installed and operational in your enterprise, it
will constantly monitor the network and identify any new devices that
join, providing the option to automatically deploy an agent for future
management.

Hardware Inventory

NetSupport DNA provides one of the most comprehensive and detailed
Hardware Inventory modules available on the market today. A wealth of
information is gathered from each device, from CPU and BIOS types to
network, video and storage information.

Inventory reports are displayed either for a single PC; a selected
department; condition-based "Dynamic Groups"; or for the full enterprise.

Contracts options are also provided to record both leases and

maintenance contracts associated with any devices and peripherals,
including supplier details, contract term dates and costs.

14



NetSupport DNA v4.95

Hardware Inventory updates are configured to run at different time
intervals throughout the day or at start-up and can be refreshed instantly
on demand. A stand-alone inventory component is available to run on
non-networked or mobile devices and in addition, high value peripherals
can also be associated and recorded against a device.

Efficiency View

The Efficiency view helps businesses to see at a glance if their technology
is being used efficiently — helping to reduce any wastage. The unique
dashboard highlights key areas of efficiency data, such as how many PCs
were left on 'out of hours', the number of unused PCs, PCs with the
lowest spec and disk space, the most and least used USB devices and
applications and more.

Armed with this information, businesses can see exactly how their
technology is being used and the areas where efficiency can be improved
to create cost and time-saving benefits. Plus, compiling this data into one
simple-to-read dashboard makes it easy for businesses to quickly see the
whole picture.

SNMP Device Discovery

The SNMP Discovery view allows NetSupport DNA to be configured to
scan a range of network addresses and report on any appropriate devices
discovered, such as printers and access points. These items can then be
stored within DNA and real-time data (such as ink or toner levels) can be
monitored from the console.

The SNMP module includes both discovery of - and then active monitoring
of - any selected SNMP devices; tracking statistics and a history for any
data set on a given device over time, such as data traffic on each
interface of a network switch. The module also includes a dedicated
alerting component, supporting dozens of customisable alerts which can
be created and triggered if any tracked data meets a specific criteria.
Alerts can be sent automatically to designated console users or pre-
defined email accounts. Custom query based reports and views can also
be created to reflect all gathered data.

Software Inventory and Licensing

The Software module is designed to help organisations manage licence
compliance and reduce software overspend by accurately reporting
installed software and proactively identifying PCs with software that has
no or low usage.

15
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A detailed summary of all programs and applications installed on each PC
is provided, including Windows 8 and 10 store apps. NetSupport DNA can
display the information for a selected PC, a department or a custom
group and features an extensive module for assigning and tracking
licence use. The NetSupport DNA Software Licence module supports the
ongoing management of all software licences for each department -
recording suppliers, purchase and invoice details, department or cost
centre allocation and the tracking of maintenance contracts as well as
storing PDF copies of any supporting documents.

A file scan option is also included and can be used to identify files of a
certain type installed locally on devices. This could be used to ensure
work documents are not being stored locally and missing company
backup routines.

The ‘Search facility’ added makes it easier to find programs or
applications you are looking for, and the install date of hotfixes is now
shown in a devices Software Inventory - helping to highlight which
devices have received updates.

Software Application Metering

The Application Metering module reports on all applications used on each
PC or server, detailing the time the application was started and finished,
as well as the actual time it was active.

Monitoring application use ensures software licences are assigned to the
right users and aren't renewed for users without matching application
activity, thus enabling cost savings.

Application usage can also be restricted for users or departments, either
fully or just by time of day. Lists of approved and restricted applications,
together with times when restrictions apply, can be created and enforced
centrally.

In addition to restricting by their specific name, applications can also be
blocked or restricted by their window's title, helping technicians to add a
broader layer of security while maintaining productivity.

Application Metering enables the business to monitor and report current
licence use levels for all installed applications and ensure that application
usage complies with corporate policy. Reports can be presented by PC or
logged-on user.

16
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Internet Metering

From online collaboration and cloud-based solutions to social media and
beyond, access to the internet is constant. To ensure the successful use
of staff time, the effective use of company bandwidth and to support a
safe environment, it is essential that companies don't just have an
internet safety policy in place, but also the right tools to enforce it.

The Internet Metering module provides a detailed summary of all internet
activity on each PC by a user, including start and finish times for each
URL visited and the active time spent on a page. Results can be reviewed
either by activity on a specific device or for a user, no matter where they
worked. Naturally, the key to supporting an effective policy is to provide
effective controls. With NetSupport DNA, internet usage can be fully
managed; lists of approved and restricted URLs and/or sub-URLs can be
applied to profiles. Once applied, NetSupport DNA can allow unrestricted
access to all websites, restricted access to certain websites that have
been marked as approved by the company or by blocking access to
specific sites marked as inappropriate.

In addition to restricting by their specific name, Apps and Games can now
be blocked or restricted by their window’s title, helping technicians to add
a broader layer of security while maintaining productivity.

Access can also be controlled by time of day, perhaps only allowing
access to approved gaming or social media sites at lunchtime and outside
of working hours.

Enterprise Alerting

NetSupport DNA features an extremely powerful Alerting module that
prompts the system to automatically notify operators when any number
of changes occurs across the enterprise. Building on the DNA philosophy,
the system is designed to be simple to initiate and any number of custom
alerts can be added.

There are three types of alert: Server, Console and PC. Server alerts
identify any changes within the data gathered by NetSupport DNA across
the overall enterprise, including alerts for things like new PCs added,
changes in hardware, a new application installed/removed and so on.
Console alerts identify changes relating to the NetSupport DNA Console,
such as the DNA licence limit being exceeded, an Operator added or
deleted and a DNA update installed. PC alerts identify real-time changes
or conditions that occur on a specific PC, such as CPU utilisation
exceeding XX% for XX minutes, free disk space falling below XX%, when
a key service stops (e.g. AntiVirus service or IIS on a server), print
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spooler alerts, security alerts (e.g. failed login attempts) and much more.
As part of a SIEM (Security Information and Event Management)
strategy, the PC event log can also be monitored with alerts triggered for
errors, warnings or selected audit outcomes.

Alert notifications can be directed to specified email recipients and/or
active console users (on a per alert basis, so the nature of the alert may
dictate which operators are notified). In addition, outstanding alerts are
identified against matching PCs on the main company hierarchy tree
view. Actions can be added when creating a PC alert, allowing you to
choose what happens when an alert is triggered. The available actions
are: capture screenshot, record screen and run application. Once alerts
have been identified, notes can be added by an operator and PC alerts
can be reviewed and shared or a permanent record saved for later
review. A full history of PC alerts is accessible from the History feature.

Software Distribution
NetSupport DNA provides a multi-delivery option for Software
Distribution.

A software distribution package is created by either applying parameters
to a collection of files or folders or by using the DNA application packager
- recording the user prompts, keystrokes and mouse clicks that are used
during a test installation, and then automating these on a live
deployment to bypass the need for operator intervention.

Once created, the application package can be automatically "pushed" to
the target PCs for deployment or, alternatively, it can be "published".
Once published, a user can check to see which applications are available
for their PC, based on their departmental membership, and "pull" these
on demand.

NetSupport DNA includes a Scheduling feature, allowing packages to be
deployed on a specific date and time - usually out of core office hours
when network traffic is at its lowest.

With remote deployments, the need to minimise network traffic
congestion becomes a priority. In this case, NetSupport DNA allows a
client PC, ideally local to the target machines, to be nhominated as a
distribution point. When the software is deployed, rather than being sent
to each remote PC directly, it is just sent to the designated PC which then
acts as a relay and re-distributes it to its local PCs.

18
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Once a software distribution package has been sent, NetSupport DNA
reports whether there were any errors during the install or if the
applications were installed successfully. You can also manage automatic
retries for packages that have failed to be delivered to Agents.

Energy Monitoring and Power Management

The Energy Monitoring module provides a simple and concise high-level
summary of potential energy wastage across an organisation by computer
systems that are left powered on out of business hours.

NetSupport DNA checks to verify the powered-on state of all computers
and its local monitoring component keeps an accurate record of each time
a computer is powered on, off or hibernates. Once it knows the times of
day each computer was operational, an average (and customisable)
"power consumption per device" calculation is used, facilitating a baseline
energy usage calculation for all computers.

With this information to hand, Power Management policies can now be
set. Selected PCs can be set to automatically power off at a specified time
at the end of each day and then power back on - all at once, or in stages
- the next morning. In addition, "inactivity policies" can be applied,
allowing rules to be applied for systems to sleep, log out or power down if
they have been inactive over a period of time.

Endpoint Security

NetSupport DNA provides a simple and effective solution for managing
the use of USB memory sticks to help maintain the security of the
network. The use of memory sticks can be controlled across the entire
enterprise or, just for specific departments and usage, can be set to allow
full access, block all access, allow read-only or prevent applications being
run from a memory stick. Alternatively, individual memory sticks can be
“authorised” in NetSupport DNA - for the current day, a week or
indefinitely - and the use of sticks in the enterprise can also be limited to
only those authorised.

A program administrator can connect a memory stick to their local PC and
then authorise its use within the DNA console for either a given
department or a specific user. Users who connect an unauthorised
memory stick to their PC can also request remote authorisation where
appropriate. Not only does NetSupport DNA identify both removable
(memory stick) and portable (mobile phone, tablet, camera) storage
devices, it also provides similar usage controls over CD / DVD devices
(including USB and virtual). It also detects whether volumes on hard
drives/USB drives are encrypted (BitLocker).
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To further enhance security, technicians can choose which Agents can
request approval for USB devices and if BitLocker encryption is required
to be able to request approval.

Real-time Monitoring (Explorer Mode)

Gain a real-time summary of all your PCs using Explorer mode. Selected
PCs can be viewed in three formats — Icon, Details or Thumbnail view -
and these can be refreshed at time intervals of your choice, e.g. every
five or ten seconds and so on.

In the Thumbnail view, the PC screens (including multiple monitors) are
visible and give a visual overview of current activity. The thumbnails size
can be changed to suit the operator's needs. For selected departments
(i.e. finance or teachers), privacy modes can be set so the thumbnail is
blurred. Displaying the selected PCs as icons is another useful option for
viewing large numbers of PCs at a glance and simply highlights OS
platforms and any with active notifications.

Drilling down further, the Details view displays all of the selected PC's
details in a list with any active notifications highlighted, allowing for easy
identification of PCs that may need immediate attention. This view also
provides a visual summary of all active policies applied to each PC and PC
performance data such as real-time network traffic, CPU and memory use
for each PC and free disk space. In addition, by right clicking on any PC
an operator can launch on-the-fly PC-specific features such as power
on/off, chat, remote control, send messages and more. The notification
filter can be used across all three display modes to highlight the PCs with
any active notifications within the chosen time period.

Explorer mode is available from the Users Tree view, enabling Technicians
to see data at user level - for example, which profile has been assigned
to them.

Technicians can also use the handy Spotlight feature to help them see
more details about a selected PC (e.g. any applications, services,
websites and processes in use), all in a single glance.

eSafety

NetSupport DNA, together with its optional classroom management
module, provides a range of features to support a school-wide eSafety
policy. Within DNA, this includes both Internet Monitoring and restrictions
to prevent access to inappropriate websites; disabling webcams on
classroom devices; controlling access to content on memory sticks;
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triggering Alerts when violations occur — through to the enforcement of
acceptable usage policies.

Safeguarding

NetSupport DNA's Keyword and Phrase Monitoring feature provides
insight into and alerts from any activity by a student that might suggest
they are engaged in activity that would place them at risk. The
details/context of triggered words can be reviewed, with the results
(available as a log, screenshot of the screen, or a screen recording,
according to severity level and which of these the school activates -
features are not available for devices used at home), forwarded to a
colleague to follow up on, if required. The data captured is securely
stored on the school network (LAN) and only designated safeguarding
leads can access the information.

A full explanation and definition of each keyword is also given to help
staff understand the potential risk to the student, plus the new contextual
intelligence-based risk index creates a numerical risk index score for each
event based on sophisticated contextual Al risk analysis. This allows staff
to view high-risk events and vulnerable students with ease. Staff can also
see the broader context of a student’s activity from a detailed summary
of their internet and application use (which can also be controlled) that is
available for any selected period of time. Age appropriate internet
controls can also be added using the Profiles. In addition, vulnerable
students can be flagged and tracked as an extra layer of support, and a
'history of concerns' is available for each student.

Safeguarding needs to be proactive too and so NetSupport DNA enables
Students to access online support resources — covering topics such as
FGM, drug addiction, grooming and bullying - all from the NetSupport
DNA safeguarding icon on their PC. Students can also report their
concerns in confidence to a trusted member of staff via the Report a
Concern option. (Available via the DNA Agent installed on school devices.)
Students share their problem by sending a message, screenshots or
documents to a member of staff they trust, then NetSupport DNA will
track the concern, any notes made, and even alert a Safeguarding
Administrator if the intended member of staff has not responded within a
certain amount of time. Concerns can be re-assigned to another
Safeguarding Lead if, for example, the member of staff was on holiday.
Teachers can also do the same in situations where they are verbally told
of a student’s concern. They can log the concern via the *‘Add concern’
button on the safeguarding ribbon.
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Note: These features are only available in the Education Edition of
NetSupport DNA.

Vault

NetSupport DNA contains a Vault component, allowing secure storage of
serial numbers, passwords or any other confidential IT data. Access to
the vault can be restricted to specific console users and activity can be
recorded against the central DNA audit trail.

System Audit

NetSupport DNA includes a powerful Audit component, tracking all
selected console activity by staff. The Audit feature records changes to
policies or settings; when entries are added/ deleted or where rights are
changed for any user.

User Management

NetSupport DNA provides a range of features to locate and manage users
within a networked environment. In addition to key user data (name,
telephone etc), DNA provides the customer with the ability to tailor the
data to be gathered and collated from each user, including tracking of
user acceptance forms. DNA also keeps a history of changes to the data
entered in User Data. Changes to Custom User Details are recorded,
including the following fields: Employee Number, Location, Asset Tag and
Owner.

Activity Monitoring

NetSupport DNA now provides a single time-based summary of all activity
by a specific user, PC or department. Presented in a chronological view, it
shows technicians what time the logon session began and ended, as well
as what applications were used and when, plus internet usage - over a
set time period. Activity can be viewed in a graphical timeline or text-
based grid view. This time-saving feature means that technicians now
don’t have to look at each area separately and can instead see all the
information at a glance in one location. For example, it can highlight the
user and time when an application is run on a specific PC.

Profiles

To provide maximum flexibility and to help save time, NetSupport DNA
allows you to create multiple profiles for different groups of devices or
users (e.g. department level), each with its specific component settings.
This means dedicated settings (such as internet access, print metering
and much more) can be applied to specific departments, e.g. Marketing
(may need access to social media).
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Logon Control

In addition to preventing staff logging in on multiple devices, when
required, a user can be authorised to log on to multiple PCs at once
(between 1 and 5). A useful feature for roaming staff or technicians who
may have several devices.

Resetting passwords

As an extra layer of support for the IT team, the master console
password can now be easily reset internally, allowing the IT team to
continue its daily tasks without disrupting productivity.

Locate a User

NetSupport DNA allows anyone with a DNA Agent installed on their
machine (if the feature is enabled) to locate another logged-on user and
then send them a message. This may be useful for staff members that do
not have the NetSupport DNA Console installed but need to find and
contact other users in the company.

Bookmarks

NetSupport DNA allows you to create and place bookmarks within the
PCs, Users and Devices Tree views. This may be useful if you have a large
or complex Tree structure, as it allows you to quickly navigate to the
place you want to work with.

Custom Images
To help find users/items in the Hierarchy Tree view easily, you can apply
custom images to departments, dynamic groups, PCs and Users.

Other supporting tools include real-time chat and enterprise messaging, a
real-time system status view for all devices, as well as a range of system
admin features.

Enforce Acceptable Use Policies

Acceptable Use Policies (AUP) form an integral part of the key information
security policies used by most organisations. It is common practice for
new staff to sign an AUP before using company resources for the first
time or to confirm they have read any changes to such a policy whenever
it is updated.

NetSupport DNA provides a flexible module to support the delivery and
tracking of AUPs across an organisation. Policies can be applied to specific
devices or users for display each time any user logs on or for one-time
display and acknowledgement. Multiple policies can be created, allowing
you to have one policy that appears only once for selected users (for

23



NetSupport DNA v4.95

example, teachers) and another policy that appears every time for other
users (for example, students). Full tracking and exception reporting is
also provided.

Print Monitoring

NetSupport DNA includes a high-level Print Monitoring feature. Individual
printers across the enterprise are automatically identified and, from the
central console view, costs for printing (black and white, colour and so
on) can be assigned either globally or against each different printer.
Where required, printers can also be excluded from the view. A full
overview of printing activities and indicative costs across the enterprise is
provided by NetSupport DNA.

Enterprise Reporting

NetSupport DNA provides both on-screen and print-optimised reporting.
The on-screen reports/views are provided with supporting bar and pie
charts and "live" drill down capabilities on all key summary data. As well
as reporting on individual devices, users and departments, NetSupport
DNA also features dynamic groups. These are user-defined and are added
to the main company tree. A dynamic group could, for example, be to
identify which PCs are upgradeable and such a group would be created
automatically from those that match the required criteria — such as "all
PCs with more than 'XX' Gb RAM, 'XX' Gb free disk space and XX
processor type" and so on.

Print optimised reports are designed for management reporting and can
be scheduled for creation and output to a specified file location
automatically. All reports include the option to print or export to PDF,
DOC and XLS.

NetSupport also supports custom views for all data; the Query Tool
provides users with an easy interface for defining custom views. The
query tool uses a simple drag and drop field picker, supported with
conditions and sum-based features.

Mobile Inventory

Provided as a supporting tool for NetSupport DNA, the Inventory app can
be downloaded free from the Google Play and Apple app stores. The DNA
mobile app allows a Technician, when away from their desk, to search for
and view a detailed Hardware and Software Inventory for any PC on the
company network. The mobile app also includes a QR code scanner to
help instantly identify any PC, either from an on-screen QR code
displayed by DNA or from a label fixed to the device. NetSupport DNA
also provides a QR code label creation facility, including support for
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custom details. Histories of all hardware changes as well as any software
installs or removals are also shown on the app.

In addition to the Inventory and History views, the NetSupport DNA
mobile app also highlights any new PC alerts that have triggered across
the network. Finally, the app also provides an option to launch a Remote
Control session on any selected PC directly from the smartphone or tablet
— ideal for both remote support and quick access for a technician back to
their own desktop PC.

Remote Control

NetSupport DNA (Education Edition) includes powerful Remote Control
and monitoring features as standard. Everything from screen viewing to
transferring files and more is included in the component. To further aid
remote device management, school technicians can launch PowerShell
and Remote Command Prompt sessions, edit the Registry of a remote PC,
manage running applications, services and processes, perform a remote
login and logout at Agent machines and conduct a two-way audible chat
session.

To facilitate central IT support across multi-site environments, the inbuilt
DNA gateway component allows you to deliver seamless and secure
Remote Control to Agent machines no matter what their location.

Corporate users have the option to integrate a copy of NetSupport's
award-winning Remote Control solution NetSupport Manager, providing
access to workstations and servers across your enterprise, both locally
and remotely when off-site or mobile.

Classroom Management (optional)

NetSupport is recognised globally as being the leader in classroom
management and orchestration software. NetSupport School is the award
winning classroom solution delivering a complete range of monitoring,
testing, collaboration and orchestration tools for any classroom
environment.

NetSupport School helps teachers and trainers improve the efficiency of
ICT teaching by delivering a suite of tailored features developed with
teachers, for teachers. Teachers and assistants can instruct students
centrally to all their own devices; help maintain student focus by
monitoring and controlling the use of apps, websites, printers and more;
support student learning using unique digital journals; utilise the unique
student toolbar to highlight lesson objectives and expected outcomes;
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and deliver targeted student and peer assessment with a unique Question
and Answer module, surveys or pre-prepared tests.

In addition, NetSupport School features a monitoring app for teaching
assistants to use in the classroom.

ServiceDesk (optional)

Designed to integrate with NetSupport DNA or operate as a standalone
solution, NetSupport ServiceDesk ticks all the boxes as a fully functioning
ITIL-compliant IT Service Management (ITSM) tool, supporting the key
areas of ITIL's best practice framework - Incident, Problem, Change and
Service Level Management. Used with NetSupport DNA and our remote
access solution, NetSupport Manager, support teams have a complete
network management toolkit.

NetSupport ServiceDesk can be accessed through a web browser by any
user from their desktop or mobile device and allows for the customisation
of many key features within the solution. From operator functionality to
the creation of specific data entry fields, it can be tailored to fit
seamlessly into your organisation.

Powerful and customisable workflow rules help ensure delivery of an
efficient and timely service in line with agreed service levels, automated
email processing helps deliver further time savings and, with NetSupport
ServiceDesk's customer-friendly self-service portal, users are able to
search for answers before even logging a support request.
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NetSupport DNA Packs

For complete flexibility and value for money, NetSupport DNA can be
purchased, either as a stand-alone solution or combined with one of our
complementary corporate or education solutions:

Pack A
NetSupport DNA (all components as standard).

Pack B (Education Edition)
NetSupport DNA plus NetSupport School.

For further information on NetSupport School, please visit
www.netsupportschool.com.

Pack C (Corporate Edition)
NetSupport DNA plus NetSupport Manager.

For further information on NetSupport Manager, please visit
www.netsupportmanager.com.
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Installation

System Requirements

NetSupport DNA Server

Minimum hardware: Single — Dual Core 2.00 GHz CPU 8 Gb RAM or
higher.*

Free space required: 20 Gb (dependent on nhumber of Agents supported).
Windows Server 2008 R2 or above (best practice).

Windows 7, Windows 8.1, Windows 10 and Windows 11.

Databases supported: SQL Server 2008 or later. If no version of SQL
Server exists on the target system, when installing the DNA Server, you
will be prompted to either install SQL Server (SQL Server 2019 Express is
included in the NetSupport DNA setup file. This is only supported on
Windows 10, Windows Server 2016 and above.) or to specify the address
of an existing SQL Server.

*Refer to our website www.netsupportsoftware.com/support for
recommendations based on installed Agent base.

Optional Server modules (SNMP Discovery, Remote Gateways,
Web Server)

Windows 7 or higher.

Windows Server 2008 or higher.

NetSupport DNA Management Console
Free space required: 392 MB

Windows 7 or higher.

Windows Server 2008 R2 or higher.

Note: The Console can be installed on multiple machines.

NetSupport DNA Mobile Console apps
Android 4.03 or higher.
iOS 9.3 or higher.

NetSupport DNA Agent (client)
Free space required: 108 MB
Windows Vista or higher.

Windows Server 2008 or higher.
macOS 10.9 or higher.

iOS 9.3 or higher.

Chrome OS.
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Android 5.01 or higher.

Note: Terminal Server environments are only supported for the following
components: Application Metering, Acceptable Use Policies, User
Details, Print Monitoring, Internet Metering and eSafety.

Inventory only Agent
Windows XP SP3.
Windows Mobile 8 or later.

Planning an Installation

Before commencing an installation, consider which components are
required. NetSupport DNA consists of eight main components:

NetSupport DNA Server

NetSupport DNA Console

NetSupport DNA SNMP Server
NetSupport DNA Web Server
NetSupport DNA Agent

NetSupport DNA Application Packager
NetSupport DNA Server Gateway
NetSupport DNA Agent Gateway

PN HRWN =

NetSupport DNA Server
The machine on which the server software is installed and the database is
stored is called the NetSupport DNA Server.

An additional SQL Server needs to be installed to enable the NetSupport
DNA Server to operate its database. The SQL Server works with the
NetSupport DNA Server by effectively storing and retrieving the data that
the DNA database collects, as required.

NetSupport DNA comes with an SQL Server available, which can be
automatically installed. Alternatively, you can use an existing SQL Server,
by entering the server’s login details. The SQL Server may run either on
the same computer as the NetSupport DNA Server or on another
networked computer.

Note: For further information, see SQL Server Installation.
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NetSupport DNA SNMP Server

The SNMP Server is the component that allows you to monitor and
configure SNMP-enabled Devices, such as printers and access points. The
SNMP Server will need to have network access direct to the SNMP
Devices. You will need to enter the DNS name or IP address of your
NetSupport DNA Server.

Note: You can use the Gateway to communicate with the Devices.

NetSupport DNA Web Server
The Web Server is installed on a Windows machine. This allows the
NetSupport DNA mobile app to connect to NetSupport DNA.

NetSupport DNA Console

The Console is the main interface for executing commands and is
generally installed on an administrator's machine. An administrator
executes a command and the gathered data is extracted from the
NetSupport DNA database which resides on the server. Console users are
provided with administrator rights. The installation prompts for an initial
Console user logon to be created, but additional Console users can be
added depending on your requirements.

Note: The Console can be installed on multiple machines.

NetSupport DNA Agent (Client)

The machine on which the Agent software is installed is called the
NetSupport DNA Agent. The Agent is the end-user machine where data is
collected from.

NetSupport DNA Local (Server) Gateway

The NetSupport DNA Gateway provides a means of connecting remote
Agents to the NetSupport DNA Server. The Local Gateway communicates
with the central NetSupport DNA Server. The Local Gateway must be
installed separately from other NetSupport DNA components.

Note: If a DNA Server Gateway is installed on the same machine as a
NetSupport Connectivity Server (NCS), remote control functionality
over the DNA Gateway will not be available. (Applies to Education
installations only).

NetSupport DNA Remote (Agent) Gateway
The Remote Gateway acts as a proxy server for the remote NetSupport
DNA Agents, allowing them to communicate with the NetSupport DNA
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Server. The Remote Gateway can only be installed with the NetSupport
DNA Agent.

Notes:

e There can be multiple Remote Gateways (one installed at each remote
site) but only one Local (central) Gateway.

e The NetSupport DNA Console must be on the same network as the
NetSupport DNA Server to be able to pick up Gateway Agents.

NetSupport DNA Application Packager

The NetSupport DNA Application Packager complements the Software
Distribution feature and allows users to record and playback "low
complexity" product installers.

Note: It is recommended that NetSupport DNA Servers, Agent Gateway
and Server Gateway components are installed on machines that
have a resolvable DNS name and that DNS names are used
throughout the configuration of Agents and consoles. If this is not
possible, it is highly recommended that fixed IP addresses are
assigned to any machine running the NetSupport DNA Server,
Gateway Agent or Gateway Server components.
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Starting the Installation

Download your copy of NetSupport DNA from
www.netsupportdna.com/downloads.asp

Click the appropriate language from the menu and select the option to
install NetSupport DNA.

The NetSupport DNA installation will start displaying a Welcome screen.

ﬁ MetSupport DMA - InstallShield Wizard *,
Welcome to the InstallShield Wizard for
HetSupport DNA

The Installshield(R) Wizard will install NetSupport DNA on your
computer. To continue, dick Mext,

Help < Back Cancel

Click Next to continue.

NetSupport Licence Agreement

The NetSupport Licence Agreement will be displayed. Please read the
Licence Agreement carefully and select ‘I accept the terms of the Licence
Agreement’ and click Next to continue.

If you reject the Licence Agreement, (‘I do not accept the terms of the
Licence Agreement’) click Cancel. NetSupport DNA will not be installed
and you will be directed to exit from the install program.
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Select Setup Type
Choose the setup type to install on the workstation.

ﬁ MetSupport DMA - InstallShield Wizard X

Setup Type
Choose the setup type that best suits your needs,

Flease select a setup type.

() serverinstallation

Install all of the typical components for the Server setup. This wil
also indude a Console and Agent.

() Console installation
Install all of the typical components deployed for a Console user,
This will indude an Agent.

() standard Agent installation
Install just the Agent component.

(® Custom install
@ Manually select each of the components you wish to install.

Installshield

Server installation
Installs the NetSupport DNA Server, Console and Agent components.

Console installation
Installs the DNA Console and Agent components.

Standard Agent (Client) installation
Installs just the Agent component.

Custom installation
Allows you to pick and choose which components to install on the
workstation.

Click Next to continue.
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Custom setup
Decide which NetSupport DNA components to install.

Note: This screen will only appear if you selected Custom Install in the
Select Setup Type dialog.

'ﬁ MetSupport DMA - InstallShield Wizard x

Custom Setup
Select the program features you want installed.

Click on &n icon in the list below to change how a feature is installed.

Feature Description
S The mai lication including the
SNMP Server e main applica g

NetSupport DNA database,

Web Server which provides the central
Consale repository for NetSupport DNA
Agent

Remote Sites This feature requires 304ME on
¥ ~| Local Gateway (Server) your hard drive.

X _+ | Remote Gateway (Agent)

el () vI Application Packager

Install to:
C:'Program Files (x86)\NetSupport\NetSupport DNAY change. ..
InstallShield
Help Space < Back Cancel
Server

The machine on which the server software is installed and the database is
stored is called the NetSupport DNA Server.

An available SQL-based Server is required on which to install the
NetSupport DNA database. This server provides all of the functionality of
NetSupport DNA. It contains the repositories where all the collected data
resides.

SNMP Server
The SNMP Server allows you to monitor and configure SNMP-enabled
devices.

Note: If performing an SNMP Server-only install, you will need to enter
the location of the NetSupport DNA Server or Remote Gateway.
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Web Server

The Web Server is installed on a Windows machine. This allows the
NetSupport DNA mobile app to connect to NetSupport DNA.

An available SQL-based Server containing the NetSupport DNA database
is required.

Console

The NetSupport DNA Console is the main interface for executing
commands and is generally installed on an administrator's machine. An
administrator executes a command and the gathered data is extracted
from the NetSupport DNA database which resides on the server.

If performing a Console-only install, you will need to enter the location of
the server that will be used to connect to Agents.

Agent (Client)

The Agent component should be installed on end-user machines across
your network. The server polls Agent machines at regular intervals,
gathering and holding system information in the NetSupport DNA
database.

If performing an Agent-only install, you will need to enter the location of
the server that will be used to connect to Agents.

Note: NetSupport DNA provides a Discovery and Deploy tool, which is a
convenient facility that remotely deploys NetSupport DNA Agents
to Windows PCs.

Internet Restrictions
Enables you to use the internet blocking facility. By default, this is
included when installing the Agent component.

Remote Sites

NetSupport DNA Local (Server) Gateway

The NetSupport DNA Gateway provides a means of connecting remote
Agents to the NetSupport DNA Server. The Local Gateway communicates
with the central NetSupport DNA Server. The Local Gateway must be
installed separately from other NetSupport DNA components.

Note: If a DNA Server Gateway is installed on the same machine as a
NetSupport Connectivity Server (NCS), remote control functionality
over the DNA Gateway will not be available. (Applies to Education
installations only).
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NetSupport DNA Remote (Agent) Gateway

The Remote Gateway acts as a proxy server for the remote NetSupport
DNA Agents, allowing them to communicate with the NetSupport DNA
Server. The Remote Gateway can only be installed with the NetSupport
DNA Agent.

Notes:

e There can be multiple Remote Gateways (one installed at each remote
site) but only one Local (central) Gateway.

e The NetSupport DNA Console must be on the same network as the
NetSupport DNA Server to be able to pick up Gateway Agents.

Application Packager

The NetSupport DNA Application Packager complements the Software
Distribution feature and is a utility that can be used to record and
playback “low complexity” product installers.

By default, NetSupport DNA will be installed in the folder C:\Program
Files\NetSupport\NetSupport DNA.

Select Next to continue.

SQL Server Installation

The SQL Server that you plan to use for the NetSupport DNA database
can be installed on either the same computer as the NetSupport DNA
Server or a remote computer.

For supported operating systems, the NetSupport DNA installer can, if
required, install and configure Microsoft SQL Server Express 2019 as part
of the installation process.

Note: If you are using a remote SQL Server, please click here for further
information on how to configure Microsoft SQL Server Express for
use with NetSupport DNA.

Select Next to configure a Microsoft SQL Server.

Note: If you choose to install the SQL Server Express 2019 within
NetSupport DNA, you will be directed to the Console User Setup
screen.
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Setting up the Server

Select the SQL Server to install to from the drop-down list or click
Browse to see a full list of SQL Servers.

Choose the appropriate verification method: SQL or Windows. If SQL,
enter the user name and password of your master database.

Note: This dialog will only appear if the server feature is being installed
and you are using a remote SQL Server.

‘ﬁ MetSupport DNA - InstallShield Wizard *

SQL Server
Select SQL Server and authentication method

Please enter the user name and password for the Master database on your selected SQL
Server below. This will let the installer create the MetSupport DMNA Database and run a SQL
Script to create the Tables, Views and Stored Procedures.

SOL Server
[ tocalysaurress || Browse...

Connect using:
(O Windows Authentication (SQL Server must be on local maching)
(®)5GL Server authentication using the Login ID and password below (Recommended)

Login ID: |sa
Password: ||".ounu |
InstallShield

e <oask canca

Click Next.

Enter the name and password to be used for the NetSupport DNA
database and click Next.

ﬁ MetSupport DMA - InstallShield Wizard X
NetSupport DNA Database Setup
Specify SQL Server Database Connection Details

Please enter the administrator user name and password for the NetSupport DNA database. This
information will be used to create the database on your SQL Server. Strong Password Required.
Must be 8+ characters long and contain 3 of the following: Capital, lowercase, digit,
non-alphanumeric.,

5QL Server Name/Address: |(Ioca\}15QLZ{PRESS

Admin User Name: NetSupportDNA

Password: “ e |

Re-enter Password: “ e |
Instalishield
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Enter the user name and password to be used to access the NetSupport
DNA Console once installed. Additional Console Operator logins can be
created after installation.

Note: This dialog will only appear if the Server feature is being installed.

1% NetSupport DNA - InstallShield Wizard X
NetSupport DNA Console User Setup
Specify NetSupport DMNA Console User Login Details

Please enter the administrator user name and password for the NetSupport DNA Console, This
information is required so that you can configure the NetSupport DMA system and view the
reports,

Admin User Name: [t

Password:

Re-enter Password: || .ee |

InstallShield

Web Server Database setup

The NetSupport DNA Web Server requires the address of the SQL Server
that contains the NetSupport DNA Database. You will also need to
provide the user name and password that the NetSupport DNA Server
uses to connect to the database.

You can also configure the port the Web Server listens for connections
on. By default, this is port 80. If you change the port number for the
Web Server, you need to ensure that this is added to the end of the
Server address used when logging onto the Mobile Console.

Note: This screen will only appear if you are installing the Web Server.
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‘ﬁ MetSupport DMA - InstallShield Wizard

NetSupport DHA Database Setup for DNA WebServer
Specify SQL Server Database Connection Details

Please select the SQL Server containing the DMA Database

SQL Server NamefAddress

‘ (local)\SQLYPRESS || Browse...

Please enter the administrator user name and password for the NetSupport DMNA database.

x

Admin User Name: |NESuppDrIDNA
Password: || shasssnae
Web Server Port: 0]

InstallShield

Note: If you do not know the user name
NetSupport DNA Database wizard
NetSupport DNA Server. You can
password and enter the new detai
will need to have the user name a

or password, run the

on the machine running the
change the user name and

Is into the installer dialog. You
nd password for the

administrator of the SQL Server to make this change.

Select Evaluation and enter your organisation's name or enter the

licence details you have been provided wi
directory where you have saved the NetS

th. You will need to enter the
upport DNA licence file and

enter the licence key number. The licence number is case sensitive. The
NetSupport DNA standard evaluation licence runs for a period of 30 days

and allows for a maximum of 50 users.

ﬁ MetSupport DMA - InstallShield Wizard

License Registration

MetSupport DA requires a valid license key ko operate, An Evaluation copy can
only be created on the first install of the NetSupport DNA Database

Please use <Ctrl> ¥ ko paste copied details

License File Details

(®) Evaluation {Please enter your organisation's name)

O License Key
Please enter the Directory where your DNA license is located
‘ Browse. ..
License Key
Inistallshield
Help < Back Cancel

X
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Note: If you are upgrading an existing installation, you will only have the
option to enter the licence key details. If you have previously been
using an evaluation licence and wish to continue with the
evaluation, you will need to manually uninstall the software before
installing the updated version. Before continuing with the upgrade,
we recommend that you create a backup of your database. Please
refer to our website, www.netsupportsoftware.com/support, for

full instructions.

Click Next.

Inter Component Communications

If you are installing the NetSupport DNA Console, Agent, SNMP Server or
Local Gateway, you will be required to enter the DNS name or IP address
for the NetSupport DNA Server.

ﬁ MNetSupport DNA - InstallShield Wizard X

Inter Component Communication E

Please enter the DNS name or IP Address for your DNA Server:

VIRT4SERVER 2016

To configure your DNA Server to support connections from remote network Agents you can
enter the DMS Name or IP address of your DMNA Server Gateway.

Alternatively select Next to continue.

InstalShield

Note: If the DNS name or the IP address cannot be found, you will not
be able to continue with the installation.

If you are installing the Remote Gateway, you will need to enter the DNS
name or IP address for the Local Gateway. You will also have the option
to enter this when installing the NetSupport DNA Server.

Click Next to continue.
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Select Enterprise Type

NetSupport DNA is available in two versions: corporate and education.
Each version features a wealth of components tailored to its intended
sector. Businesses and educational institutions alike will benefit from the
flexibility the product offers — whether they are focusing the
management of multiple users across an enterprise (software distribution,
alerting and licence management) or ensuring campus-wide cost savings
(print monitoring, energy monitoring and power management).

Select your enterprise type and click Next.

Sufficient information has been provided to commence the installation. If
you need to review any of the settings, click Back; to start the
installation, click Install. To quit the installation, click Cancel.

The final screen confirms that the installation has been successful. If you
have installed the NetSupport DNA Console, you will have the option to
launch this.

Notes:

e When installing the Console and/or Server, it is recommended that
you use the latest SQL Native Client. This can be downloaded from
www.microsoft.com/en-us/download/details.aspx?id=50402.

e After installation, a convenient utility can be run should you need to
update your database, console or upgrade from an evaluation licence
to a full licence. See: Using the NetSupport DNA Database Wizard.
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Existing Installation

This screen will appear if a copy of NetSupport DNA has already been
installed on a workstation.

ﬁ MetSupport DNA - InstallShield Wizard X
Program Maintenance
Madify, repair, or remove the program.
® Modify

Custom Selection dialog in which you can change the way features are

@ Change which program features are installed. This option displays the
installed.

O Repair

Repair installation errors in the program. This option fixes missing or
corrupt files, shorteuts, and registry entries.

O Remove
@ Remove NetSupport DMA from your computer,
& |

Instalshield

Modify

Enables you to change the NetSupport DNA components that are
currently installed.

Repair
Reinstalls all the program features installed by the previous setup and
repairs any installation errors in the program.

Remove
This option removes all installed features.

Select the required option and click Next.
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Using the NetSupport DNA Database Wizard

The NetSupport DNA Database wizard is a convenient utility that can be
run after installation should you need to change any of your NetSupport
DNA settings.

The wizard can be used to create the NetSupport DNA database; add
database users; add console users; update licence details; reset the
system admin password; add NetSupport DNA Gateway settings; set
SNMP settings; set mobile connection settings; and set miscellaneous
settings such as SQL Server address, timeout for queries and force AD
authentication.

During installation, the NetSupport DNA Database wizard is copied to the
Server folder of the NetSupport DNA program directory. The default
location is c:\Program Files\NetSupport\NetSupport DNA\Server\
DNADBWizard.

Note: For the changes to take effect, the Server service will need
restarting.

[5] NetSupport DNA - Welcome X

‘Welcome to NetSupport DA Database Utility

‘fou can use this program to create the MetSupport DNA database,
add & user and register your license

Select An Option
() Install and Setup database for use
() Setup a Database User for accessing the DNA database

() Setup a Console User for accessing the DNA Server

() Register a license

" () Gateway Settings

() SNMP Settings
(_) Mabile Connection Settings

() Miscellaneous settings
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Install and set up database for use

Enter the address/name of the SQL Server where the NetSupport DNA
Database is to be created and the administrator logon details.

[&] NetSupport DNA - Create Database X

Create NetSupport DNA Database

Enterthe SQL Server where the database is to be created and an
administrator’s details who has pemission to create the database on the
server

For NT Authentication: do not enter a User ID

For SQLServer 2005 Express: add \SQLExpress to the SQL Server

Database Details
SQL Server: llocal \NETSUPPORT|

o [

\} [[] Create version of database where strings are stored in Unicode

Coan NOTE - The DNA Server must be closed down before
this operation is started

Next > Cancel Help
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Set up NetSupport DNA user for accessing the database

This dialog enables you to create/change the user name and password
used to access the NetSupport DNA Database on the Server. If using the
existing access details, check that the details have already been created
by the SQL administrator.

Note: It is preferable not to use an existing administrator login as this
could compromise the security of other databases on the SQL
server.

[E] NetSupport DNA - Create User X

Create User

Enter the user name and password to be used by the DNA Serverto
access the DNA Database on the SQL Server.

Login Details
Use the Network Login Details

Login ID:

Password:

The Detai
Administra

X‘ Create Details on the SQL Server
V4

Create This User

already been created by the SQL

Frish o He
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Set up admin users for accessing the NetSupport DNA
Server
If there was a problem creating the Console user during installation, this

option within the Database wizard can be used to create new Console
users. Console users are provided with admin rights.

Notes:

e Admin user rights are required for this operation. You will be
prompted to enter the appropriate user name and password when
you click Create User.

e Additional Console users can also be created via the Console program

itself.
[E] NetSupport DNA - Create User X
Create Console User
The DNA Console requires users to login to gain access to the DNA
Console facilties. You will need at least one Console User in order to
run DNA
User Details
Password!
Create This Console User
M
’
<Back Cancel Help
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Register a Licence

The Database wizard enables you to update your NetSupport DNA licence
details, for example, when switching from an evaluation licence to a full
sale copy.

Note: Admin user rights are required for this operation. You will be
prompted to enter the appropriate user name and password when
you click Register.

[E] NetSupport DNA - License Registration X

License Registration

NetSupport DNA requires a valid license key to operate. An Evaluation
copy can be created on the first install of the NetSupport DNA Database

Note the easiest way to upgrade an evaluation copy is to place your
license file in the DNA Directory and restart your DNA Server

(® Evaluation
O Register License File

License File Details

Enter the Directory where your NetSupport DNA license is
located:

\ Enter License Number issued to you with your license:
d
;\,

Register

< Back Finish Cancel Help

To register a full licence, copy the licence file supplied by NetSupport to
an appropriate folder and enter the location into the Registration dialog.

Enter your licence number - the details are case sensitive. Click Register
to update the licence.

Note: A key element in the day-to-day operation of NetSupport DNA is
the frequency that the Server polls Agent machines to gather
data for each of the main components (evaluation default = 10
minutes). However, if you have a large Agent base, the number
and frequency of connections can place an unwanted overhead on
performance. To counter this, when activating a 'sale' copy,
NetSupport DNA will determine whether a more appropriate
connection interval is required, based on the number of user
licences being registered. Post-installation, a Console Operator
can manually adjust the interval for each component if required.
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Reset System Admin Password

This option allows you to reset the password for the system
administrator. To reset this, you will need to know the admin password

for the SQL Server.

[E] System Admin Console Reset X

This section allows you to reset/create the System
Administrator's account

‘You will need to know a SQL Server administrator password or that
of the database owner to do this

User Name:

‘ M.Jones |

Password:

Confirm Password:

N [eresree] |

Reset

< Back Cancel Help

Enter the system admin user name and new password and click Reset.
You will then be prompted to enter the details for the SQL Server, user ID
(if required) and SQL Server admin password, click OK. The password for
the system admin will be reset.
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Gateway Settings

To start using the NetSupport DNA Gateway, enter the IP address for the
Server Gateway. By default, the Gateway port is 6010. Alternatively, to
stop using the NetSupport DNA Gateway, remove the Gateway address.

[E] Gateway Settings >
Gateway Settings
Settings

Server Gateway Address:

l:l (Blank the address to stop using
the Gateway)

Gateway Port

5070 Port the Server connects to the
Gateway on

¥
y 4
< Back Cancel Help
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SNMP Settings

This dialog allows you to set an SNMP server key. This is used to encrypt
data between servers and must also be set at the SNMP server. You can
also lock down the SNMP servers, preventing any other SNMP servers
from connecting to the DNA server.

[&] SNMP Settings X

SNMP Settings

SNMP Server Key (optional)
Use Default Server Key

Key:

The key is used to encrypt data between the servers, it must also be
entered at the SNMP Servers using the config program.

Lockdown

[ Lock down SNMP Servers

Select this option to prevent any other new DNA SNMP Servers from
\§ connecting to the DNA Server

<Back Cancel Help
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Mobile Connection Settings

By default, NetSupport DNA allows Chrome and iOS devices to connect to
the Server, but this can be disabled from here. The port that devices use

to connect to the Server is 1743.

[5] Chrome/I0S Mobile Server connection settings

[¥] Activate support for Chrome/10S Devices to connect to Server

Port devices use to connect to Server 1743

[ <Back || Finsh | [ Cancel Help
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Miscellaneous Settings

From this dialog, you can change various NetSupport DNA settings such
as the IP address of the SQL Server, database queries timeout, force AD
authentication, select the enterprise type and select the currency to be
used.

[E] MetSupport DNA - Miscellanous Settings X

Miscellaneous Settings
Settings

SQL Server Address: flocal \NETSLFPORT]

Database Queries Timeout minutes

[[] Console logins - Force AD Authentication {manual not allowed)
{Note - AD Window groups must have been setup for Console
Raoles)

Enterprise Type
() Comporate
(®) Education
d&‘ You need to restart the server for this change to take effect

Cumency Symboal

< Back Cancel Help

By default, the database queries timeout is set to 10 minutes; you can
amend this by entering the required value.

If you have assigned an Active Directory Windows group to a Console
role, you can force AD authentication. The user will not be able to access
the NetSupport DNA Console unless they are authenticated in Active
Directory.

NetSupport DNA is available in two versions: corporate and education.
Select the required enterprise type.

NetSupport DNA sets the currency from the system locale of the machine
the DNA Server is located on. To change the currency used in the
database, enter the required currency symbol here.
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Installing via Active Directory

NetSupport DNA allows you to install Agents using Active Directory Group
Policy Software Deployment.

In order to install using Active Directory, you will heed to locate the
DNA.ini and Agent.msi file.

The DNA.ini is stored in the following folder on the NetSupport DNA
Console machine:

32bit C:\Program Files\NetSupport\NetSupport DNA\Console
64bit C:\Program Files (x86)\NetSupport\NetSupport DNA\Console

The Agent.msi is available from the downloads area:
www.netsupportdna.com/downloads.asp

For full instructions on how to configure an Active Directory deployment,
please visit our Knowledge Base and refer to product article Installing
the NetSupport DNA Agent via Active Directory Group Policy
software deployment.
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Advanced Option - Command Line Installation

NetSupport DNA allows administrators to install the Console, Agent,
Application Packager and the Remote and Local Gateways from the
command line using the MSI installers supplied. In addition, the Console,
Agent and Application Packager can be installed via Active Directory.

To carry out installation from the command line
1. Place the appropriate MSI installation file into the same folder as the
configuration file on the target machine, or an accessible share.

2. Edit the INI file to set the appropriate settings for your installation,
e.g. ServerAddress=, InstallDir=

3. On the target machine, execute the installation according to the
following examples:

To install the NetSupport DNA Agent
msiexec.exe /gb /i "NetSupport DNA 485 Agent.msi"

To control which local users NetSupport DNA Console is installed
for

msiexec.exe /qgb /i "NetSupport DNA 485 console.msi" ALLUSERS=2

ALLUSERS="" Installs the package for the current user only.

ALLUSERS=1 Installs the package for all local users.

ALLUSERS=2 Checks if the current user has administrative
privileges. If so, the package will install for all users,

otherwise, it will only install for the current user. Not
supported for NetSupport DNA MSI installers.

There is a sample DNA.INI file that is created in your Console installation
directory. This allows you to customise various parameters for the MSI
installation.

Agent and Console options
[All]

InstallDir= Leave blank for default installation directory, also
applies to Application Packager installs.

ServerAddress= IP address or, preferably, DNS name of the
NetSupport DNA Server.
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Agent only options

[Agent]
EnableLSP= 1 = install the NetSupport LSP, 0 = do not
install
RemoveUninstallOption= 1 = does not appear in Add/Remove
programs

Installation via Active Directory (AD)

There are no special considerations for installation of NetSupport DNA
using Active Directory.

1. Place the NetSupport DNA MSI and INI file in a share on your AD
server which is accessible to your computers/users.

2. Create or edit a Group Policy object (GPO) that affects the users or
computers you wish to install NetSupport DNA for.

3. Create a new AD Software Installation Package under either
Computer Configuration or User Configuration as appropriate.

4. Assign or publish the package.

For further information on Active Directory software installation, please
refer to Microsoft Help resources:
http://support.microsoft.com/kb/816102
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Installing NetSupport DNA Agent on Mac Systems

A NetSupport DNA Agent can be installed on Mac systems, allowing you
to effectively manage your Mac machines.

Note: The NetSupport DNA Mac Agent supports Mac OS X 10.8 and
above.

1. The NetSupport DNA Agent is provided as a standard Mac OS X .pkg
file. This is available from the downloads area on our website.

2. Download the .pkg file and double click it to run the package.

3. The installer will automatically run - follow the on-screen instructions.

Features supported on Mac Agents:

e Gather a full hardware and software inventory from the Agent

machine.

Automatically notify operators of any hardware and software alerts.

A detailed summary of all internet activity.

A summary of all applications used.

Real-time monitoring of Agent machines in icon, details or thumbnail

view.

e A single time-based summary of all activity presented in a
chronological view.

e Remote control Agent machines, allowing Operators to remotely
troubleshoot and perform administrative tasks.

e Agents can report a concern.*

e Monitor keywords and phrases.*

* These features are only available in the Education Edition of NetSupport
DNA.
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NetSupport Browser for iOS

NetSupport DNA provides a mobile Browser app for iOS tablets and
smartphones that supports NetSupport DNA’s core desktop management
capabilities. When launched, it will interrogate the iOS device to gather
key system inventory details and monitor online activity. The data
collected is dynamically sent to your local NetSupport DNA Server and is
then available for reporting within the NetSupport DNA Console.

The app also supports NetSupport School’s core classroom management
tools, enabling real-time student interaction and support during a lesson.
For more information on NetSupport School, click here.

The NetSupport Browser app can be downloaded from the Apple App
Store on iOS 9.3 or higher devices.

For information on how to centrally configure and deploy the NetSupport
Browser, please click here.

Standard browser navigation features - including bookmarks, add tabs
(with the option to set a default Home Page), internet history, plus the
option to change the default search engine - are also included.

Note: By default, the port that devices use is 1743. This can be changed
in the NetSupport DNA Database wizard.

Supported features:

¢ Real-time Monitoring - An Operator or teacher via the Console can
view a real-time summary of all devices. Selected devices can be
viewed either in a detailed list view or via real-time thumbnails of
each device screen.

e Internet Metering - A summary of internet activity via the app is
recorded, including start and finish times for each URL visited and the
active time spent on a page.

¢ Internet Restrictions - Internet usage can be fully managed with
the enforcement of approved and restricted website lists.

e Safeguarding Keyword Monitoring (Education Edition) - This tool
helps schools protect students from being exposed to inappropriate
online content. It alerts staff when students type or search for any
terms that match with those in the DNA keyword database, providing
safeguarding and internet safety indicators for self-harm, bullying,
radicalisation, child sexual exploitation - and much more.

e Safeguarding Resources (Education Edition) - The Safeguarding
Resources icon, displayed on the Browser app's toolbar, gives
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students instant access to a list of appropriate online support
resources.

Report a Concern (Education Edition) - Students can report
concerns directly and discreetly to nominated school staff.
Hardware Inventory - When the DNA Browser is launched on a
device, an inventory is dynamically sent to the NetSupport DNA
Server.

Enterprise Alerting - Real-time alerts enable Console Operators to
immediately identify any user who has attempted to access a
restricted website or triggered a safeguarding keyword.

Activity - Console Operators can see a chronological view of device
activity for a selected time period.

Collect roaming data- If devices are used away from the network,
the app can be configured to record activity in the background with
the stored data collected by the central DNA Server once re-
connected.
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NetSupport DNA Browser for Android

NetSupport DNA provides a mobile Browser app for Android tablets and
smartphones, allowing you to gather key system inventory details and
monitor online activity. The data collected is dynamically sent to your
local NetSupport DNA Server and is then available for reporting within the
NetSupport DNA Management Console.

The NetSupport DNA Browser for Android app can be downloaded from
the Google Play store on Android 5.01 and above devices.

Standard browser navigation features - including bookmarks, add tabs
(with the option to set a default Home Page), internet history, plus the
option to change the default search engine - are also included.

Note: It is recommended that a suitable third-party MDM solution is used
to enable central deployment and lockdown of the app and its
configuration.

Supported features:

¢ Real-time Monitoring - An Operator can view a real-time summary
of all devices. Selected devices can be viewed either in a detailed list
view or via real-time thumbnails of each device screen.

e Internet Metering - A summary of internet activity via the app is
recorded, including start and finish times for each URL visited and the
active time spent on a page.

e Internet Restrictions - Internet usage can be fully managed with
the enforcement of approved and restricted website lists.

e Safeguarding Keyword Monitoring (Education Edition) — This tool
helps schools protect students from being exposed to inappropriate
online content. It alerts staff when students type or search for any
terms that match with those in the DNA keyword database, providing
safeguarding and internet safety indicators for self-harm, bullying,
radicalisation, Child Sexual Exploitation - and much more.

e Safeguarding Report a Concern (Education Edition) - Students can
report concerns directly and discreetly to nominated school staff.

¢ Safeguarding Resources (Education Edition) - The Safeguarding
Resources icon, displayed on the Browser apps toolbar, gives
students instant access to a list of appropriate online support
resources.

e Hardware Inventory - When the NetSupport DNA Browser is
launched on a device, a full inventory of the device is dynamically
sent to the NetSupport DNA Server for subsequent viewing in the
Console.
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Software Inventory - When the NetSupport DNA Browser is
launched on a device, a full inventory of the installed programs on the
device is dynamically sent to the NetSupport DNA Server for
subsequent viewing in the Console.

Enterprise Alerting - Real-time alerts enable Console Operators to
immediately identify any user who has attempted to access a
restricted website or triggered a Safeguarding keyword.

Activity - Console Operators can see a chronological view of device
activity for a selected time period, websites visited and triggered
Safeguarding phrases.

Chat - Console Operators can launch a two-way chat session with
any number of selected users.

Message - Console Operators can broadcast a one-way notification
to selected users.
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NetSupport DNA Chrome Agent

The NetSupport DNA Agent extension for Chrome OS supports
NetSupport DNA’s core desktop management capabilities. When launched
within a Chrome Browser, it will interrogate the device to gather key
system inventory details and monitor online activity. The data collected is
dynamically sent to your local NetSupport DNA Server and is then
available for reporting within the NetSupport DNA Management Console.

The NetSupport DNA Chrome Agent extension can be downloaded from
the Chrome Web Store.

For information on how to centrally configure and deploy the NetSupport
DNA Agent Extension for Google Chrome, please click here.

Notes:

e By default, the port that devices use is 1743. This can be changed in
the NetSupport DNA Database wizard.

e To allow Chrome Agents to connect through the DNA Gateway, you
need to enable the Activate support for Chrome/iOS Devices
option in the Gateway Server Configurator. To allow Chrome Agents
to connect through the DNA Gateway (Chrome Agent version 1.6.0.0
is required), you need to enable the Activate support for
Chrome/iOS Devices option in the Gateway Server Configurator.

Supported features:

e Gather a full hardware inventory from the Agent machine.

e Real-time monitoring of Agent machines in icon, details or thumbnail

view.

Agents can report a concern.*

Monitor keywords and phrases.*

A detailed view of all internet activity.

Console Operators can see a chronological view of device activity for

a selected time period.

e Real-time alerts enable Console Operators to immediately identify any
user who has attempted to access a restricted website or triggered a
Safeguarding keyword.

* Only available in the Education Edition of NetSupport DNA.
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NetSupport DNA Gateway

The NetSupport DNA Gateway provides a stable and secure method for
locating and connecting to Agents on remote networks securely via the
internet. Multiple remote locations can communicate data back to a
central location with the use of the included Remote and Local Gateway
components.

NetSupport DNA Local (Server) Gateway

The NetSupport DNA Gateway provides a means of connecting remote
Agents to the NetSupport DNA Server. The Local Gateway communicates
with the central NetSupport DNA Server. The Local Gateway must be
installed separately from other NetSupport DNA components.

Note: If a DNA Server Gateway is installed on the same machine as a
NetSupport Connectivity Server (NCS), remote control functionality
over the DNA Gateway will not be available. (Applies to Education
installations only).

NetSupport DNA Remote (Agent) Gateway

The Remote Gateway acts as a proxy server for the remote NetSupport
DNA Agents, allowing them to communicate with the NetSupport DNA
Server. The Remote Gateway can only be installed with the NetSupport
DNA Agent.

Notes:

e There can be multiple Remote Gateways (one installed at each remote
site) but only one Local (central) Gateway.

e The NetSupport DNA Console must be on the same network as the
NetSupport DNA Server to be able to pick up Gateway Agents.

e Gateway installation

The Gateway components can only be installed on Windows XP SP3 or
higher machines.

When performing a NetSupport DNA Installation, select the required
Gateway components to install from the Custom Setup Screen. When
installing the Local Gateway, you will be required to enter the IP address
of the NetSupport DNA Server. The IP address of the Local Gateway
needs to be entered when installing the Remote Gateway.
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Note: To use the NetSupport DNA Gateway, the IP address of the Local
Gateway will need to be entered in the NetSupport DNA server.
This can be done during installation or in the NetSupport DNA
Database wizard after installation.

You can configure the parameters for the Local and Remote Gateway in
the Server (Server) Gateway Configurator and the Agent (Remote)
Gateway Configurator.

The current status of the Remote Gateways and connected NetSupport
DNA Agents can be viewed in the Gateway Status dialog. Select the Tools
tab and click the Gateway Status icon.

Gateway Server (Local) Configurator

The Gateway Server Configurator allows you to configure the parameters
for the Server Gateway (Local Gateway). During installation, the Gateway
Server Configurator is copied to the Gateway folder of the NetSupport
DNA program directory c:\Program Files\NetSupport\ NetSupport
DNA\Gateway\DNAGatewayConfigS.exe.

@2 DNA Gateway Server Configurator x
DN Server | VIRT4SERVER2016]
DNA Server Port 6000
Port DNA Server connects on 6010
Port Gateway Agents connect on

Mobile Device Connection Settings

[ Activate support for Chrome/I0S Devices

Port mobile devices use to connect to 1743

Reset Defaults

Gateway Agents

Name Address

Add Edit Remove
Security

[JLock access to these Agents only
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DNA Server
The IP address of the NetSupport DNA Server.

DNA Server Port
NetSupport’s default Server port number is 6000.

Port DNA Server connects on
The default port that the NetSupport DNA Server connects to the Server
Gateway is 6010.

Port Gateway Agents connect on
NetSupport's default port that the Server Gateway and Agent Gateway
communicate on is 80.

Mobile Device Connection Settings
Activate support for Chrome/iOS Devices
Allows Chrome Agents to connect through the DNA Gateway.

Note: Chrome Agent version 1.6.0.0 is required.

Port mobile devices use to connect to
By default, the port mobile devices connect on is 1743.

Reset Defaults
Returns all port settings back to the default values.

Gateway Agents

Any Gateway Agents that have been found by the Server Gateway will be
listed. You can add, edit and remove Agents by clicking the appropriate
button.

Security
Selecting Lock access to these Agents only allows you to control

which remote machines can connect to your Server Gateway.

Note: You can configure the IP address of the Server Gateway in the
NetSupport DNA Database wizard.
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Gateway Agent (Remote) Configurator

The Gateway Agent configurator allows you to configure the parameters
for the Agent Gateway (Remote Gateway). During installation, the
Gateway Agent Configurator is copied to the Gateway folder of the
NetSupport DNA program directory c:\Program files\NetSupport\
NetSupport DNA\Gateway\DNAGatewayConfigC.exe.

a DNA Gateway Configurator K
DMA Gateway Server Address

Port to connect to Gateway Server on

Port DNA Agents connect on 6000

Port to connect to DNA Agents on 6001

iNE iH

Retry period for failed connection attempts (seconds) 300

Reset Defaufts 0 Cancel

H

DNA Gateway Server Address
The IP address of the Server Gateway.

Port to connect to Gateway Server on
NetSupport's default port that the Server Gateway and Agent Gateway
communicate on is 80.

Port NetSupport DNA Agents connect on
NetSupport's default port that NetSupport DNA Agents use to connect to
the Agent Gateway is 6000.

Port to connect to NetSupport DNA Agents on
NetSupport's default port that the Agents Gateway uses to connect to the
NetSupport DNA Agents is 6001.

Retry period for failed connection attempts (seconds)
By default, the retry period for failed connections will be 300 seconds,
enter a different value if required.

Click Reset Defaults to return all settings back to the default values.

Note: You can configure the IP address of the Server Gateway in the
NetSupport DNA Database wizard.
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SNMP Server Configuration

The SNMP Server Configurator allows you to configure the parameters for
the SNMP Server. During installation, the SNMP Server Configurator is
copied to the SNMP Server folder of the NetSupport DNA program
directory c:\Program Files\NetSupport\NetSupport DNA\SNMPServer\

DNASNMPConfig.exe.

DINA SNMP Config
General lAdvanced |
Marketing1 Port DNA Server connects to on the 5005
DA Server 49 SNMP Server to collect data:
Port to receive UDP Messages from the 6006
t
gg;vg[ogz:ecks b 6000 DNA Server:
Diagonostic information
Current status of SNMP Server The service is running
Last connected to the DNA 01 Jul 2015 09:25:29
Server
SNMP Agents currently being monitored
SNMP Agent
oK | Cancel Help
DNA Server

The DNS address of the NetSupport DNA Server.

Port DNA Server connects to on the SNMP Server to collect data
NetSupport’s default port that the NetSupport DNA Server uses to

connect to the SNMP Server to collect data is 6005.

Port connects to DNA Server on

NetSupport’s default port that NetSupport DNA Devices use to connect to

the NetSupport DNA Server is 6000.
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Port to receive UDP Messages from the DNA Server
NetSupport’s default port that is used to receive messages from the
NetSupport DNA Server is 6006.

Diagnostic information
Provides information on the current status of the SNMP Server, the last
connection time and the SNMP Devices currently being monitored.

DNA SNMP Config (==l

General Advanced |

SNMP Server Key

IV Use Default Server Key

Key:

This key is used to encrypt data between the servers, it must be entered at all DNA SNMP
Servers and as well as at the DNA Server.

0k | Concel |  Hep |

Use Default Server Key

Allows you to set an SNMP server key. This is used to encrypt data
between servers and must be set at the SNMP server and NetSupport
DNA Server.

Note: You can set a server key in the NetSupport DNA Database wizard.
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Gateway Status

The Gateway Status dialog allows you to check the current status of your
Remote Gateways. You can also view the NetSupport DNA Agents
connected to the Remote Gateways.

1. Select the Tools tab and click the Gateway Status icon.
2. The Gateway Status dialog will appear.

Gateway Status b4

Gateways
Name - Status Last Connection
@ DESKTOPHKOTNIT  Unavailable 05/10/2015 12.17:17 Fiefresh

Close

Help

3. Your Remote Gateways will be listed. From here, you can see the
name, current connection status of OK or Unavailable and the last
connection time.

4. To view the Agents connected to a Gateway, select the required
Gateway and click PCs.

5. Disconnected Remote Gateways can be deleted from this dialog.
Select the required Gateway and click Delete.

Click Refresh to update the information. By default, the Gateway status
is updated every ten minutes.

Note: If the Local Gateway is restarted, it can take the Agent Gateway
five minutes to reconnect, unless the Remote Gateway is
restarted.
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Upgrading from Existing NetSupport DNA Versions

If you are upgrading to the latest version of NetSupport DNA from a
previous version of NetSupport DNA (NetSupport DNA 2.70 and above),
you can install the new version from the NetSupport DNA Installer.

Note: If you are upgrading from a NetSupport DNA version before
NetSupport DNA 2.70, please refer to our website
www.netsupportsoftware.com/support for instructions.

1. Run the new NetSupport DNA setup.exe on the PC where the
NetSupport DNA Server is located.
2. Follow the on screen instructions. The previous NetSupport DNA

version will be removed and the latest version of NetSupport DNA will

be installed. All previous NetSupport DNA settings will be kept.

3. Consoles and Agents will be updated to the new version the next time

they connect to the Server.
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NetSupport DNA Mobile Console

The DNA Mobile Console app allows a technician, when away from their
desk, to search for and view a detailed Hardware and Software Inventory
for any PC on the company network. The Mobile Console app also
includes a QR code scanner to help instantly identify any machine, either
from an on-screen QR code displayed in the DNA Agent window, or from
a label fixed to the device. NetSupport DNA also provides a QR code label
creation facility, including support for custom details. Histories of all
hardware changes as well as any software installs or removals are also
shown on the app.

In addition to the Inventory and History views, the NetSupport DNA
Mobile app also highlights any new PC alerts that have triggered across
the network.

The NetSupport DNA Mobile Console app can be downloaded for free from
the Google Play and Apple app stores.

For further information on how to install and configure, click here.
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Getting Started

Running the Console

After installation, Administrators (Console Users) can load the NetSupport
DNA Console and start interrogating the database.

1. Select {Start}{Programs}{NetSupport DNA}{NetSupport DNA
Console}.
2. The Console Login dialog will appear.
MetSupport DMA
Server: DAN-DELL2 -
User Name: Jane Stone
Password: | ssssss |
Verson 4500701 — - |
3. Confirm that the specified Server address/name is correct. If not, you
can manually enter the details. Enter the Console user name and
password.
4. Click OK.
5. The main NetSupport DNA Console screen will appear.
Notes:

If Secure Mode is enabled, the console user has three attempts to log
in before their account is locked out. An Administrator will need to
unlock the account, unless the console user has an email address and
the email settings have been configured; then a reset option will be
available, sending a temporary password by email. The console user
will be required to change this password the next time they log in.
When you run the Console for the first time, you will be asked to
configure how the Agents are updated. Agents can be updated using
a third-party tool such as GPO/SCCM or automatically using the
NetSupport DNA Server. If you are unsure, click Decide Later and
consult your Network Administrator. This dialog can be accessed by
selecting the Settings tab and clicking Manage Agent Update.
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The Console Window

The Console Window is the primary interface for accessing the wealth of
options provided by NetSupport DNA. A convenient Tree view enables you
to quickly display data for a given PC, User, Device or Discovered PC.

When you first log into the Console, a summary screen will be displayed,
providing an overview of each of NetSupport DNA's main components.
This view can be switched to Efficiency View which provides a dashboard
highlighting at a glance how technology is being used and the areas
where efficiency can be improved to create cost- and time-saving
benefits.

Note: If more than one Console Operator is logged in, only one of them
will have access to alter NetSupport DNA’s configuration settings.
The other Operators will be advised they have read-only access.

=

uuuuuuuu

CLOUD ACADEMY - Activity Summary - Departments

= | O |23 | e R g

Hardwara Webpges Opened
= | Bu 3
o
g wmesees || 1076 03 229
‘ E' PCs Last Active 30 221 Applications Used Phrase Matches .
Ow today Pages Printed Risk Analysis .
2 Licenses
- o Used
Programs 0 o
1 Installed ] o
Energy Cost From E =
New PCs 0 0 3.1 7 1
Blocked USB . KCOnaes
131.43 Devices 26 Availeble
ckage .

Packages Screenshots
O Deplayed fwh e
[ 619

Alerts

Video Captures

Ribbon/Toolbar

The ribbon provides access to all NetSupport DNA's tools, components and
configuration utilities and is organised into five main tabs:

1. Home
Provides access to NetSupport DNA's components. Some components
have a drop-down menu to access functions relating to it. These
functions are also available in the ribbon when a component is active.
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Tools
Provides access to NetSupport DNA's tools.

Queries

The Query Tool enables you to create customised reports based on
specific criteria. Once created, the queries can be associated with the
appropriate NetSupport DNA component for ease of retrieval on an
on-going basis.

Reports

NetSupport DNA provides a variety of pre-defined print-optimised
management reports powered by the Crystal Reports engine. Reports
can be printed or exported in a variety of formats.

Settings

Provides access to profiles, where component settings can be
configured and assigned to specific users, Active Directory groups,
PCs or departments. Console Preferences can be accessed from here
and Operators can be added and have roles assigned to them.

Notes:

When an item or user is selected in the Tree view, an additional tab
will be displayed in the ribbon. This tab provides quick access to
functions available for the selected item.

The functions displayed in each tab will vary, depending on the Tree
view that you are in.

The ribbon can be minimised by clicking * at the top right of the
Console.

Hierarchy Tree view

The Tree view lists all dynamically-found NetSupport DNA Agents. By
default, the Tree will reflect the structure of your workgroup/domain, but
you can customise it to suit individual requirements, for example,
grouping Agents by geographical location or department. To further
highlight items in the Tree view, you can apply custom images to
departments, dynamic groups, PCs and Users.

4 EEE Departments 13
I <o Developmert 3 M

[+ Finance 2

B [‘ Technical Support &
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To apply a custom image to a PC or User, select it in the Tree view, right
click and select Properties. The Properties dialog will appear. Click
and browse to the required image, this will now be displayed in the Tree.

You can select multiple Agents in the PCs and Users Tree, allowing you to
perform actions to multiple Agents at once or view components (e.g.
eSafety phrase triggers) for the selected Agents. Select Ctrl + click to
include individual Agents in the selection or Shift + click to add a range of
Agents. A Selection tab will appear in the ribbon to show that you have
selected multiple Agents and, from here, you can access the available
functions.

E Computers - Multiple PCs - e5afety [Administrator) Selection
Home Tools Queries Reports settings Multiple PCs
Y e @ #
- = —
Apply | Distribute Agent Remote Message Chat Power PC
as Filter Status = Management~ supervision
General Commands
Notes:

e NetSupport's integration with Active Directory allows you to view the
Hierarchy Tree as per your Active Directory structure. To view PCs in
their Active Directory Containers, see Console Preferences - Active
Directory Settings, you can hide the AD Containers in the Tree
view, if required.

e Bookmarks can be added to the PCs, Users and Devices Tree view,
allowing you to quickly navigate to a required location.

e By default, only the first 100 items will be displayed in a department
in the Tree view. To view all items, click More.

The Tree view can be switched between the following options:

PCs

Users
Devices
Discovered

At the top of the Tree view, a search tool is provided that allows you to
identify and locate Agents within it. This is not available for the
Discovered Tree view.
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The PCs Tree view displays PCs and data for the PC owner who has been
associated with that PC. The PC owner can be changed in the Bind Users
dialog. Non-standard items can be added in the PCs Tree.

Notes:

e By default, mobile Agents will appear in the Tree view in an
unassigned department. These Agents can be moved to an
appropriate department - see Adding Agents to Departments.

e The PCs Tree view can be hidden from Operators. This may be useful
if you only want Operators to view data for logged-on users. To hide
the PCs Tree view for an Operator, select the Hide PC/Department
hierarchy option when creating or editing Operators.

The Users Tree view displays logged- on users and only shows data
relevant to them and not the PC. Only the User Details, Activity, USB
Device Control, eSafety*, Internet Metering, Application Metering and
Print Monitor components are available when the Users Tree view is
selected.

The Devices Tree view displays details of any SNMP Agents.

Note: You can customise how Agents are displayed in the above Tree
views. Click =" and select a display name from the list.

The Discovered Tree view will display any computers that were not
found at start-up. You can configure NetSupport DNA to scan the network
to look for any machines that do not have an Agent installed. Once
discovered, you will be able to view a basic Hardware Inventory for the
machine and have the option to deploy an Agent to it.

Note: The Discovered Tree view can be hidden, if required. Select the
Settings tab and click the General icon. The DNA Configuration
dialog will appear: click the General option under Console
Preferences and deselect Show Discovered PC tree.

In addition, you can create Dynamic Groups enabling you to quickly
identify Agents matching specific criteria. A typical Dynamic Group might
be "all PCs running Windows 10". A selection of efficiency and general
dynamic groups are provided.
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The Tree view can be filtered to only show PCs/Users/Devices that match
a Dynamic Group query. Select the required Dynamic Group in the Tree,
right-click and select Apply as Filter. A filter bar will be displayed at the
top of the Tree view showing what Dynamic Group filter has been applied.
To remove the filter, click Clear.

Information window

The information window displays the data that has been gathered for
each of NetSupport DNA's main components. For ease of navigation,
icons identifying each component are displayed in all tabs except in the
Tools and Settings tab.

A variety of views and filters are available for each component, allowing
you to customise the content and format the data displayed in the
information window.

Status bar

The Status bar displays a link to the NetSupport DNA website, the Server
the Console is connected to and the user currently signed into the
Console. When viewing reports, you can switch between layouts and a
zoom slider is available. The status bar can be enabled/disabled in the
Tools tab.

* The eSafety component is only available in the Education Edition of
NetSupport DNA.
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Create Additional Console Users

Additional Console logins can be created. Each user is assigned
Administrator or Operator rights, enabling you to restrict functionality for
certain Console users. An Operator will need to be assigned a role. A role
allows you to define the access rights for users, enabling you to quickly
allocate the same rights to multiple users. Multiple roles can be created.

To increase Console security, Secure Mode can be enabled. This forces
Console Operators to use complex passwords. You can specify what
complex passwords must consist of, along with the option to disable
Operator accounts after three unsuccessful login attempts.

Note: In the Education Edition of NetSupport DNA, Console users can be
created when adding contacts in the eSafety feature. These users
will have a safeguarding role assigned to them and can only be
edited or deleted in the Configure Safeguarding Users dialog.

1. In the Settings tab, select the Operators icon. The Console
Operators dialog will appear.

NetSupport DNA X

Operators

Name Role Add...

ol ;

asAdmin Admin Role Propetties

& Andrew Simons  Admin Role

‘O.Gary Wright Safeguarding User Remove

Jane Green Support Level 2

Roles...
Options
Unlock

2. To create new Operator logins and assign the appropriate role, click
Add. To edit an existing user, select the name and click Properties.
To create or edit roles, click Roles.

3. To enable Secure Mode and decide the required level for complex
passwords, click Options.

4. To remove an item, select the name and click Remove.

5. Operator accounts that have been disabled can be unlocked from
here. Select the locked Operator, click Unlock and reset the
password (the Operator can change this the next time they log in).
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Note: Only one Console Operator will have access to alter the
configuration settings in the case that more than one Operator is
logged in at the same time.

Create or Edit Console Operator Logins

This dialog is used to create additional or edit existing Console Operator
logins.

NetSupport DNA x

User Details

Name: Mark Smith
Phone Number:
Email: m.smith@werringtonschaol.cc
Permissions
() Administrator Roles...
(8) Operator

Role: | Teacher role

1. Enter the user’s name. This will also act as the login name, along with
their contact number and email address.

Note: A unique email address must be entered for the console
Operator.

2. To change the password for existing Operators, click Password.
(This will only appear when editing existing Operators).

Note: When setting a password, you have the option to insist the
user changes this to one of their own choosing the first time
they log on (you can notify the user by email that they are
required to make the change). Operators can be forced to use
complex passwords by enabling Secure Mode.

3. You can assign full administrator rights (the Role field will not be
available) or choose the level of access by selecting Operator. Select
the Role to be assigned to the Operator, to create a new Role, click
Roles.

78



NetSupport DNA v4.95

4. Select Hide PC/Department hierarchy to hide the PCs hierarchy
Tree view from the Operator. The Operator will only be able to view
data for logged-on users.

5. Click OK when you are finished. You will be prompted to register a
password for the new user.
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Secure Mode

Secure Mode forces Console Operators to use complex passwords
increasing the security of the DNA Console. When this option is enabled,
the logged on Administrator must change their password immediately and
other users the next time they log into the Console.

1. In the Settings tab, select the Operators icon.
2. From the Console Operator dialog, click Options.
3. The Secure Mode dialog will appear.

NetSupport DNA X
Secure Mode

Enable console operator secure mode

Secure Password Options

Select at least three options when secure mode is enabled.

Password must have at least six characters

[[JPassword must have at least one lowercase letter (a to z)
Password must have at least one uppercase letter (A to Z)
Password must have at least one number (0 to 9)
[[JPassword must have at least one symbol (@,%,$, % etc.)

Disable Account

[]Disable non-administrator operator account after 3 unsuccessful login attempts

Notify Console Operator

Inform existing operators they need to change their password

I

Secure Mode
Enable Secure Mode for all Console Operators.

Secure Password Options
Select which options to include when creating complex passwords. At
least three options must be chosen.

Disable Account
This option will disable non-administrator accounts if the password
has been unsuccessfully entered three times.
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Notify Console Operator
Console Operators will be notified by email that they need to change

to a secure password the next time they log in.

Note: The email settings must be configured before email
notifications can be sent.
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Create or Edit Console Roles

This dialog is used to create new and edit existing roles. A role allows you
to define the access rights to be assigned to Operators. Once a role has
been created, it can be easily assigned to multiple Operators.

Note: Administrators will automatically have full access and be assigned
the Admin role.

1. From the Operators dialog, click Roles. The Console Roles dialog will
appear.

2. Click . 5 to create a new role. Enter the name for the role and
choose between Read-only Operator and Administrator
Operator. You can take a copy of an existing role, select Copy of
Role and then choose the role to copy from the drop-down list.

Note: By default, a Read-only Operator will have the admin access
rights deselected and the Administrator Operator will have all
the access rights selected.

Console Role Dialog X

Role Name: Support Role 1 -4 | %

Pemissions

Roots PC Department Departments/Marketing, Departments/Support, Departments/Admin
Show all user activity on these PCs {untick to restrict to Users specified in the User Root
below)
Roots User Department: Evaluation

Show activity by these users on any PC {untick to restrict to PCs specificied in the PC Root
)

above;]

Active Directory Group:

Access Rights:

oi Components ~
Vgl Activity
V& Alerting
Can change settings
VI Application Metering
Can change inventory settings
Can edit application restrictions
e
Can create and assign Policies
V=] chat
¢ Database Maintenance
Can delete PCs
Can delete history records
Can import data v

82



@ N

NetSupport DNA v4.95

To allow greater control over Operator roles and what areas
Operators have access to, you can select the levels of the Tree view
that the Operator can see and work with when they log on

(department or Active Directory container) by clicking -'. This can be
set for the PCs Tree and the Users Tree. By default, you will be able
to see all user activity on PCs and all activity by users on any PC for
your root departments. For example, if you have the Support
department selected in your Roots PC department and a user not
from that department logs into a Support PC, you will be able to see
that activity. Clear the relevant check box to restrict access to PCs
and users in the root department.

If the configuration settings have been set to Active Directory
containers, this will set the level which the Operator can access.

An Active Directory Windows Group can be assigned to the role by
clicking -'. If the user is a member of the Active Directory Group,
they will be pre-authenticated to access the Console without needing
to login.

Note: If the user is taken out of the Active Directory Group, they can
still access the Console by logging in with their user name and
password. You can force Active Directory authentication in the
NetSupport DNA Database Wizard. The user will not be able to
access the Console unless they are authenticated in Active
Directory.

Select the required access rights.

To remove a Role, select the required Role and click X
Click OK when you are finished, the Role can now be assigned to an
Operator.

Note: In the Education Edition of NetSupport DNA, two safeguarding

roles will be available. These relate to the eSafety feature. The
safeguarding roles can only be assigned when you are adding
eSafety contacts. See Safeguarding Roles for further information.
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Discovery and Deploy

The NetSupport DNA Agent Discovery and Deploy utility provides network
administrators with the facility to install the NetSupport DNA Agent on
multiple computers without the need to visit the machines individually.

Within the NetSupport DNA Agent Discovery and Deploy utility, you have
the ability to deploy the NetSupport DNA Agent using an IP address
range, the existing Windows network or Active Directory. All of these
methods allow you to pick and choose which computers you want to
deploy to.

Note: NetSupport DNA provides an Automatic Agent Discovery tool,
allowing you to automatically find machines that do not already
have a NetSupport DNA Agent installed.

The NetSupport DNA Agent Discovery and Deploy utility can be used to
deploy the NetSupport DNA Agent to computers running the following
operating systems:

Windows XP

Windows 2003

Windows Vista

Windows Server 2008/2008r2
Windows 7

Windows 8/8.1

Windows Server 2012
Windows 10

Note: Due to operating system limitations, the NetSupport DNA
Discovery and Deploy utility does not work with Windows XP
Home, Windows Vista Home Premium or Windows 7 Starter/Home
edition.

How does NetSupport DNA Deploy work?

Once the Deploy options have been configured, the NetSupport DNA
Agent Discovery and Deploy utility works by connecting to the target
computer using File and Print Sharing.

This method requires access to the target computer’s Admin$ share and

will need to connect as a user with local administrator access (user details
may be requested).
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Once authenticated, the NetSupport DNA Agent package files are copied
to the following folder on the remote PC using the connection to the
Admin$ share:

C:\Windows\pcirdist.tmp\

Finally, once the files have been sent to the target PC, the Agent installer
file is executed using the Remote Procedure Calls (RPC) Service.

What are the requirements?
In order to successfully deploy the NetSupport DNA Agent component to
your target PCs, the following items are required:

e File and Print Sharing must be enabled on the target PC.

e The Sharing and Security for local accounts policy must be set to
{Classic} on the target PC.

e The user account used to connect to the target PC must have local
administrator permissions on the target PC.
Network discovery must be enabled on Windows Vista/7 target PCs.

e UAC Remote Restrictions must be disabled for target PCs running
Windows Vista and Windows 7 in a workgroup environment.

Agent Discovery and Deploy Tool

[©] Netsupport DNA Client Discovery & Deploy x
1P Address | Windows Networking  Active Directory
jel Add.. Refresh v Select v
Computer Department 1P Address  DNS Name MAC Address Platform DNA Client Web Control  Manufacturer ~
] 10.0.0.9 =
] 10.0.0.10
] 10.0.0.11
] 10.0.0.12
= 10,0.0.13
Cluststoreoot  nsL 10.0.0.14 00-00-00-00-0...  Unix/Linux XEROX CORPORATION
] 10.0.0.15
Climtie UK 10.0.0.16 00-E0-18-D8-6...  Access denied ASUSTEK COMPUTER INC.
] 10.0.0.17
=} 10.0.0.18
] 10.0.0.19
] 10.0.0.20
Cliwnato-2008  TESTING 10.0.0.21 08-00-27-6-1...  Access denied CADMUS COMPUTER 5Y5...
] 10.0.0.22
) 10.0.0.23
] 10.0.0.24
] 10.0.0.25 =
[TIResolve DNS Names

1. In the Tools tab, click the Discovery and Deploy icon.

2. Choose the method for finding machines: by IP address, Windows
Networking or Active Directory.

3. Click Add.

85



11.
12.

86

NetSupport DNA v4.95

If searching by IP address, enter the address range or select from a
previous IP address range entry (the last ten entries are saved).
Select the network groups if using Windows Networking or select the
PCs to include if using Active Directory.

Click OK to find matching machines.

To help identify the PCs to be included or excluded from the
deployment, the list can be sorted by clicking on any of the column
headings. You can quickly locate a particular PC by typing in the
search box.

If required, you can further refine the list by removing machines that
you do not want to include in the deployment. For example, ‘invalid’
Agents or those that are identified as already having a current
NetSupport DNA Agent installed. Click Select and choose the
appropriate task from the drop-down list. Click Exclude to remove
the highlighted items.

From the PCs that remain, select the ones to deploy to. To include all
machines, click Select - All Agents or highlight items individually
using Shift-Click, Ctrl-Click.

Click Deploy when ready.

. As the PCs may be in use at the time of the deployment, you can

send a prompt to users before you commence. Click Options. The
Deploy Options dialog will appear.

Click Start.

To deploy a remote uninstall to remove the NetSupport DNA Agent,
click Uninstall.
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Deploy Options Dialog

DNA Server Other Options
®1000163 [ Disable uninstall option in Add/Remove Programs
O User specified address
00w
Intemet Restictions Fiety Faied Deploys
[ Enable LSP Filter Driver (Requires restart) Enable Retries
Number of Reties: 3
LSP used on Windows XP to Windows 7
Filter Driver used on Windows 8 and abave Time between Reties (minutes} 60
Restart Options:
® Advise user to restart machine
O Force restart
Automatic restart i not logged on e e
Cancs H

Confirm the address of the NetSupport DNA Server.

Internet Restrictions

In order to make use of the internet blocking features of NetSupport
DNA, it is recommended that LSP/Filter Driver is enabled.

In these circumstances, the Agent machine will need restarting in order
to complete the installation. Consider if the machines are in use before
making your selection.

Restart Options
Advise user to restart machine
Gives the user the opportunity to restart the PC when they want
to.

Force Restart
An immediate restart is forced, without any prompting.

Automatic restart if not logged on
This option can be included along with any of the above restart
options.

Other Options
Disables the uninstall option in Add/Remove Programs. This ensures the

user is unable to remove the NetSupport DNA Agent.
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Retry Failed Deploys

Indicate if the deployment should be automatically retried in the event of
a failure. Specify the number of retry attempts and the interval between.

Click OK to commence the deployment.

Note: If deploying to more than 100 machines simultaneously, a warning
will be displayed. There are potential overheads attached to
deploying to large numbers of PCs so you may prefer to do the
deployment in stages.
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Deploying on Windows XP

To enable you to deploy NetSupport DNA Agent on Windows XP
Professional, you need access to the Admin$ share on the remote
machine in order to transfer the package to be deployed.

By default, there is no access allowed to Admin$ share.

To enable network access:

1. In Administrative Tools, select Local Security Policy.

2. Select {Security Settings}{Local Policies}{Security Options}

3. Select {Network access: Sharing and security model for local
accounts}

4. Alter the setting for this policy to {Classic - local users authenticate as
themselves}

The Admin$ share will now be available and you can deploy as normal.

Windows Firewall will by default block all network activity produced by
NetSupport DNA. To enable NetSupport DNA to function correctly, we
have provided a utility that will configure Windows Firewall.

To enable NetSupport DNA in the Windows Firewall Configuration

1. Download the ICFCONFIG.EXE File (link at
www.netsupportsoftware.com/support/)

2. Run this utility on a machine with NetSupport DNA installed, using the
following command

ICFCONFIG -e DNA

3. This will create all the required entries in the Windows Firewall
Configuration to allow NetSupport DNA to function correctly.

The ICFCONFIG utility can also be used to remove a NetSupport product
from the Windows Firewall Configuration. See our website at
www.netsupportsoftware.com/support for all the ICFCONFIG Command
line options.
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Deploying on Windows Vista

Due to increased security restrictions in Windows Vista, the deploy
function cannot be used to deploy to Windows Vista PCs that are not part
of a Domain.

When deploying to a Windows Vista PC within a Domain, the Console
User must be either logged onto the Domain or enter the user
credentials when prompted of a Domain Account that has Local
Administrator rights to the target PC.

Note: The Deploy Prompt user option is not supported on Windows
Vista.
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Automatic Agent Discovery

NetSupport DNA allows you to automatically discover machines across
your network, even if they have not got a DNA Agent installed. Scan
ranges can be created, allowing you to automatically scan as many IP
address ranges as needed. Once the Agent has been located, a basic
Hardware Inventory can be viewed and a DNA Agent can be deployed (to
Windows machines) if required.

Setting up a scan range
1. In the Discovered Tree view, click the Configure icon.

Note: If automatic discovery has not yet been enabled, a header will
be displayed in the information window advising this. You can
access the configuration settings here.

2. The Automatic Discovery settings will appear.

Automatic Agent discovery runs on the DNA server and detects PCs that arent running a DNA Agent. Discovered PCs show a basic
inventory and can be deployed to

Enable
Scan method Change.

Run at startup and then every 60 minutes

Scan range

Range Add
10.0.0.0-10.0.0.255
Credentials
User name pcijle
Password seesee Re-enter oy
o By supplying & user name and password auto-discovery can more accurately determine if a Test

machine can be deployed to

3. Select Enable and enter the required IP address ranges to scan.

4. Entering domain credentials allows NetSupport DNA to determine if a
machine can have a DNA Agent deployed to it.

5. Click OK.

6. Discovered computers will be listed in the Discovered Tree view.
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Managing discovered computers

NetSupport DNA will discover new computers on the network even if they
do not currently have the NetSupport DNA Agent installed.

Newly discovered computers, irrespective of type, will be listed in the
Discovered Tree view. However, where NetSupport DNA cannot determine
what type of computer it is, they will be listed separately in the ‘Unknown’
list and the operator can manually update the properties as required.

If domain credentials have been supplied when searching for new
computers, NetSupport DNA will provide a basic hardware inventory prior
to the appropriate NetSupport DNA Agent being installed.

By default, when NetSupport DNA discovers a new computer, a popup will
appear notifying you of this. This can be disabled in the Console
Preferences - General options.

[C] Discovered Computers - MATT-WIN1O - Hardware inventory - o
Reports  Settings  MATT-WINTO ~ 8% Q-

[ NetSupport Group - Hardware Summary - MATT-WIN10
PCs Users Devices Discovered

~] | System overview
Name: MATT-WIN10 Domain / Workgroup: uk.pci-group
Manufacturer: Gigabyte Technology Co., Model: 500403
Ld:
Operating System: Windows 10 Pro Insider Service Pack:
Preview x64
Version: 10.0.10565 05 Serial Number; 00330-80000-00000-AA299
Registered User: matt Organisation:
System Language: English (United Kingdom) System Time Zone: (GMT) GMT Standard Time
Total Memory: 8192 MB Logged on User:
DirectX Version: System Enclosure:
Windows Key: Touch Enabled: No
CPU\BIOS
Processor: Intel(R) Core(TM) i7-4790 CPU @ 3.60GHz
Clock Speed: 3601 MHz CPU Manufacturer: Intel
BIOS Asset Tag: To Be Filled By O.E.M. 810S Manufacturer: American Megatrends Inc.
Serial Number: To be filled by 0.E.M. Install Date: 05/30/14
BI0S Version: F5

NetSupport DNA 8 Server: nsineton2 3, User:janen

From the Discovered list, you can choose to deploy the NetSupport DNA
Agent to the required computers.

Note: The NetSupport DNA Agent can only be deployed to Windows
machines.
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Computers that you don't wish to deploy an Agent to can be ignored and
will be removed from the list. They will still be displayed in the Discovered
Computers dialog. From here, you will be able to make them available
again in the Discovered Tree view, if required.

1. In the Discovered Tree view, click the Manage icon.
2. The Discovered Computers dialog will appear.

Discovered Computers X

Discovered PCs

Name User name IP Address MAC Address AN Deploy
Recent lgnore

_{.‘. INVH566 support 10.0.4.65 DBCB8A6D356D

) Delete

Available

O 10019 10.0.1.96 C82A1424AB3F Include

E ADK-LAPTOP 10.0.0.19 00238B25164D

_l;l ADK-VIDYA 10.0.4.36 001C42DA6347

E AJS-VAIO 10.0.4.111 30F9ED42450D

E DAWIDS-IMAC 10.0.4.70 3C075478874D 9

B

3. All discovered computers will be listed.
4. Any computers that have been ignored can be included again in the
Discovered Tree view.
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Device Discovery

The SNMP Discovery allows NetSupport DNA to be configured to scan a
range of network addresses and report on any appropriate devices
discovered, such as printers and access points. These items can then be
stored within DNA and real-time data (such as ink or toner levels) can be
monitored from the console.

Note: You must ensure that SNMP is enabled on the device for
NetSupport DNA to be able to discover it.

1. In the Devices Tree view, click Device Discovery.
2. The SNMP Monitor dialog will appear.

SNMP Server [nsLnETDOZ (10.0.0.163) -] More...
Discovery Request
Security <v1iv2c only, Community string: public> - Edi.
From IPAddress:
To IPAddress . . :
Previous Discovery Requests
<
From IPAddress: .0 .4 .0
To IPAddress: 0 .0 .4 .25
Time requested: 11/09/2015 12:01:56
Console User. Nickk
Secuiity, <Standard Public Settings:
Resend
Status: Discovery was successfully executed -3 SNMP.
Deviceis) found Delete
Help Close

3. Select the required NetSupport DNA SNMP Server to use from the
drop-down list. Click More to see the Server details and any Devices
that have been discovered by the Server.

4. Enter the IP address range that you wish to scan Devices on and set
the level of security to use. By default, the standard level of security
will use a 'public' community string and will not scan for SNMP v3
Devices. To create a new set of security settings, click Edit.

5. Click Send to discover Devices.

Note: Depending on the IP address range entered, this could take
some time to return discovered Devices.
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6. The status of the discovery request will be displayed. You can scroll

through previous requests using the icons.

Note: Clicking on the status will display a dialog showing the
discovery results.

7. The scan request can be resent if required, click Resend.

Display Sections

In the NetSupport DNA Console, related SNMP properties are grouped
together into display sections. This dialog allows you to manage and
create display sections and the properties within these.

By default, there are three sections: Standard Properties, Printer and
Interface Properties.

Note: The Console will only show a section if the Device returns any
properties from it.

Display Sections: Help
Display Sections ate used to group together related propeties to display
Name inthe Console. Standerd Properties and Interface Properies are always
displayed fist and last. The order of other sections can be changed as
Standard Properties oqed
Printer

Sections are displayed as necessary, if an device does not have the.
d

Interface Properties propettes of a secton it will ot be displaye

Description:

Displays predefined standard properties for all SNMP Agents and is the default
Display Section for other properties to be displayed

To create a new display section, select New and enter a name and

Created By:
New. Delete
Propettes
Property Name Description %
[¥] Name. An administratively-assigned name for this managed node
[Vl Paddress IPAddress
[¥] versions Versions
[¥] Description A textual description of the entity
¥ Up Time ‘The time since the network management portion of the system was last re-nitialized
[¥] Contact The textual identification of the contact person for this managed node, together with information on how ta cont
[¥] Location ‘The physical location of this node
7] System Object ID The vendor's authoritative identification of the network management subsystem contained in the entity -
4 »
Add. Remove Move. Config.

description for the new section.

You can see which Devices are returning properties for a section. Select

the required section and click Section Devices.
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The properties in each section will be listed. To change the order that
they are displayed in, click the ™ ¥ icons. To edit the property
configuration, click Config. The property status summary will be
displayed. To edit a property, select the required property and click Edit.

Properties can be moved from one section to another. Select the required
property, click Move and select the section to move the property to.

Note: You are unable to move pre-set properties from the Standard or
Interface Properties sections.

To add new properties, click Add.

Note: For information about OID properties, please visit our Knowledge
Base and refer to product article NetSupport DNA SNMP
support.
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Integration with Active Directory

NetSupport DNA integrates with Active Directory, enabling you to
configure the PCs and users within the NetSupport DNA Console to mirror
their relative position within the Active Directory container structure.
Changes made within the AD structure are automatically reflected within
NetSupport DNA. User information can also be retrieved from Active
Directory.

NetSupport supplies a ready-made administrative template,
NetSupportDNA.ADM, containing the configurable options. When you
install NetSupport DNA, the template is copied to the NetSupport DNA
program folder. In turn, you will need to copy this to the folder containing
any existing ADM templates.

The NetSupportDNA.ADM template allows you to configure the following
policy settings for NetSupport DNA: port connection parameters,
NetSupport DNA Server address properties and NetSupport DNA user
data binding.

NetSupport DNA provides the ability for users to automatically logon to
the NetSupport DNA Console without the need to sign in, based on their
membership of a Windows group. When creating a Console Role, you can
assign an Active Directory Windows group to the Role, enabling the user
to be authenticated based on their membership.

Note: The NetSupport DNA Agent can be deployed using Active
Directory. See Installing via Active Directory for further
information.

Active Directory Tree view

By default, NetSupport DNA displays the standard departmental Tree
view. If you are working with Active Directory, it may be useful to have
PCs and users displayed in the same Tree structure.

Note: The Active Directory containers folder will be displayed by default
in the Tree. This can be hidden if required.

[y

Click the General icon in the Settings tab.

2. The DNA Configuration dialog will appear, select the Active Directory
settings option.

3. Select Layout PCs in their AD Containers rather than

departments where applicable.
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4. Agents will be moved to the relevant AD container to reflect their
position in the structure.

Note: When Agents are moved to their Active Directory Containers, any
previous department settings may not apply to the Active
Directory container. Please review the component and Agent
settings to ensure you have the correct settings applied.

For further information on how to configure Active Directory policies, refer
to www.netsupportsoftware.com/support/.
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Manage Agent Updates

NetSupport DNA provides the ability to update Agents automatically using
smart update. Alternatively, you can use a third-party tool such as
GPO/SCCM.

Notes:

e By default, smart update is disabled.

e Only Administrators will have access to decide how Agent updates are
managed.

e This dialog will appear the first time you run the NetSupport DNA
Console, prompting you to set how Agents are updated.

Enabling smart update
1. Select the Settings tab.
2. Click Manage Agent Update.

Netiupport DMNA

Agert: Update
"3 O - Agerd updabes are meneged by & third pardy toel. & g, SCCMAGPO

(® Aitomatic - Agent updates are managed by the MNetSuppaort DMNA Sarver

o

3. Select Automatic - Agent updates are managed by the
NetSupport DNA Server.
4. Agents will now be automatically updated using smart update.
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Create a department

The Tree view is highly configurable, enabling you to customise your
NetSupport DNA setup to mirror your organisation’s structure. Your own
custom images can be applied to further highlight the department in the
Tree view. Departments can be manually added and Agents moved
between departments as required.

1. In the Tree view, select Departments or an existing department
name.

2. Right-click and select New department.

3. The New department dialog will appear.

MNew Department X

Properties

MName:
| Technical Suppaort] |

Description:

Lppearance

Colour: Colour: -
Oooooooooooo
ooooano 2

Image: ] Clear

Parent
Search
o E ‘Southfield Academy' (Evaluation)
) -
~ ..m=E Departments

-5 Dewelopment

Finance

Help

4. Enter the department name and a suitable description.
5. The appearance of the department in the Tree view can be
customised. A colour can be applied to the department and a custom

image can be assigned to it. Click . to browse for the required
image.

100



NetSupport DNA v4.95

6. Decide at which level of the Tree view to insert the department by
selecting the parent. To search for a parent department, enter the

name or partial name of the department and click 2 The first
matching item in the Tree view will be displayed along with the
number of matches found. You can scroll through these using the

arrows. Click * to clear the search.
7. Click OK.

Note: The Assign/Reassign options are only active when editing the
properties of an existing department.
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Change the Properties of a department

This dialog can be used to:

e Change the general properties of a department.

e Change the appearance of the department in the Tree.
e Associate a department with a new parent in the Tree.
e Delete a department.

e Move Agent PCs between departments.

1. Select the required department in the Tree view.
2. Right-click and select Properties.

Department Properties x

Froperties

[rezcription:

Appearance

Calour: Colour: -
OOoOOoOooOoOoCcoOooOoag
OoOoOoo0oo e

Image: S Clear

Parent

Search

v E ‘Southfield Acaderny' (Evaluation)
v -G8 Departments
- Development

- Finance

Agzign...

Delete “ Cancel Help

Properties
The department name and description can be changed if required.
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Appearance

The colour assigned to the department can be changed and, if a custom
image has been added, this can be edited (click on the image and select a
new one) or deleted (click Clear). If there is no image, one can be added

by clicking .

Parent

The department can be moved within the Tree view by clicking on a new
Parent. To search for a parent department, enter the name or partial
name of the department and click » . The first matching item in the Tree
view will be displayed along with the number of matches found. You can

scroll through these using the arrows. Click X to clear the search.

Assign
Enables you to add Agents to the current department.

Reassign
Allows you to move Agents from the current department.

Note: Only Administrators are able to create departments or move PCs
between departments.

Delete
The selected department can be deleted from the Tree view as long as
there are no Agents currently associated with it.

Note: You cannot delete Active Directory Containers, even if they are
empty. These will be removed automatically when the Server
service next restarts.
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Adding Agents to departments

When a NetSupport DNA Agent is installed, it is dynamically added to the
appropriate domain in the Console Tree view. However, Console
Operators can customise the Tree view to include additional departments

and move Agents between these areas.

An individual Agent can be moved by simply dragging and dropping the
required PC between departments in the Tree view. Alternatively, the

User Details can be edited. Right-click on the required Agent in the Tree
view, select Edit Details and update the department field.

Multiple Agents can be easily moved using the Assign/Reassign facility.

1. In the Tree view, right-click on the required department. The one you

are moving Agents to or from.

2. Select Properties. The current properties for the selected

department will be displayed.

3. Click Assign or Reassign depending on whether you are moving

Agent PCs to or from the department.

Department Properties x

This dialog allows PCs to be moved quickly to the Support department from ather departments

|

>~ Cev

D GER

D GER.netsupport.net
D Servers

D Unkniown

: O workaroup

H  unassigned

Awvalable PCs Department PCs
Search v s
v -8 Departments - lﬁ
O ecc |—‘_’|
Company Mohiles 3

|

H

Cancel

Lpport

DESKTOP-OCIUR
DESKTOP-FELMF
DESKTOP-G775"
DESKTOP-HP1IC
DESKTOP-KECH:
DESKTOR-LIZ1VI
i-Buddie TR1ORE
i-Buddie TR1ORS
i-Buddie TR10RS
i-Buddie TR10RS

outde TR,

4

Help

4. From the Available PCs list, select the PC to move and click
Repeat for any additional PCs that you wish to move.

>
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Note: To search for an item in the Tree view, enter the name or

partial name of the PC in the search box and click »  The
first matching item in the Tree view will be displayed along
with the number of matches found. You can scroll through

these using the arrows. Click X to clear the search.

If you have moved the Agent PC in error, click < to reassign it to

the original department.
Click OK when finished.
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Dynamic Groups

This facility provides a quick and easy method for grouping Agents based
on specific conditions. Typical uses could be to identify users that are
running out-of-date hardware or software.

NetSupport DNA provides a selection of predefined efficiency and general
dynamic groups. Dynamic groups relating to Efficiency view are stored in
an Efficiency folder and all others are stored in a General folder in the
Tree view. New folders can be created by right-clicking on Dynamic
Groups and selecting New folder - or when creating a new dynamic
group. Enter the required name and click OK.

Note: The Tree view can be filtered to only show PCs/Users/Devices that
match a dynamic group query. Select the required dynamic group
in the Tree, right-click and select Apply as Filter. A filter bar will
be displayed at the top of the Tree view showing what dynamic
group filter has been applied. To remove the filter, click Clear.

To create a new dynamic group

1. In the Tree view, right-click on Dynamic Groups and select New
Dynamic Group.

2. The New Dynamic Group dialog will appear.

New Dynamic Group

Fropeties

Nare I -]

Copy From M

Descriptors

Folder: General - Hew

Options
Display in the Console's dynariic: qroups tres visw

Appearance: Components

Hardware
Image: B Cloar
[ Display only for this Console User
[ Rread only for other Console Users
® Updste a5 necassary
© Snapshat

Updated via the store command in the editor
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Enter a name and description for the new group.

You can copy an existing dynamic group (the conditions from the
original will be applied to the new dynamic group). Select the
required dynamic group from the Copy From drop-down list.
Select the folder the dynamic group is to be located in from the
Folder drop-down list. To create a new folder, click New, enter a
name for the group and click OK.

Select any applicable options:

Display in the Console’s dynamic groups tree view

If this is to be a one-off search for a particular group of PCs, you can
choose not to add the group to the Tree view.

Appearance

If the new group is being displayed in the Tree view, select the
required icon that will be associated with it. A selection of images is
provided. Alternatively, you can use a custom image.

Image

To assign your own custom image to the new group, click . and
browse for the required image.

Display only for this Console User
Select this option if you want the new group only to be visible to this
Console User.

Read only for other Console Users
If you want other Console Users to be able to view the new group,
but not alter it, you can make the group read-only.

Update as necessary
Enable this option if you want any new Agent PCs that match the
criteria to be automatically added to the group.

Snapshot (Updated via the store command in the editor)
Rather than automatically add new PCs to the group, you can take a
snapshot at a given time. You can then update the Agent list as and
when required using the Store option in the Dynamic User Groups
editor.

To assign the group to a different Console User, click Reassign. This
is only available when you are editing the properties of an existing
dynamic group.
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8. Click OK. The Dynamic User Groups editor dialog will appear,
enabling you to create the conditions that will determine which
Agents are selected for the group.

108



NetSupport DNA v4.95

Dynamic Groups Editor

The Dynamic Group Editor dialog is primarily used to create the condition
that determines which Agents are included in a Dynamic Group. You can
edit the properties of an existing group, create new groups, run the
output from here and import and export dynamic groups.

Dynamic Groups: N =
i 64-bit Operating Systems v D x | =
Edt Delete  Run Import
Source Fields Condition Fields
L «
v pC Information ~ 64 Bit Operating System is equal to 1

© 64 Bit Operating System
Agent Version
Agent Version String
Alt Identifier
Asset Tag
Assignee
BIOS Asset Tag
BIOS Install Date
BIOS Manufacturer

BIOS Serial Number v [ Select PCs not in this query
A o | o [
Computer Name User Name 1P Address EMail Address
!?;‘ MARKETING-WIN10 testing 10.20.1.89

1.

The dialog can be launched when creating a new group or editing an
existing item.

Or

Right-click on the Dynamic Group name in the Tree view and select
Properties.

The dialog will indicate which group is loaded. You can select another
group from the drop-down list.

The following options are available:

New
Create a new Dynamic Group.

Edit
Change the properties of an existing Dynamic Group.
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Reload

Reloads the stored version of the group’s properties, if you want to
ignore any changes you have made. The option is not available once
the results have been run.

Delete
Delete the currently loaded Dynamic Group.

Run

Run the results of the currently-loaded group. Items matching the
specified condition will be listed in the Results window. You can
hide/un-hide the output by clicking the Results button.

Stop
Cancel running the results.

Store

If, when entering the general properties for the group, you elected to
create a snapshot (meaning that any new Agents matching the
criteria are not automatically added to the group) clicking Store will
update the Agent list.

Export
Exports the dynamic group to an .XML file.

Note: You can only export user-defined dynamic groups.

Import
Allows you to import a dynamic group.

Note: You cannot import dynamic groups that have been exported
using Database Maintenance.

Specifying the condition fields

1.
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From the Source Fields Tree, select the field(s) on which to base the
condition. Click > to move each item in turn to the Condition Fields
window. You can view the current values for the field by clicking @l
The Condition Editor will appear. Multiple conditions can be applied.
Click OK.

Click Run to retrieve the results. The Dynamic Group will be listed in
the Console Tree view along with those Agents matching the
condition.
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Note: There may be occasions when you quickly want to view PCs that
do not meet the specified condition. In the above example, the
condition highlights Agents that have 64-bit operating systems
but, when planning major rollouts, you might equally want to
reverse that and display those that don't have this operating
system. Check Select PCs not in this query to enable this
option and click Run to display the results.
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NetSupport DNA Configuration

Profiles

To provide maximum flexibility, NetSupport DNA allows you to create
multiple profiles for different groups of devices or users, each with its
specific component settings. The profile can be assigned at user, Active
Directory group, PC and department level. A default profile is provided
that applies to all Agents that do not already have a profile assigned to
them. This profile cannot be removed, but the settings can be changed.

Notes:

e Profiles assigned at user level will override a profile that has been
applied at any other level.

e You can see which profile Agents have assigned to them in Explorer
mode, details view and also when an Agent is selected in the Tree
view in the PC or User tab that appears.

e Console Preferences can be accessed from the General icon in the
Settings tab.

e If you are upgrading from version 4.40, any previous department
settings will be imported and a profile containing these will be
created.

Create a new profile
1. In the Settings tab, click the Create new profile icon.
2. The Add Profile dialog will appear.

Add Profile X

MName: l Support team |
Description:
Copy from: Empty -

3. Enter the name and description for the profile. You can copy an
existing profile by selecting the relevant one from the drop-down list.

4. Click OK.

5. The Settings dialog will appear. Configure the required component
settings and click Save.

6. The Profile Assignment dialog will appear.
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The profile can be assigned to users, an Active Directory group, PCs
and departments. Click Assign next to the relevant area and a Tree
will appear, allowing you to select who to assign the profile to.

The new profile will be listed in the Manage Profiles dialog.

Click Close.

Manage existing profiles

1.
2.

ouA

In the Settings tab, click the Manage existing profiles icon.
The Manage Profiles dialog will appear, listing existing profiles. Select
the profile you want to manage.

Manage Profiles x

Mame Description Add...
Defaulk Default profile For unassigned PCs .
Settings...
Managers Profile  Profile for level one managers
Support Profile Profile for Support team Femove
Marketing Profile Profile For Marketing
Froperties...
Agzign
Advanced
Manually reload Active Directory configuration when groups change
Reload
Help

To change the properties of a profile, click Properties and make the
required changes to the name and description.

To amend the settings for a profile, click Settings.

To change who the profile is assigned to, click Assign.

Click Reload to manually reload the Active Directory configuration
when groups have changed.

To remove a profile, click Remove.

Note: A profile can only be deleted if there is nothing assigned to it.
To clear the assignments for a profile, click Assign and then
Clear.
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Assigning Profiles

This dialog allows you to assign a profile to the required users and PCs in
your organisation. The following hierarchy is used when assigning
profiles:

Users The profile is assigned to a Windows logged
on user.

Active Directory Group The profile is assigned to users contained
within Active Directory Groups.
When assigning a profile to an Active
Directory Group, it will only be applied to
users who are a member of that Active
Directory Group and not: contacts, services
accounts, computers, distribution groups or
other objects. Profiles will not be applied to
members of groups who have that group as
their Primary Group.

PCs The profile is assigned to a PC.

Departments The profile is assigned to a department and
the PCs within that department will inherit
this profile.

Note: Users that have not been assigned a profile at user or Activity
Directory level will inherit the profile of the department they
belong to (if a profile has been assigned to the department).

Profile assignment X

Assign configuration profiles to users and PCs in your organisation. Configuration profiles are
applied in order of priority: Users, AD groups, PCs, Departments. Each will override those of a
lower priority.

e.0. & profile assigned to a User will override one applied to an AD group and so on.

1. Users J.Meal Assign
2. Active Directory Group Assign
3.PCs Assign
4. Departments Assign
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Click Assign next to the relevant area and a Tree will appear, allowing
you to select who to assign the profile to.

To clear all assignments for the profile, click Clear.
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Configure Component Settings

The NetSupport DNA Configurator allows Administrators/Console
Operators to apply specific settings (which can be assigned at user,
Active Directory group, PC or department level), to each of NetSupport
DNA's primary features. For example, the frequency at which Inventory
data is collected can be set at an individual department level or you may
want to block specific users from accessing certain websites.

The NetSupport DNA Configuration settings are accessed when creating
or managing profiles.

Notes:

e Console Preferences can be accessed from the General icon in the
Settings tab.

e SNMP component settings are available from the Devices Tree view;
select the Settings tab and click General.

! Agent E.', Logon @ Internet Metering
“aa® Control

@ Unwestricted Access

Visible v Enabled v Enabled v

Hardware E\ User Details E Application Metering
Inventory

r‘o Applications unrestricted

Enabled v Enabled v Enabled v

=
!E| Print Monitor B¢ USE Device E Title Blocking Software
@. Control Distribution

Enabled v Disabled X Enabled v Enabled v

T
", Software Alerting | I Explorer ? Report
Iré Inventory Q I=D 3 Concern
&

Enabled v Enabled v Enabled v Enabled v
=.| Palicies El Remote {==! Phrase z!l Risk Analysis

(] ==o Control =3 Monitoring o
| |[Enabled + | [Enabled + | |Enabled v

@ Energy Monitor

Enabled v
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An overview of the settings for each component will be displayed,
allowing you to see which components are currently enabled. A yellow
indicator will be displayed when changes have been made but not saved.
Clicking on an icon will take you to the settings for that area. Click Save
to save any changes. You will be asked how you want these settings to
apply to the department. To revert to the default settings, click Reset.

Agent

Show Agent icon in notification area

Agents can periodically check the server for new versions of the product. Agents check at startup as well
as at a preset interval.

Check for updates every: 24 hours

[] Enable Locate User from Agent menu

Locate User enables people to find logged on users from the Agent and send them a message

[] Enable Manage User Accourt from Agent menu
Manage User Account enables users having appropriate rights to unlock and set password of another
user account

#| [ Create Manage User Account shortcuts on users desktop

[] Disable Agent when not connected to server

Use this option in BYOD environments to stop all monitoring when the device is taken home. This is a global setting that
affects all devices

Show Agent icon in notification area
When enabled, the Agent icon will appear in the taskbar at the Agent PC.

Check for updates every xx hours

Each time a NetSupport DNA Agent service starts, it will automatically
check the server for updated components. While Agents are active, you
can also set the frequency at which they continue to poll the server. For
example, if you have a large network, you might want to reduce the
number of instances where Agents check for updates to one or two times
a day. Alternatively, when updates are available, you may need Agents to
check more regularly.
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Enable Locate User from Agent menu
Allows Agents to search for and locate other logged on users and send
them a message.

Enable Manage User Account from Agent menu

Agents will be able to access the Manage User Account feature from the
Agent menu. From here, they can unlock and set passwords of another
user account (if they have appropriate rights).

Create Manage User Account shortcuts on users' desktops
A shortcut to the Manage User Account feature will be created on
users' desktops.

Disable Agent when not connected to server

When the Agent cannot connect to the DNA Server or Agent Gateway, it
will be disabled and no monitoring data will be collected. This may be
useful if you do not want monitoring data collected from the Agent if the
device is taken home.

Notes:
e This is a global setting that applies to all devices.
e This option is not supported on Terminal Services.

Logon Control
Prevent Multiple Login

Enable Prevent Multiple Login

(® Allow userto login on cument PC and automatically log off from previous PC

("1 Block user from logging on to cument PC and ask userto log off from previous PC

Mumber of Concumrent Logins Allowed: 5] =

Prevent Multiple Login

There may be occasions when a user needs to be logged into more than
one PC at the same time. NetSupport DNA allows you the flexibility to set
the number of concurrent logins allowed for a single user up to a
maximum of 5 machines.

Note: This feature is only supported for domain Windows accounts and it
will not be available for Terminal services/RDP sessions.

118



NetSupport DNA v4.95

Enable Prevent Multiple Login
When enabled, you can choose how multiple concurrent logins are
handled:

Allow user to login on current PC and automatically log off from
previous PC

If the user attempts to exceed the specified number of concurrent PC
logins, they will be prompted to select one of the other PCs to log off. If
a number more than 1 hasn't been specified, the second login will be
allowed but the first PC will be automatically logged off.

[ Logged On PC

‘fou are logged on to too many PCs. Select a PC from this list and dick "Log off™ to

log off from that PC.
Computer Mame Logon Time
INVH123 2019-07-25 10:45:12
INVH305 2019-07-25 10:50:37

E Copyright (c) NetSupport Ltd 2019 | Cancel |

Note: The user will be logged out of the chosen PC even if the
machine is locked and any unsaved work will be lost.

Block user from logging on to current PC and ask to log off from
previous PC

In this scenario, if the user attempts to exceed the specified number of
concurrent PC logins, they will need to manually log off one of the other
PCs before continuing.

Number of Concurrent Logins Allowed

You can set this to a maximum of 5 concurrent network logins for a single
user. If a person attempts to login, with the same credentials, to one
more machine than the specified limit a warning, as above, will appear.
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Internet Metering

Internet Metering enables Operators to monitor and restrict Agents’
internet usage. You can switch metering on or off and restrict access to
designated sites.

Enable Intemet Metering

Collect Method: Change... Collect at startup and then every 10 minutes

Redirect blocked sites to: ittty v metsupportdna,comyurl_redirect hitm

Intemet Access: Custarm T
URL list: Default - Manage.

[ Include CTIRU Filtering List

Enable this option to black all sites provided by the Counter Terrorism Intermet Referral Unit, This contains a list of known onling terrorist and radicalization
contert, Thess may already be blocked by your ISP

Custom Access

8 9 10 il 12 13 14 15 16 17
0153045 20 15 045 10 15 3045 10 153045 00 15 0 45 10 15 30 45 30 15 045 0 15 D 45 10 15 W 45 N0 15 0

(Eioiaiolalolsiolsloioisiolsivieivisloiciaiolsioisieiolaiofaoleloiosios

() Unrestricted access () Block restricted sites
@ Users will have urrestricted access to the internet Users are blocked from accessing restricted web sites
@ (®) Approved sites only () Black. all sites
Users can anly vist approved web sites Al access to the internet is restricted
“Working haurs Select al Unselect al

Enable Internet Metering
Clear this box to switch Internet Metering off.

Collect Method:

By default, Internet Metering will collect data when the NetSupport DNA
Agent starts up and then every ten minutes. Click Change to amend the
settings and set custom collect times.

Note: We recommend a more reasonable collect data time interval of 30
minutes as a guideline to balance the accuracy of data displayed
against an increase in the network traffic from the DNA Agent
machines.

Redirect Blocked Sites to xxxxxxx
Enter the URL you wish Agents to be redirected to if they attempt to visit
a blocked site.
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Internet Access

As well as monitoring internet usage, you also have the option of
preventing Agents from visiting certain sites. Select the required level of
access from the drop-down list: you can choose to have unrestricted
access, block access all the time, restrict or block access during office
hours or out of office hours. Selecting Custom enables you to customise
the access to suit your own requirements.

URL List

A URL list (a list of approved and/or restricted websites) can be assigned
to a profile. Select the required list from the drop-down menu. To create
or manage lists, click Manage.

Note: For the list to be activated, the internet access level must be set to
one of the ‘restrict internet’ access options, or, if using custom
access, the ‘approved sites’ or block ‘restricted sites’ enabled.

Include CTIRU Filtering List

The CTIRU Filtering list is a list of known online terrorist and radicalisation
websites provided by the Counter Terrorism Internet Referral Unit. This
option will automatically block access to these websites (if they are not
already blocked by your ISP). You will be notified that access to a
restricted website has been attempted in Internet Metering (the website
address will be obfuscated) and an alert will be raised.

Custom Access

Unrestricted access
Agents will be able to access any website.

Approved sites only
When enabled, Agents will only be able to visit websites included in the
Approved list.

Block restricted sites
When enabled, Agents will not be able to visit websites included in the
Restricted list.

Block all sites
When enabled, Agents will not be able to visit any websites.

You can restrict Agents’ internet access at specific times during the day.
Select the required restriction and, using the arrows, scroll to the desired
time frame and click on the segment to apply the relevant icon.
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Note: By default, access will be unrestricted.

The current office working hours will be shaded yellow. These can be
amended to suit your organisation in the Console Preferences - General
settings.

Click Select all to apply the selected restriction across the whole day or
Unselect all to revert back to unrestricted access.

Hardware Inventory
v Enable Hardware Inventory

Scan Method: Change...

Run at startup and then every 10 minutes

Enable Hardware Inventory
Deselect to prevent Hardware Inventory from running.

Scan Method

By default, Hardware Inventory will run when the NetSupport DNA Agent
starts up and then every ten minutes. Click Change to amend the
settings and set custom scan times.

Note: We recommend a more reasonable run time interval of 1440
minutes as a guideline to balance the accuracy of data displayed
against an increase in the network traffic from the DNA Agent
machines.
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User Details
Agent and asset information can be updated using the User Details

dialog.
v Enable User Details

Collect Method: Change...

Collects at startup and then every 10 minutes

Make details Read Only | Show General Page

v Show Welcome Page

‘Welcome Text
Please click on the Tabs shown above and enter your details in the fields provided

Welcome Logo

!NETSUPF’DQT Change.

N

Welcome

Willkommen - Bienvenida - Bienvenue - Benvenuto

The default settings for the dialog can be adjusted as follows:

Enable User Details

If this check box is cleared, the facility for Agents to access the User
Details dialog is disabled at their machine. Console operators can still
open the dialog at Agent machines.

Collect Method:

By default, User Details will collect data when the NetSupport DNA Agent
starts up and then every ten minutes. Click Change to amend the
settings and set custom collect times.

Make details Read Only
If checked, Agents can view the User Details but cannot enter
information.

Show Welcome Page

By default, the User Details dialog contains two pages (tabs), Welcome
and General. Operators can also add custom pages, if required. Un-
check this box to hide the Welcome page.
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Show General Page
Un-check this box to hide the General page.

Welcome Text
If the Welcome page is displayed, you can add a customised
message/prompt.

Welcome Logo

The default image that appears on the Welcome page can be replaced
with a bitmap of your choosing. As the file is not remotely downloaded to
Agent machines when requesting User Details, it must exist on the
Agents machine in the specified folder or the Agents NetSupport DNA
component folder.

Click Change and browse for the required file.

Application Metering

Application Metering enables Operators to monitor and restrict Agents’
application usage. You can switch metering on or off and restrict access
to designated applications.

[V] Enable Application Metering

Collect Method: Change...

Collects at startup and then every 10 minutes

Company Application Restrictions

(O Enable @

(® Disable

Note this is a global setting Restrictions...

Enable Application Metering
Un-check this box to switch Application Metering off.

Collect Method:

By default, Application Metering will collect data when the NetSupport
DNA Agent starts up and then every ten minutes. Click Change to amend
the settings and set custom collect times.
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Note: We recommend a more reasonable collect data time interval of 30
minutes as a guideline to balance the accuracy of data displayed
against an increase in the network traffic from the DNA Agent
machines.

Company Application Restrictions
Click Restrictions to create an approved and/or restricted list of
applications and choose whether to enable or disable the restrictions.

Note: This setting will apply across the whole company.

Print Monitor

v Enable Print Monitor

Collect Method: Change...

Run at startup and then every 10 minutes

Enable Print Monitor
Clear this check box to disable Print Monitor.

Collect Method:

By default, Print Monitor will collect data when the NetSupport DNA Agent
starts up and then every ten minutes. Click Change to amend the
settings and set custom collect times.

Note: We recommend a more reasonable collect data time interval of 30
minutes as a guideline to balance the accuracy of data displayed
against an increase in the network traffic from the DNA Agent
machines.
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USB Device Control

The use of USB devices can be controlled and, from here, you can set the
state for approved and non-approved devices depending on type.

Enable USB Device Control

Scan Method: Change...

Run at startup and then every 10 minutes

Removable

Approved Allow
Mon-Approved Block
Portable

Approved Allow
Mon-Approved Block
USB CD/DVD

CD/DVD Drives Allow
CD/DVD Emulators Allow
USB HAoppy

Al Allow

Allow users to request approval

[] BitLocker required to request approval

@ [] Disable webcam
=

Enable USB Device Control
Select this check box to enable USB Device Control.

Scan Method

By default, USB Device Control will run when the NetSupport DNA Agent
starts up and then every ten minutes. Click Change to amend the
settings and set custom scan times.

You can set the access level for the approved and non-approved devices
depending on device type. The current level of access will be displayed.
To change this, select the required device type and from the drop-down
list choose the level of access. Access can be set to allow full access,
block all access, allow read-only or prevent applications being run.

126



NetSupport DNA v4.95

Allow users to request approval
Select this option to allow Agents to request approval for their USB
devices.

BitLocker required to request approval
Agents will only be able to request approval for devices if they have
BitLocker encryption enabled.

Disable webcam
Select this option to prevent users from using webcams.

Title Blocking

In addition to restricting websites and applications by their specific name,
apps, websites and games can also be blocked by window title.

Rules are created, which can include a wildcard character, to indicate
which page title(s) the blocking should apply to and for added flexibility,
you have the option to create custom lists that include or exclude certain
applications within a specified group. You can also choose the time
periods when the rules apply.

Enable Window Title Blocking

Block application titles

Fule Applies to Add
*Facebook™ All applications
*Roblox™ All applications
Block applications during these times
] 9 10 1 12 13 14 15 16 17
4 30 4 30 4 30 4 30 4 30 45 DD 15 30 & 30 4 30 4 30 4 EHY

F (®) Unrestricted ) Blocked
/]

Enable Window Title Blocking
Clear this check box to turn Window title blocking off.

Note: Application Metering must be enabled for this feature to function.
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Click Add to create a new rule (title name).

Add a Title Blocking Rule
Enter the title/rule for the application that you wish to block (case

insensitive). You can include a wildcard character to ensure variations of
the window title are included.

Title Blocking Rule x
Rule: |

Rules may contain wildcard characters (%) and are case insensitive.

Applications this rule applies to

O Al
(® Include Include /exclude applications in this list
(1 Exclude Media Players - Corfigure Lists

Help

This rule can apply to all matching applications or you can create
customised lists that you can choose to include or exclude the rule from.
Select Include or Exclude to activate the lists, select the required list
from the drop-down menu or click Configure Lists to create a new list.

Configure Application lists
To create or edit a Title Blocking Application list:

Application List Vindows

Window tle blocking

| Vindows 16 %] ‘ [X] Include/Exclude these appleations
Application Group « Al Applcation File Name Version ]
OBl xboxGameCalablelt B Windows Command Pro... cnd.exe 10.0.14393.0  Microsoft Corp...

=l

Windows® installer [ERwindows Control Panel  contrel.exe 10.0.14393.0  Microsoft Corp..
Windows. ShelExperienceHost [DlWindows Media Player  wmplayer.exe 12.0.14383.0  Microsoft Corp..

indaws. CloudExperienceHost X indons Powershel powershellexe  10.0,14333.0 Microsoft Corp..
indows, AssignedAccessLockipp BB windows. CloudExperie...  Windows.Cloud... 10.0,14393.0  Microsoft Corpi..
(123 windows. Apprep. ChicApp [Ewindow: Windows.Shell, 10.0.1439...  Microsoft Corp..
[ ] Windows Wordpad Application BWindows® installer msiexec.exe 5.0.14393.0  Microsoft Corp..
(] 9 windows PowerShell ISE
[ E3 Windows PowerShell
(3 windows Media Player

[ [ windows host process (Rundl32)
(' Windows Explorer

[ windows Control Panel

[ E=)windows Contacts

B8 Windows Command Processor
[ ] Windows Calulator

[ Task Manager

[0 system Information

[[83steps Recorder

Osdssms

[ Show Selected orly
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Application list
Use the Add or Edit icons to create a new list or change the properties of
an existing list. Give the list a suitable name.

Window title blocking

1. Start typing the name of the application or Application Group that you
want to include in the list. All matching items will be highlighted.

2. Select the required apps to confirm you want to include them in the
list.

3. Click OK when complete. You will return to the Title Blocking Rule
dialog.

4. Click OK to return to the Title Blocking settings dialog.

You can choose when to apply the restriction/blocking. Select the
required icon (Unrestricted or Blocked) and, using the arrows, scroll to
the desired time frame and click on the segment to apply.

Block applications during these times

(153045 D0 1530 45 00 1530 45 D0 15 30 45 20 15 30 45 00 1530 45 D0 15 30 45 D0 15 30 45 0O 15 30 45 DO 15 30 45 ),

ekl EhihRRte

@A @® Unrestricted ) Blocked
(]

Note: By default, access will be blocked.

The current office working hours will be shaded yellow. These can be
amended to suit your organisation in the Console Preferences - General
settings.
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Software Distribution
The Software Distribution settings primarily determine whether the
Request Package facility is available at Agent machines.

Enable Software Distribution

Only show Advertized packages at Agent

Title:

Avalable Packages

Automatic Fetries
@ Enabled
) Disabled

Agents will automatically request any packages that failed within the specified time periad,

Enable Software Distribution
Clear this check box to disable the Request Package facility at Agent
machines.

Only show Advertised packages at Agent

The Request Package facility enables Agents to install packages that have
been advertised by the Console operator. These will be listed in a dialog
for the Agent to select from. Although Agents can only install advertised
packages, you can display a full list of packages for the Agents to view by
un-checking this box.

Title
You can display a customised title on the Package dialog that appears at
Agent PCs.

Automatic Retries

You can turn on/off the Automatic Retry option allowing you to
redistribute any failed packages. The time period for failed packages to
still be available for Agents to request automatically can be specified
(from 1 day to 6 months). Select the required time period from the drop-
down list.
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Explorer
Enable thumbnails

[ Privacy mode

EA In privacy mode thumbnails show whats on the screen but text is unreadable. Spotiight hides Window captions and URLs
= are not retumed

ﬂ It is recommended you review Remote Control settings when tuming on Privacy mode Settings

Enable thumbnails
Clear this check box to disable thumbnail view in Explorer.

Privacy mode
If enabled, still allows you to view the Agent thumbnails, but the text will
be pixelated to make it unreadable.

——

e B

In addition, when viewing a selected Agent in Spotlight mode, the window
titles of any currently running applications will be masked and URLs will
not be displayed.

Note: When enabling Privacy mode, you may wish to configure the
Remote Control settings (to disable or turn on user
acknowledgement). Click Settings.

131



NetSupport DNA v4.95

Software Inventory

By default, the Software Inventory tool scans common locations, for
example, program files, searching for the .exe files installed at each
Agent PC. However, you can expand the search to include additional
folders and file types.

[#] Emable Softrare Inverion

Seean Method: Change.. Flun at staibup and then vey 10 mirules

[ [ Scan addliond falders fee soltwane: Saprogramfiiest [Yedocument sandsatting <

= [ Scan borfles o a specific bpe

File types
|4 GOPA Filez = 1 Images Files
(. dae,™ docw,* aks, ¥ alseH endbo ¥ oscedh Foghest Y g, (*prg* bmp o, ¥ipeg, ¥.gi)
Cuasbam Exbergions: +
I Foldens
@ Include arly Sednoumentsandsettings¥e +

1 Bl exeept: o dirss Y termooray ntennet fles|ire

Fle size: Geater than - 0 = KB

0 Scanring far fles onlp apphes when this prokile i= apphed to FCs o PC departments

Enable Software Inventory
Deselect to prevent Software Inventory from running.

Scan Method

By default, Software Inventory will run when the NetSupport DNA Agent
starts up and then every ten minutes. Click Change to amend the
settings and set custom scan times.

Note: We recommend a more reasonable run time interval of 1440
minutes as a guideline to balance the accuracy of data displayed
against an increase in the network traffic from the DNA Agent
machines.
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Scan additional folders
Enables you to specify folders which may not be included by default when
compiling the Software Inventory.

Scan for files of a specific type
Enables you to scan for specific types of files and allows you to specify
custom extensions.

File types
GDPR Files

You can choose whether to include GDPR files in the scan,
allowing you to quickly see where potential GDPR files are
located. By default, .doc, .docx, .xls and .xIsx file extensions are

scanned for. To include different file types, click ™
Image Files

Choose whether to include image files in the scan. By default,
.png, .bmp, .jpg, .jpeg and .gif file extensions are scanned for. To

include different file types, click

Custom Extension
If required, specify the extension of any additional file types. Click

and select the file types from the list or add your own.

In Folders
Indicate which folders should be included or excluded.

File Size
Specify a minimum or maximum file size.
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Alerting
The email notification settings need to be configured from here before
you can send an alert notification by email.
Enable Alerting System
Collect Method: Change...

Collect law priority alets at startup and then every 10 minutes

Mote: Critical and Urgent Alerts are delivered immediately
Adminiztrative Settings

Section Mame
E‘&E-mail notification settings
|i,EscaIation Palicy

DMA Server Alerts... PC Alerts..

Recording length 15 seconds A

o Screen activity recarded 15 seconds before the PC Alert is triggered to 15 seconds after. Tatal length may be longer than 30
zecands if multiple PC Alerts are triggered

PC Alert export ta pdf

SetLogo Preview

Enable Alerting System
Un-check this box to switch Alerting off.

Collect Method:

By default, Alerting will collect low priority alerts when the NetSupport
DNA Agent starts up and then every ten minutes. Click Change to
amend the settings and set custom collect times.

Note: Critical and urgent alerts are sent to the server immediately.

Administrative Settings

You can configure the settings for the NetSupport DNA Alerting System
by clicking Edit.
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Email Notification Settings

Allows you to specify an email address for an Administrator to be notified
of any unanswered critical alerts and whether to be notified when an alert
is closed.

Administrator Notification
Enter the email address of the Administrator to be notified of all
unanswered alerts.

Send email Notification on Close
If required, an email notification can be sent when an alert is closed.

Note: When inputting the above values into the settings dialog, press
Enter to accept these values.

Escalation Policy
Allows you to amend the specified times for Operators to deal with alerts

before they are escalated to the next level. Once they have been
escalated to critical for the specified time, the Administrator will be
notified by email.

Selecting NetSupport DNA Server Alerts or PC Alerts enables you to
create or edit alerts.

Recording length

If a PC Alert action is set to ‘record screen’, the screen recording length
can be set here. By default, the recording length will be set to fifteen
seconds (fifteen seconds before and after the PC Alert has been
triggered). Select the required time from the drop-down menu.

PC Alert export to PDF

When a PC Alert has been triggered, you can export the details to a PDF
file. From here, you can customise the PDF with your organisation's
branding by adding a logo.

Note: You can specify the folder to export the PDF to in File Location
settings.

Set Logo

Click - to select an image file. BMP, JPG and PNG files are supported
and the maximum file size is 5MB. Click Preview to see how the logo will
be displayed in the PDF.
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Report Concern

Enable Report a Concem

Tile: ‘You can use this to report or share a concern with a member of staff at the school. Anything you share here wil
be treated in the strictest confidence.

Enter the details of your concern below with any relevant information and then select the member of staff from
the box at the bottom who your concern will be shared with.

Help Test:
Contacts
Contacts Contacts available for this prafile : Mr Brown, Mrs Green
Feminders You can configure reminder eMails if concerns arenit actioned promptly Feminders are currently on
eMail 1, eMail is not currently configured.

@ [ Show Safeguarding resources

1f you enable shartouts, Safeguarding resources will be available even when the Agent isn't running

#| [ Create shortcuts on users desktop

Note: These settings will only be available in the Education Edition of
NetSupport DNA.

Enable Report a Concern
Select this check box to allow students to be able to report concerns.

Title
You can customise the text that is displayed in the Report a Concern
dialog by overtyping the existing text.

Help Text

Allows you to add a line of help text to the Report a Concern dialog. For
example, you may want to include an external phone number or email
address that students can contact if they wish to speak to someone
outside of the school.

Contacts

Before students can report a concern, contacts (staff members who can
receive concerns) need to be defined. Click Contacts to create new
contacts, edit existing contacts and choose which contacts should be
available for this profile.
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If concerns are not actioned within four hours, a reminder email will be
sent. This option is enabled by default. Click Reminders to disable or
alter the reminder interval.

Note: NetSupport DNA will only scan for concerns during the defined
working hours. The working hours can be amended to suit your
requirements in the Console Preferences - General settings.

For contacts to receive an email notification when a concern is raised, you
must configure the email settings. Click eMail.

Show safeguarding resources

Selecting this option will enable a link to a list of safeguarding resources
(websites and helplines), which will be available to students from the
NetSupport DNA Agent menu and when they report a concern. When you
first enable this option, you will be asked to set your region to ensure a
list of relevant resources is displayed. To add or edit the list, click
Resources.

Create shortcuts on users’ desktops
Shortcuts to report a concern and safeguarding resources (if enabled) will
be created on student desktops.

Note: The safeguarding resources shortcut will be available even when
the NetSupport DNA Agent is not running.
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Phrase Monitoring

Enable phrase monitoring

Adjust the detection sensitivity to include or exclude minor variations when matching phrases 90%

Exclusions

7 You can ignore certain applications when moritoring phrases Application List | Year 8 Application - Application Lists
) You can ignore certain websites when montoring phrases URL List | Year 8 Website - URL Lists

Specify the source text to monitor and report on
Bl (A Typed by the user
[l & Copied to the clipboard

O [ Web page itles. This detects phrasss in web pags ttles and ssarch resutts

Priorty actions

Set the actions for sach priorty when 3 phrase is triagersd Aactions
Screen aciviy recorded 15 seconds before the phrase is tiggered to 15 seconds after. Total
ERCH N lectt 15 seconds L Jength may be longr than 30 seconds i multiple phrases are triggsred
Expottto POF
Set Logo - Preview

@ Speciy an image to appear at the top of the PDF when you export a phrase tngger

Enable phrase monitoring
Clear this check box to disable the phrase monitoring feature.

When matching keywords, you can adjust the accuracy level to determine
how accurately words must be typed by the student before they are
reported. By default, this level is set at 90%, allowing for minor
misspellings to be taken into account when matching.

If the accuracy is set to 100%, this would require the student to type the
keyword exactly for it to be matched. The lower the percentage, the more
likely the term (or words similar to the term) will be flagged as
inappropriate.

Exclusions

Certain applications and websites can be ignored when monitoring
keywords and phrases.

Application List

To create a new Application list, click Application Lists and select which
applications to ignore. Once the list has been created, select it from the
drop-down menu. All applications in the Application list will be ignored for
phrase matching.
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URL List

To create a URL list, click URL Lists and select which websites to ignore.
Once the list has been created, select it from the drop-down menu.
Websites in the URL list will be ignored when monitoring phrases.

Source text
Decide what type of text to monitor and report on: text typed by the
user, text copied to the clipboard and text in web page titles.

Priority actions

When a phrase is triggered, the action taken will depend on the priority
level set. By default, all priority levels will record usage in the eSafety
information window (unless the priority is set to off); medium and above
levels will also generate an alert; a high level will additionally take a
screen shot at the student and send an email notifying users that a
phrase has been triggered, and an urgent level will take a screen
recording at the student who has triggered the phrase.

Note: The email settings must be configured before email notifications
can be sent. Users can be set up to receive email notifications for
triggered phrases in the Safeguarding User dialog.

To customise what actions are taken for each priority level, click Actions.

Recording length

The screen recording length for an urgent priority level can be set here.
By default, the recording length will be set to fifteen seconds (fifteen
seconds before and after the phrase has been triggered). Select the
required time from the drop-down menu.

Export to PDF

When a phrase has been triggered, you can export the details to a PDF
file. From here, you can customise the PDF with your school branding by
adding a logo.

Note: You can specify the folder to export the PDF to in File Location
settings.

Set Logo

Click ' to select an image file. BMP, JPG and PNG files are supported
and the maximum file size is 5MB. Click Preview to see how the logo will
be displayed in the PDF.
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Note: These settings will only be available in the Education Edition of
NetSupport DNA.

Acceptable Use Policy

Enable

Manage

Create and manage policy documents including assigning them to specific users and departments Manage

Enable
Clear this check box to disable the Acceptable Use Policy feature.

Manage
Allows you to create, view and manage Acceptable Use Policies. Click
Manage.

Remote Control

Enable Remote Control

User Acknowledgement To perform any remote actions

0 The user must consent to you connecting to perform any remote actions
[] Show indicator when connected to
0 A floating window shows who is connected to the agent PC

Global Settings (Integrated remote control only)

Default viewing mode when remote controlling: Share (both have access to the mouse and keyboard)

Extemal gateway address: 10.0.0.22

“You will need to specify the extemal address of the gateway machine f it is on a different network to your Agents

Enable Remote Control
Clear this check box to disable the remote control feature.

User Acknowledgement
When user acknowledgement is enabled the remote user (Agent) has to
consent (by acknowledging a message) before remote actions and/or
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viewing of their screen can take place. Select the required option from
the drop-down list:

None
You can connect to and perform any remote action without the user’s
consent.

To view remote screen

You can connect to and perform remote actions, such as File Transfer,
launch a remote command prompt, but the user must consent before
you are able to view their screen.

To perform any remote actions
The user must consent before any remote action can be performed.

Show indicator when connected to
When a remote control session is active, the Agent will be able to see
who is connected to them.

Global Settings (Integrated remote control only)

Default viewing mode when remote controlling
From the drop-down list, select the viewing mode when remote
controlling Agents. By default, this is set to Share mode.

Share
Both the Console Operator and the Agent will be able to enter
keystrokes and mouse movements.

Watch

Only the Agent will be able to enter keystrokes and mouse
movements. The Console Operator's mouse and keyboard will be
disabled.

Control
Only the Console Operator will be able to enter keystrokes and mouse
movements. The user at the Agent will be locked out.

External gateway address

If any of the Agent machines you want to remote control are located on
remote networks, you need to enter your external (public) gateway
address to enable the integrated remote control features at these
devices.
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Note: These settings will only be available in the Education Edition of
NetSupport DNA.

Risk Analysis

Risk analysis applies context inteligence to phrase matching. It uses information about the tigger and user to detemine a risk value. One item that can influence the risk is
the application or website the student was using

D Define applications that may put students at more risk Year 8 Applicat - Application Lists

) Categorise URLs into medium or high risk Year 8 Website - URL Lists

Define applications that may put students at more risk

You can select which applications are going to be classed as a higher risk.
These applications can be added to an Application list and multiple lists
can be created, allowing you to have different lists for different profiles.
Click Application Lists.

Categorise URLs into medium or high risk

URL lists can be created, allowing you to specify whether websites are
medium or high risk. Multiple lists can be created, allowing you to have
different lists for different profiles. Click URL Lists.

Energy Monitor

Enable Eneray Moritor

B Chonge Callects at statup and then every 10 minutes
Enabls Power Management [] Prevent Power on during Holidays Holidays
ggggggggggggggggggggggggg
HE FEEEEECEESFSPRPEEESSRER
Monday ‘
Tuesday ‘
Wednesday [ ‘ [
Thursday ‘
Friday ‘ ]
Saturday [ ] ‘ (m}
Sunday [m} ‘ (m}
“Wihen logged off “when logged on:
T &APoweron T & Power aif © sShutdown v & Log off v
sl [V] Stagger powering machines o
Inactivity Maritors Peiiod of inactivity: “when logged off ‘when logged on
Policy 1 v © 15 minutes v Zz Suspend v Zz Suspend v

Warn user i they willbe lagged off or their machine is geing to be shutdon/suspended

& user san postpone theit machine shutting down. being suspended or logging off when ths is snabled
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Enable Energy Monitor
Clear this check box to prevent Energy Monitor from running.

Collect Method:

By default, Energy Monitor will collect data when the NetSupport DNA
Agent starts up and then every ten minutes. Click Change to amend the
settings and set custom collect times.

Enable Power Management
Select this option to enable the power management function. A power
management schedule will be displayed.

Note: Yellow shaded areas show the organisation's working hours.
Working hours are set in Console Preferences - General settings.

Prevent power on during holidays
This option will exclude any holiday dates that have been set from the
power on schedule. To set your holiday periods, click Holidays.

Power On

Select this option to enable the power on function. Choose the days to
power on machines. To adjust the time to power on machines, slide the
green bar to the required time slot.

Stagger powering machines on
This option will stagger the machines powering on, instead of powering
them on all at once.

Power off

Select this option to enable the power off function. Choose the days to
power off the machines. To adjust the time to power off the machines,
slide the red bar to the required time slot.

You can decide what action is taken when a user is logged on or off when
power off is enabled; do nothing, shut down, suspend, lock or log off
(when logged on).

Note: The schedule power off function is unavailable for machines with a
Server operating system, a DNA Server installed, an SNMP Server
installed, a Web Server installed or a DNA Remote (Agent)
Gateway installed.
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Inactivity Monitors

Two inactivity policies can be set up, allowing you to create rules as to
what action is taken when a machine is inactive for a specified period of
time. When a policy is enabled, a marker will be displayed. You can resize
this and drag to the time period you want the policy to apply for.

Warn user if they will be logged off or their machine is going to be
shut down/suspended

This option will warn a user that they will be logged out of their machine
or it is due to be shut down or suspended. The user then has the option
to postpone this action for fifteen, thirty or sixty minutes.

Note: The user will be able to see if a power management schedule has
been set and postpone the action in the NetSupport DNA Agent
window.

Click Save to save any changes. To revert to the default settings, click
Reset.

Click Close to exit the dialog (any unsaved changes will be lost) or click

@ to go back to the main menu.
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SNMP Configuration Settings

The NetSupport DNA SNMP Configurator allows Administrators/Console
Operators to apply specific settings, at company or department level, to
each of the SNMP primary features.

To access the NetSupport DNA Configuration menu, highlight the
department or company in the Devices Tree view that the settings should
apply to, right-click and select Settings — or, in the Settings tab, click the
General icon. You can also access the individual component settings
from the component icon drop-down list.

Notes:
e These settings will only appear when you are in the Devices Tree
View.

e Console Preferences can also be accessed from this dialog.

Settings for 'Departments’

s
Monitor S@\- Alert
JVV'-

Enabled v Enabled v
i

I 2 istory

Enabled v

An overview of the settings for each component will be displayed,
allowing you to see which components are currently enabled. A yellow
star will be displayed when changes have been made to a component but
not saved.

Clicking on an icon will take you to the settings for that area.
Click Save to save any changes. You will be asked how you want these

settings to apply to the department. The Reset button will delete all
department settings and revert to the default settings or parent settings.
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SNMP Monitor Settings

v Enable SNMP Maonitoring

Scanning Method: Change...

Run at startup [of SNMP Server) and then every B0 minutes

Enable SNMP Monitoring
Clear this check box to disable SNMP Monitoring.

Scanning Method

By default, SNMP Monitoring will run when the SNMP Server starts up and
then every sixty minutes. Click Change to amend the settings and set
custom scan times.

SNMP Alert Settings

! Enable SNMP Alerting

Administrative Settings (global)

Section Name Value Edit

“]Email Notifications
| Console Notifications

Enable SNMP Alerting
Clear this check box to switch Alerting off.

Administrative Settings
You can configure the settings for the NetSupport DNA SNMP Alerting
system by clicking Edit.

Email Notifications
Allows you to specify an email address for an Administrator/Operator to
be notified when an SNMP alert becomes active.
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Note: Multiple email addresses can be added. They must be separated by
a semicolon.

Console Notifications
Select which Console users should receive Console notifications.

SNMP History Settings

v Enable SNMP History

Enable SNMP History
Clear this check box to disable SNMP History.

Click Save to save any changes. You will be asked how you want these

settings to apply to the department. The Reset button will delete all
department settings and revert to the default settings or parent settings.

Click Close to exit the dialog or click @ to go back to the main menu.
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Console Preferences

Console Preferences are global settings that apply across the whole of the
NetSupport DNA Console.

Note: NetSupport DNA's component settings are configured through
profiles.

There are seven types of settings that Operators can configure in the
Console Preferences dialog:

1. General

Configure the general settings that apply across the NetSupport DNA
Console, define when NetSupport DNA checks for available updates
and set the working hours and holiday periods for your organisation.

2. User Interface
Allows you to customise what is viewed in the Hierarchy Tree view.

3. Active Directory Settings

Allows you to configure the NetSupport DNA components based on
the Active Directory containers, rather than departments.

4. Email Settings

Allows you to set up the email settings for notifications to be
delivered.

5. Auto Discovery
Allows you to enable the automatic Agent discovery feature.

6. Audit

Allows you to configure the settings for the NetSupport DNA Audit
Log.

Note: Audit will not be available when Console Preferences are
accessed from the Users, Devices or Discovered Tree.

7. File Locations

Allows you to specify where PDFs are exported to for PC Alerts and
eSafety* triggered phrases.
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To access the Console Preferences, select the Settings tab and click the

General icon.

Console Preferences

# General

User Interface

O‘J Active Ernail
(10 Directory

1 I Auto ., Audit
=m L

discovery

<sT

Disabled x Enabled v

r_ File Locations

Clicking on an icon will take you to the settings for that area.

Note: A yellow star will be displayed when changes have been made but

not saved.

Click Save to save any changes.

*eSafety is only available in the Education Edition of NetSupport DNA.

149



NetSupport DNA v4.95

General

Show Summary/Hficiency Home Page

Remember last Component selected

Automatically Refresh View (when Server update messages amive)
Show Discovered PC tree [requires restart)

Show popup when new PCs are discovered

Automatic Updates

Automatically check online for updates on startup

Check online for updates every hour

Time Periods

Office Hours 3:00to 17:00, Lunch 12:00to 13:00 5
Weekend Saturday Sunday et

Holiday Periods

Set your holiday periods Set

These values are used when reporting login sessions, energy usage and when applying intemet restrictions

Reset all waming messages Resat

Show Summary/Efficiency Home Page
This option allows you to hide/display the summary/efficiency screen.

Remember last Component Selected

If checked, the NetSupport DNA Console will remember the last
component that was selected when you exit. When you next enter the
NetSupport DNA Console, you will be taken straight to that component.

Automatically Refresh View (when Server update messages
arrive)

When enabled, NetSupport DNA will advise you that there are new
updates available (an indicator will appear on the Refresh Page icon in
the ribbon), allowing you refresh the view at the next convenient
opportunity.

Show Discovered PC tree (requires restart)

This option allows you to hide/display the Discovered PC Tree view in the
Console.
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Show popup when new PCs are discovered
If the Discovered Tree view is displayed, you can choose whether
to be notified of any new PCs that are discovered.

Automatic Updates

By default, NetSupport DNA automatically checks for any available
updates. If any are found, a header bar will be displayed in the Console
window. You can view the updates and download them from here.

Automatically check online for updates on startup
NetSupport DNA will automatically check for any updates each time the
Console starts.

Check online for updates every hour
NetSupport DNA will check for updates every hour.

Time Periods

The working days and hours that are used when reporting login sessions
and energy usage, when applying internet restrictions and when
determining if a phrase* has been triggered in or out of lesson times can
be customised to suit your organisation. Click Set to specify the working
hours, lunch period and weekend.

Holiday Periods

NetSupport DNA allows you to set holiday periods. These dates can then
be excluded from the power on schedule in Energy Monitoring settings, so
machines are not powered on. Click Set to specify the dates.

Reset all warning messages

When a warning message appears in the Console, you can choose not to
display it again. Selecting this option will reset all warning messages, so
they will now be displayed.

* Only available in the Education Edition of NetSupport DNA.
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User Interface

PC View
Display PC Mame -
Shaw PC Alerts in tree view: Al -
Show USE Approval requests in tree view
Shaw aperating sustem averlays in hisrarchy

User View

Display Logon Marme -

SHMP View

Display SMMP Mame -

Show SHMP Alerts in tee view

Perfoimance

Animate alert and USE requests in hierarchy
Animate hisrarchy tiee when it gains/loses focus

@ Fiequires console restart to take effect

[] Disable Logon/Logotf popup window

PC View
Choose how to display the Agents in the PCs Tree view.

Show PC Alerts in tree view

Allows you to turn on/off the icon that is displayed at the Agent level in
the Tree view when an alert is raised. From the drop-down list, select
whether to turn off all alert icons, PC or Server alerts.

Show USB Approval requests in tree view
Allows you to show/hide USB approval requests in the PCs Tree view.

Show operating system overlays in hierarchy
Shows/hides the operating system icon overlay on the Agents in the PCs
Tree view.

User View
Choose how to display the Agents in the Users Tree view.

SNMP View
Choose how to display the devices in the Devices Tree view.
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Show SNMP Alerts in tree view
Allows you to turn on/off the icon that is displayed in the Devices Tree
view when an alert is raised.

Performance

Animate alert and USB requests in hierarchy
By default, the alert and USB request icons displayed in the hierarchy
Tree view are animated. To turn this off, clear this check box.

Animate hierarchy tree when it gains/loses focus

By default, a highlighted item in the Tree view will be in focus and other
items will be faded. This can be turned off, so all items always remain in
focus.

Note: For these settings to take effect, the NetSupport DNA Console will
need to be restarted.

Disable Logon/Logoff popup window

Every time another user logs in or out of the NetSupport DNA Console, a
popup message is displayed, selecting this option will disable this
message.

Active Directory Settings

By default, NetSupport DNA displays the standard departmental Tree
view. If you are working with Active Directory, it may be useful to have
PCs and users displayed in the same Tree structure.

Hide AD Containers in tree view

Lay out PCs in their AD Containers rather than Departments where applicable

Any existing AD Domain based PCs and Users will be moved to reflect their
position within the AD Structure. This is a system wide change that will affect all
console users, You may want to review the Component settings that apply to
your AD Containers prior to making this change. Please refer to the on-line help
for further advice and guidence.

Hide AD Containers in tree view

The AD Containers folder will be displayed by default in the Tree view,
regardless of whether you are using them. Checking this option will hide
the AD Containers in the Tree.
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Lay out PCs in their AD Containers rather than departments where
applicable

Checking this option will move Agents to the relevant AD Container to
reflect their position within the structure.

Note: Any changes to the structure will need to be made through Active
Directory; NetSupport DNA will then pick up these changes.

When Agents are moved to their Active Directory Containers, any
previous department settings may not apply to the Active Directory
Container. Please review the component and Agent settings to ensure you
have the correct settings applied.

Email Settings

Property WValue
E-mail Notification Settings
E-mail Server Address
E-mail Port ID 25
E-mail Account
E-mail User Name
E-mail Account Password
Encryption Type TLS

Send Test Message...

Email Notification Settings

Allows you to configure the email settings for notifications to be sent to
Operators.

Email Server Address
Enter the email server address that you wish to use.

Email Port ID
Enter the email server TCP/IP port number.

Email Account
Enter the email address that all notification emails will be sent from.

Email User Name
Enter the logon name of the above email account.
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Email Account Password
Enter the password for the email account.

Encryption Type
Select the encryption type from the drop-down list: SSL, TSL or SMTP.

Send Test Message
Allows you to send a test message. Enter the email address to send the
test to.

Auto Discovery

Automatic Agent discovery runs on the DNA server and detects PCs that arent running a DNA Agent. Discovered PCs show a basic
inventory and can be deployed to

[ Enable

Range Ad

10.0.0.0-10.0.0.255

Credentials

sessee Re‘arter seseee

Test

Enable
Select this option to enable automatic discovery.

Scan method
By default, automatic discovery will run at start up and then every sixty
minutes. Click Change to amend the settings and set custom scan times.

Scan range
Enter the required IP address range to scan and click Add to include it in
the list.

Credentials

You can enter a user name and password, allowing you to determine if a
machine can have a DNA Agent deployed to it.
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Test
Allows you to test the credentials that you have entered.

Audit

Enable Audit

Keep audt ertries for 30 days

Actions to Audit
Action -
ALP Assigned

AUP Created

AUP Deleted

AUP Edited

ALP Removed

AUP Reset

'EAgent Update Setting

T Alert Closed

ElChange install type (Education/Corporate)

_‘.Check for Updates

(PCIoud Sync. Disabled

(PCIoud Sync, Enabled

u& Component Disabled

L | i .

Enable Audit
Clear this check box to disable the Audit Log.

Keep audit entries
Decide how long to keep audit entries for: thirty days, sixty days, ninety
days or indefinitely.

Actions to Audit
The actions that can be audited are listed. Deselect any actions that you
do not want to be recorded.
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File Locations

PC Aleit export to pdf

Set expart folder | |

eSafety Phrase export to pdf

Set expart folder

PC Alert export to PDF

When a PC Alert has been raised, you can export the details to a PDF file.
From here, you can specify the default folder that the PDF is exported to.

Set export folder

Click ' to specify the folder that the PDF is exported to.

eSafety Phrase export to PDF

When a phrase has been triggered, you can export the details to a PDF
file. From here, you can specify the default folder that the PDF is
exported to.

Set export folder

Click ' to specify the folder that the PDF is exported to.

Note: This option will only appear in the Education Edition of NetSupport
DNA.

Click Save to save any changes. Click Close to exit the dialog or click

@ to go back to the main menu.
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Using NetSupport DNA

Console Window — Summary/Home Screen
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The Summary screen presents an overview of the main NetSupport DNA
features. From here, you can quickly jump to the actual information
window for that component by clicking on the relevant icon. You are also
provided with a summary of your NetSupport DNA licences and clicking
here will display your full licence information.

As with all NetSupport DNA components, the data can be viewed at

company, department, AD container, Dynamic Group or Agent level by

simply selecting the required option in the Tree view.

The data can be viewed for a specified period. To switch between
different time periods, click the appropriate icon in the View section of the
ribbon. Clicking Advanced allows you to apply a customised date/time

filter.

You can view the Summary screen by clicking the Home icon in the

ribbon.

Note: By default, the Summary screen will be displayed, if you have
been viewing Efficiency View, click the Summary icon in the

ribbon.
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You have the option to hide the Summary screen: select the Settings tab
and click the General icon. The DNA Configuration dialog will appear:
click the General option under Console Preferences and deselect Show
Summary/Efficiency Home Page.

Efficiency View

NetSupport DNA allows you to see at a glance how efficiently hardware
and software is being used across your organisation. Efficiency View
provides a visual dashboard highlighting key areas of efficiency data,
such as how many PCs were left on 'out of hours', the number of unused
PCs, PCs with the lowest spec and disk space, the most and least used
USB devices and applications and more. Clicking on the relevant icon in
the dashboard allows you to identify the relevant PCs and manage issues
such as retiring unused PCs, ensuring PCs are turned off overnight and
upgrading lower spec PCs.

1. Click the Home icon in the ribbon and then click Efficiency.
2. The Efficiency view dashboard will appear.

k@
= Effectively used PCs Wost use a UsE devices Wost used subscription software
i 90% - N [0 2]
PCs logged in >3 Hours N -
east usex evices eastu
sl o
oo | ]
[—"] 10%
FCs logged in <1 Hour ’ . .
Average PC use time ‘1‘[”]“” -
44 mins
for PCs active in this period Software not GCOPR compliant
FCs pawered on the mast 75
XN Lower spec PCs.
PGS powered on tne least 109
of your BCs have 3 low specification No. of R'C suppart sessions
T =
';';;EI DL
==
FGs left on out of hours Unused PGs Low disk space 2 2

1 30 X R

The data can be viewed for a specified period. To switch between
different time periods, click the appropriate icon in the View section of the
ribbon. Clicking Advanced allows you to apply a customised date filter.

Clicking an icon in the dashboard will take you to the appropriate dynamic
group in the Efficiency folder in the Tree view, allowing you to view the
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PCs in the relevant component (or a dialog will appear displaying the
required data).

Note: The remote control support sessions data will not be displayed if
the Audit Log has been turned off or the remote control
component disabled. When using the date filter, data may not
show as expected if what you are trying to view is past the audit
entries cut off date. For example, audit entries are kept for 30
days and you set the date filter to last month.

For NetSupport DNA to know what applications are classed as
subscription software, you need to assign them to the Subscription
Software category in the Application Manager.

1. Select the Software Inventory icon in the ribbon.
2. Click the Software Inventory icon drop-down arrow and select
{Application Manager} from the menu.

Or
Click the Application Manager icon in the Software Inventory
group.

3. The Software Manager dialog will appear. Select the Applications tab.

4. A list of applications will be displayed, select the required application
and click Edit.

5. In the Application Categories section, click Assign.

6. Select Subscription Software and click OK.

7. Click OK.

8. Repeat the process for any other applications and click OK when
finished.

9. The applications will now be classed as subscription software.
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Explorer

Explorer mode provides a real-time overview of all PCs and users on the
network, highlighting those that have current notifications, ensuring
operators can identify and resolve issues quickly. Any active policies will
be displayed, along with the assigned profile, performance data and much
more. The data view can be presented as Icons, Details or Thumbnails
(where the PC screens are visible). Privacy modes can be set to pixelate
thumbnails, providing data protection and confidentiality.

The Spotlight feature offers a similar service to Task Manager providing a
quick and easy method for viewing and managing currently running
processes and services at a selected Agent PC but with the added benefit
of also allowing you to interact with open applications and websites.

1. Click the Explorer icon in the ribbon. The Explorer window will
appear.

Note: If the component icons are not visible, click the Home tab.

@ e

Home | Tos  Quenes  Repots  settnos  Netappont B KO

o Wi M

Gedsm h @gosgemal com

You can switch the Tree view between PCs and Users. The PCs Tree view
displays PCs and the PC owner who is associated with the PC. The Users
Tree view displays logged on users.

In the Tree view, select the level at which you want to view the Agents:
company, department, AD container, Dynamic Group or individual Agent.
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The information window will display the selected Agents. Right-clicking
on an Agent allows you to select from a range of available features. For
example, you can send a message, start a chat session, power on
machines etc.

You can select multiple Agents and departments in the Explorer
information window, allowing you to perform actions to multiple Agents at
once. Select Ctrl + click to include individual Agents/departments in the
selection or Shift + click to add a range of Agents/departments. A
Selection tab will appear in the ribbon to show that you have selected
multiple Agents/departments.

Notes:

e A remote control session can be opened by double clicking an Agent.
Ensure the Double click PC in Explorer to remote control option
is enabled. Select the Tools tab, followed by Configure Remote
Control. This feature will only be available in the Education Edition
of NetSupport DNA or, if in the Corporate Edition, you have
NetSupport Manager or a third-party remote control application
installed.

. If any of the Agent machines you want to remote control are located
on remote networks, you need to enter your external (public)
gateway address into the Remote Control Configuration settings to
enable the integrated remote control features at these devices.

Notifications are displayed when an Agent has triggered a phrase*, raised
an alert and requested USB device approval. By default, Agents will be
highlighted when they have a notification. To turn this off, select Display
Options in the ribbon and clear the option Highlight PCs with
notifications.

* Only available in the Education Edition of NetSupport DNA.

Notification data can be viewed for a specified period. To switch between
different time periods, click the appropriate icon in the Notification Filter
section of the ribbon. Clicking Advanced allows you to apply a
customised date/time filter.

The working hours shown can be amended to suit your organisation in

the DNA Configuration dialog. See Console Preferences - General for
further information.
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If the Agent is running on a laptop or mobile device, the wireless status
and battery power level are displayed when in details or thumbnail view.

Note: To hide the department icons in the information window, select
Display Options in the ribbon and clear the Show departments
option.

In the Users Tree view, you can choose only to show users that are
currently logged on; click the Logged On icon in the ribbon.

Agents can be displayed in three modes:

Details

A detailed view of Agents will be listed in the information window. The
Agent computer/user name, department, IP address*, last connected
time*, last logged on user*, the assigned profile and operating system*
will be displayed, along with any notifications, active policies (power on
and off schedule, inactivity policies, web and application restrictions, USB,
CD, webcam, thumbnail and privacy mode policies), performance data
(CPU usage, memory usage, network usage - bytes received/sent and
free disk space) and battery and wireless indicators.

* These columns are not displayed in the Users Tree.

Notes:

e To customise the columns that are displayed, select Display Options
in the ribbon and select which columns to display in the PC/User
Columns section.

e Performance data can be highlighted once it reaches a specified limit,
allowing you to easily see Agents with high CPU, memory or network
usage. Select Display Options in the ribbon and under Performance
Data move the highlight slider to the required level.

Icon
Displays an icon for each Agent. The operating system the Agent is
running and any active notifications will also be displayed.

Thumbnail

A thumbnail view of Agent screens is displayed. If an Agent is running
multiple monitors, you will be able to switch the view between each
monitor. If you have an Agent selected in the Tree view, both monitors
will be displayed as a thumbnail. In the Users Tree view, if a user is
logged on to more than one machine, a thumbnail of each machine will
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be displayed. Icons will be displayed next to the Agent showing which
Agents have thumbnails disabled and if they are in privacy mode.

Notes:
e Thumbnail view can be disabled in the DNA Configuration - Explorer
settings.

e You can choose to only display Agents that thumbnails can be
retrieved for. Select Display Options in the ribbon and then select
the option Only show devices that support thumbnails.

Customise thumbnail size
Agent thumbnails can be resized to suit personal preferences.

1. Use the size slider in the ribbon to select the required size.
Or
Click the + or - icons in the ribbon.

Changing the thumbnail refresh rate
Depending on how closely you want to monitor Agent activity, you can
adjust the frequency at which the thumbnails are refreshed.

1. Select the © drop-down menu in the ribbon.
2. Select the required time interval from the available options.

Privacy mode
When viewing Agent thumbnails, the text displayed can be pixelated to
make it unreadable.

1. Select the Settings tab.

2. Click Create new profile to create a new profile with this setting
enabled or click Manage existing profiles to enable Privacy mode in
an existing profile.

3. In the NetSupport DNA Configuration dialog, select the Explorer
option.

4. Select Privacy Mode.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for

records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.
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Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.
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Spotlight

The Spotlight feature within Explorer mode provides a similar service to
Task Manager. It offers a quick and easy method for viewing and
managing currently running processes and services at a selected Agent
PC but with the added benefit of also allowing you to interact with open
applications and websites.

1. Click the Explorer icon in the ribbon.

2. In the View section of the ribbon, click Spotlight. The Spotlight pane
will appear in the information window. The Spotlight pane can be
'docked' or 'floating'. Click the down arrow at the top right of the
pane or right click in a blank area and select the preferred option. If
you move away from Explorer mode, the Spotlight pane will remain
visible.

3. If an Agent machine has not already been selected in the Tree view
or information window, you will be prompted to select one.

4. Once selected, the currently running processes, applications, services
and active website will refresh. Click the tabs to see the current state
of each of the four options.

Spotlight - PC INVH339 - x
SO X
[ chrome] 15 [
@Processes DApplications %Semices @Web sites

Mame -~ PID Username CPU Memary User objects GDI objects Handles R
mAppleMob\IeDewceSEr\t.u 1632 SYSTEM 00 1,124K ] 0 146

Darmsvc.exe 1576 SYSTEM 00 39K 0 0 B4

G chrome.exe 4234 j-smith 00 57,608K 51 37 1,221

€ chrome.exe 4344 Jsmith 00 1,264K 4 9 134

€ chrome.exe 4480 i.smith o0 1,156k 4 9 &1

G chrome exe 4664 j-smith 12 36168K 2 10 279

@ chrome.exe 4672 jsmith 00  9,608K 2 4 342

€ chrome.exe 5040 jsmith 00 13,924K 1 4 222

€ chrome.exe 5080 j.smith 00 16656K 1 4 230

€ chrome.exe 5134 J-smith 00 8524K 1 4 203

G chrome exe 368 j-smith 06 51,340K 1 4 463

G chrome exe 1056 j.smith 00 25964 K 1 4 271

€ chrome.exe 3948 jsmith 00 21564K 1 4 224

B{srss.exe 372 SYSTEM 00 834K ] 0 m

Ecsrss.exe 460 j-smith 00 1,588K a3 174 740

E DNAClient.exe 2148 Jsmith 18 43712K 90 84 675

m dnarc.exe 3592 SYSTEM 00 2,680K 0 o 261

‘,flrefux‘exe 3564 j.smith 19 133,864K 69 120 668
@Gatzway}lexe 2320 SYSTEM 00 1,096K 0 o 144
ﬂGreenshot‘exe 3532 j.amith 00 13,692K 32 54 249

m\d\e 0 SYSTEM 08 24K 0 0 ]

'\-;'—}\explore‘exe 5932 j-smith 00 26,808K 10 333 577

Note: The Spotlight Pane title bar will indicate if Explorer Privacy
mode is currently active. This will disable certain Spotlight
features as detailed below.
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Search bar

|Chrome|

10 [X

The search bar enables you to quickly identify specific items within
each list. Simply enter the required criteria and matching items will
be highlighted. The bar will indicate how many matched items there

are.

Toolbar

The toolbar icons perform as follows:

[
\A

Refresh list(s)

Asks the selected Agent PC to re-send
the data for each tab.

*

Pins the selected
PC

Retains the currently displayed
information on screen while you navigate
to other PCs to perform different tasks.
You will need to un-pin the current PC
before being able to view the data for
another machine.

Clear the current
PC

This clears the Spotlight pane whether a
PC pinned or not. It does not close the
pane. This is useful to remove a pinned
PC and also to clear the pane if you move
away from Explorer mode.

Close process or
application

Applies to the Process and Applications
tabs, closes the selected process or
application.

Block application

Applies to the Applications tab, allows you
to quickly add the selected applications
Window title to a blocked list. The Add
Application Block dialog will appear
allowing you to edit the displayed title if
required and select a profile to add the
item to.

Note: If Privacy mode is active, the
application titles will be masked
and the option to block will be
disabled.
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Start service

Applies to the Services tab, starts the
selected service.

Stop service

Applies to the Services tab, stops the
selected service.

Restart service

Applies to the Services tab, restarts the
selected service.

Approve URL

Q 9/ H| Vv

Applies to the Websites tab, adds the
selected URL to an approved websites list.
The Add Website dialog will appear
allowing you to edit the URL details if
required and choose a URL list to add the
item to.

Note: If Privacy mode is active, this
option will be disabled and URLs
will not be displayed.

@ Restrict URL

Applies to the Websites tab, adds the
selected URL to a restricted websites list.
The Add Website dialog will appear
allowing you to edit the URL details if
required and choose a URL list to add the
item to.

Note: If Privacy mode is active, this
option will be disabled and URLs
will not be displayed.

Note: As well as the toolbar icons, you can also perform the actions by
right-clicking on an item in each of the lists.
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User Details

NetSupport DNA provides a range of features to locate and manage users
within a networked environment. Agents have the facility to amend their
details at any time or Console Operators can request updates. In addition
to key user data (name, telephone etc), DNA provides the customer with
the ability to tailor the data to be gathered and collated from each user,
including tracking of user acceptance forms. DNA also keeps a history of
changes to the data entered in User Data.

Note: User information can be retrieved from Active Directory. If the
information is available, the name, company, email address,
mobile, pager, telephone humber and location will be taken and
displayed in the Users Details dialog. Any changes will need to be
made via Active Directory and NetSupport DNA will automatically
pick these up.

NetSupport DNA also allows you to manage Active Directory accounts and
see user accounts that have been disabled or locked, giving you the
chance to quickly unlock or reset them as required.

1. Click the User Details icon in the ribbon. The User details window
will appear.

Note: If the component icons are not visible, click the Home tab.

169



NetSupport DNA v4.95

You can switch the Tree view between PCs and Users. The PCs Tree view
displays data for PCs and the PC owner who is associated to the PC. The

Users Tree view displays data for logged on users and does not show any
data relating to PCs.

When NetSupport DNA connects to a PC, the logged on user will
automatically become the PC owner unless they already own another PC.
If this is incorrect, you can reassign to the correct user in the Bind User
dialog.

Note: A PC can only have one PC owner, whereas a user can own more
than one PC. You can assign PCs to users in the Edit User Details
dialog.

In the Tree view, select the level at which you want to view the
information: company, department, AD Container, Dynamic Group or
individual Agent.

The information window will display a breakdown for each selected item
in graph and list format. To view the graph in a different format, click the
Chart icon drop-down arrow on the ribbon and select the appropriate

=
format. To print the active view, click the iy icon at the top of the
Console.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

Connection statistics detailing the PC name, PC owner, department and
last connection will be listed for every NetSupport DNA Agent and can be
viewed for the company as a whole, department or a Dynamic Group. A
summary of your NetSupport DNA licence details is also displayed when
viewing at company or department level.

When the data is viewed at Agent level, you can switch between General
(PC owner, asset and maintenance information) and Login Sessions (PC
logon information). Click the appropriate icon in the User Details ribbon or
click the User Details drop-down icon and select {Display -
General/Login Sessions}.

In the Users Tree view, all Agent logon sessions for the selected time

period will be displayed. The working hours shown can be amended to
suit your organisation in the Console Preferences dialog. See Console
Preferences - General for further information.

170



NetSupport DNA v4.95

Switching to the Users Tree view shows all Agent logon sessions for the
selected time period. To switch between different time periods, click the
appropriate icon in the Filter section of the ribbon. Clicking Advanced
allows you to apply a customised date/time filter. Listed descriptions can
be expanded to provide an individual Agent breakdown for each item.
The working hours shown can be amended to suit your organisation in
the DNA Configuration dialog. See Console Preferences - General for
further information.

Active Directory user accounts can be managed, allowing you to unlock
accounts, enable or disable accounts and reset passwords. Right click an
Agent in the Users Tree and select Manage User Accounts.

In the Education Edition of NetSupport DNA, you have the option to mark
Agents (students) as vulnerable. This allows Safeguarding users to easily
identify and support vulnerable students. A student can be marked as
vulnerable in the Edit User dialog, or by right-clicking on the student in
the Users Tree and selecting Vulnerable Student. The student will then
be displayed in the appropriate dynamic group in the Users Tree view.

Note: The date/time format displayed in the Console is taken from the
machine where the NetSupport DNA Server is installed. To change
the format in the Console, you will need to change the system
date/time format on this machine. For further information, please
contact our Support team www.netsupportsoftware.com/support.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA’s Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.
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A quick refresh facility enables you to update data outside of the specified
frequency. This can be useful for targeting particular Agents or
departments. Right-click on the required item in the Tree view and select
Update or click Update in the User Details menu or ribbon.

Request/Edit User Details

User and associated asset details can be updated by the Agents
themselves or by Console Operators with appropriate rights.

The Request Details option enables Console Operators to remotely
launch the User Details dialog at Agent PCs.

1. With the User Details tab selected, highlight an Agent, department,
AD container or the company in the PCs Tree view.

2. Right click and select Request Details.
Or
Click on the User Details icon drop-down arrow and select {Request
Details} from the menu.
Or
Click the Request Details icon in the User Details group.

3. The User Details dialog will appear at the selected machines, enabling
Agents to add or update their information.

User Details @
irir;/erlcome ir VGernera\”‘
Details
Computer Name: = MARKETINGD1 Cormpany: B [NETSUPPORT GROU
User Name: PN} aiketing] Emploee Number: ]
Log on Name: & | Marketing PC Depatment: ] 'WORKGROUP
Serial Number. F PC Location:
Manufacturer: DellC uter Corporation
Model Dimension 4600i
Contact Details Address Details
Telephone Number: ¢~ Address: j
Mabile Number. @]
Email = City/Town
Pager Number. () County/State:
Post/Zip Code:
T
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When launched at Agent PCs, a Welcome page is displayed by default.
This can contain customisable messages/prompts or it can be disabled
using the User Details Settings option. See NetSupport DNA Settings for
more information.

At the Agent
An Agent can update its own user and asset details.

1. Right click on the NetSupport DNA Agent icon in the taskbar and
select Edit User Details.
2. The User Details dialog will appear.

Edit user details
Console Operators with appropriate rights can edit individual Agents
information from both the PCs and the Users Tree view.

Note: When editing User details from the User Tree view, only User
information is shown. The asset details will not be displayed.

Edit user details from the PCs Tree view

1. Select an Agent in the PCs Tree view.

2. Right click and select Edit Details.
Or
Click on the User Details icon drop-down arrow and select {Edit
Details} from the menu.
Or
Click the Edit Details icon in the User Details group.

3. The User Details dialog will appear.

4. From here you can edit the general details of the Agent and its asset
details, as well as view any leasing or maintenance information.

Note: Each PC has a PC owner associated with it. If this is incorrect, you
can change the PC owner in the Bind Users dialog. A PC can only
have one PC owner.

Edit user details from the Users Tree view
1. Select an Agent in the Users Tree view.
2. Right click and select Edit User Details.
Or
Click on the User Details icon drop-down arrow and select {Edit
Details} from the menu.
Or
Click the Edit Details icon in the User Details group.
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3. The User Details dialog will appear.
4. From here you can edit the general details of the Agent. Any PCs that

the User owns will be displayed. Click = to add/remove PCs. Users
can own more than one PC.

Note: In the Education Edition of NetSupport DNA, you can choose to
identify vulnerable students. Select the Mark this student as
vulnerable option (this option will only appear when editing
user details from the Users Tree). Vulnerable students will then
be displayed in a Vulnerable Students dynamic group. The
dynamic group list in the Tree will need to be refreshed for this
to appear.

Bind User Dialog

When NetSupport DNA connects to an Agent PC, it will automatically bind
the logged on user as the PC owner, as long as the user does not own
any other PCs. There may be circumstances when the user bound to the
PC is incorrect, in which case, you can change the PC owner using the
Bind Users dialog.

There are two ways of reassigning the PC owner. Transfer ownership:
this method changes the PC owner to the selected logged on user and
takes on all the user details of the new user, any previous user data for
this PC will be deleted. Rebind the login user: this method rebinds the
logged on user to own this PC but keeps the user details already
associated with the PC, only the user login details will be changed. This
method is only allowed when the logged on user does not own more than
one PC.

Note: You can also bind a PC with a user from the Edit User details dialog
in the Users Tree view.

[y

Select the required PC in the PCs Tree view.

2. Right-click and select Change PC Owner.
Or
Click on the User Details icon drop-down arrow and select {Change
PC Owner} from the menu.

3. The Bind Users dialog will appear.
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Available Logged on Users
Login Name Dormnain User Name Owns PCs &
PCIA0N UK PCIAON INVHS44
pciafg UK piafg INVHS34
PCICIE UK PCICIE INVH330
PCICNL UK PCICNL INVH339
PCIDAW UK PCIDAW INVHS40 [
PCIDID UK PCIDID INYHSS9 |=
PCIDSW UK PCIDSW INVHS42 i
peijid UK pijid INVH383
PCIILE UK PCIILE INVH338 -
< L »

0 This logged in user will become the owner of this PC - The PC owner is normally set automatically when
the first unbound user logs onto the PC.

Conflict Resolution

@ Transfer ownership of this PC to the selected user

O Rebind the login user to this PC owner
[Only allowed when it owns no more than one PC)

The available login names will be displayed along with any PCs that
are already owned (you need to scroll right to see this).

Select the login name you wish to transfer ownership to and select
the required resolution.

Click OK.

Custom User Details

By default, a range of user and asset information is dynamically recorded.
The data can be updated using the Request User Details and Edit User
Details options.

If you find that the default pages do not fully cover your requirements,
additional customised tabs can be created.

In the Tools tab, click the Custom Users Details icon.

Or

Click the User Details icon drop-down arrow and select {Custom
User Details} from the menu.

The Custom Fields Editor will appear, enabling you to create any
number of custom tabs.
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Custom Fields Editor

New Tab Dislog Edit Tab Delete Tab

Controls

h da N[ [V]ERER ©

New

GroupBox1

Propeties Select the relevant check box, Coiiiiz
Please select from the drop-down st
DIALOG
[ e
Propery [ e
Dialog ml ]
Bind To Users
Display at Agent
Maintain History =]
Choose from the options below
Display Alphabetically 7
Display at Login
© Optian 1
) Option 2
Comparert Query. Save Help

3. Click New Tab Dialog to create a new page and enter a suitable
name. To save time, the content of an existing tab can be copied
should fields of a similar nature be required. (Edit Tab enables you to
change the name of an existing page.) Click OK.

New Tab Dialog X

Name:

Copy From:
M -

4. Enter the properties for the tab.

Cancel

Properties

[b1aLoG -

Property
Dialog
Bind To
Display at Client
Maintain History
Display Alphabetically

5. Decide whether information contained in the new tab should be bound
to the logged on user or the physical PC, when viewing the User

Details dialog.

Value

Users
v
v
v
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6. You can hide the tab from users should you only want Console
Operators to update the information. Un-check the Display at Agent
field to exclude the tab when launching the User Details dialog at
Agent PCs.

7. Maintain History. If checked, a record of any changes to the
user/asset data on this page is maintained. Operators can view the
changes by selecting the History icon in the ribbon.

8. The order of the fields will be displayed alphabetically in the Console
view. Un-check Display alphabetically to control the order of the
fields.

9. Constructing the page involves adding the appropriate controls.
Select a control and drag and drop it into the required position on
the page.

10. Enter the properties and associated values for each control.

11. Store the new page at any stage by clicking Save.

12. Click OK when the page is complete.

Component Query
Click this option to create a ready-made report containing the fields on
the page. Use the Query Tool to load, edit and run the output.

Custom Fields Editor — Controls

A customised user/asset details tab can include a variety of controls/input
fields.

Controls

i dal=1 " VB EI®

Select the required control, drag and drop into the required position on
the page and enter the associated properties.

Properties
[DIALOG -
Property Value
Dialog
Bind To Users
Display at Client v
Maintain History v

Display Alphabetically v
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Purpose

Used to reposition/resize items
on the page.

Enables you to add the text
descriptions for each input
field. The descriptions are
displayed on the tab as a guide
to users when updating their
details but are not shown in the
User Details information
window at the Console.

Creates a text box for users to
enter free text. For input
purposes, you would generally
include a text description
control adjacent to the box.
The User Details information
window at the Console can
have descriptive text added.

Creates a group box. This is
useful for partitioning the input
form into obvious categories,
allowing you to draw a box
around a group of fields and
apply a category heading.

Creates a check box. This
control would generally be used
in multiples, offering users a
choice of responses. For
example, 18-35, 36-50 etc.

Properties

The control will be assigned a sequential
name: Text 1, Text 2 etc. To enter the
required field description, amend the
control properties. In the properties
window, two items will be listed: the
Name of the control and the Text value
currently assigned. Replace the text
value with your own wording.

In the properties window, this control is
assigned the name Edit 1, Edit 2 etc.
This description will appear on the User
Details information window unless you
change the properties. Change the value
for the Name property to the wording of
your choice. Disable at Agent and
Blank at Agent can be used to 'hide’
the field from users, meaning that only
Operators can update the details. To
allow text to be input on more than one
line, check Multiline. To determine the
order of display fields in the Console

click Field Order. Click -, the Field
Order dialog will appear.

Drop the control into the required
position and use the sizing handles to
expand the box to the required size. To
add a suitable description, change the
value of the text property.

The control will be assigned a sequential
name: Check Box 1, Check Box 2 etc.
To change the name on the input form,
amend the Text value property. To
change the description on the User
Details window, change the Name value
property. The field can be disabled at
the Agent if required. To determine the
order of display fields in the Console,

click Field Order. Click ', the Field
Order dialog will appear.
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Offers users a choice of
responses in a drop-down list.
You would generally include a
text description control
adjacent to the box.

Creates a list box. A list of
values is provided for the user
to select the appropriate
response. You would generally
include a text description
control adjacent to the box.

Creates a radio button. Similar
to check boxes, they offer
users a choice of responses,
but only one button can be
selected. Only the highlighted
choice is recorded on the User
Details window.

To add descriptive text to the User
Details window, amend the Name value
property. The field can be disabled or
blanked at the Agent if required. To
enter the values for the drop-down list,

click in the list values property. Click -
, the List Values dialog will appear. To
determine the order of display fields in

the Console, click Field Order. Click -
, the Field Order dialog will appear.

To add descriptive text to the User
Details window, amend the Name value
property. The field can be disabled or
blanked at the Agent if required. To
enter the values, click on the list values

property. Click ==/, the List Values dialog
will appear. To determine the order of
display fields in the Console, click Field

Order. Click ', the Field Order dialog
will appear.

As there must be multiple choices, two
options are added by default. To change
the text descriptions, amend the Radio
Buttons property by clicking in the list

values field. Click "=, the Radio button
List Values dialog will appear. Use the
dialog to add the required number of
options and associated descriptions. The
field can be disabled and blanked at the
Agent if required. To determine the
order of display fields in the Console,

click Field Order. Click ', the Field
Order dialog will appear.

Note: When changing the field order of controls, ensure the Display
alphabetically is un-checked.
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List Values Dialog
When creating customised User Details tabs, this dialog enables you to
list the choices for a drop-down list field and the radio buttons.

List Values X

New Values List Values

604 019
20-39
4059

1. Enter the new value and click > to add it to the List Values window.
Repeat for each of the other choices.

2. One of the values can be selected as the default entry for the field.
Select the item and click Set Default. If no default is assigned, the
field will be empty when the user views it.

Note: When entering values for the radio buttons, you must set a
default.

3. Click OK when complete.
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Activity Monitoring

The Activity component provides a single chronological view of Agent
logon sessions, application usage, internet usage and any eSafety*
triggered phrases for a given user, PC or department over a specified
period of time. You can choose which information to view and also
exclude applications that are not relevant, allowing you to customise the
data displayed. Activity can be viewed in a graphical timeline or text-
based grid view.

1. Click the Activity icon in the ribbon. The Activity window will appear.

Note: If the component icons are not visible, click the Home tab.

E i

tetsizcon (s B Senerdnasener 3 Userijooen

You can switch the Tree view between PCs and Users. The PCs Tree view
displays a breakdown of activity by PC and the Users Tree view shows
activity by user.

In the Tree view, select the level at which you want to view the
information: company, department, AD container, Dynamic Group or
individual Agent.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.

The working hours shown can be amended to suit your organisation in
the DNA Configuration dialog. See Console Preferences - General for
further information.
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Note: You can only view a maximum of 31 days of activity.

By default, activity is displayed in a timeline. To toggle between the
timeline and text-based grid view, click the Timeline icon in the ribbon.

To customise the data displayed in the information window, click the
appropriate icon in the Show section of the ribbon (if the icon is shaded
yellow the activity is displayed).

There may be certain applications or websites that you do not need to
view - these can be excluded from the activity list. Select the required
application/website in the list, right-click and select Hide from Activity
and Application/Internet Metering. The application or website will be
removed from the activity list and also in Application/Internet Metering.

Notes:

e To add a hidden application back to the list, click the Software
Inventory/Application Metering icon drop-down arrow and select
{Application Manager} from the menu, select the Applications tab,
find the required application in the list, click Edit and then select
Show in Application Metering views.

e Application and website visits less than a specified time can be
ignored. Select the Exclude time drop-down icon in the ribbon and
choose the required time period to exclude. Visits below this time will
no longer be displayed.

When viewing activity in the timeline, the start and end times for items
will be represented by a horizontal bar (websites = blue, applications =
green), user logins/logouts are shown as a single event and when an
eSafety* phrase is triggered, a shield representing the risk index score
will be displayed. The office working hours will be shaded yellow and the
current time is highlighted by a purple line. Websites and triggered
eSafety* phrases can be viewed from here; select the occurrence in the
timeline and click the View icon in the ribbon. You can zoom in and out
of the timeline by pressing CTRL and scrolling the mouse wheel.

You can zoom in and out of the timeline by pressing CTRL and scrolling
the mouse wheel.

The current activity data can be exported to a .CSV file; click the Export
icon in the ribbon.
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A quick refresh facility enables you to update data outside of the standard
frequency. This can be useful for targeting particular Agents or
departments. Click Update in the ribbon.

Note: The date/time format displayed in the Console is taken from the
machine where the NetSupport DNA Server is installed. To change
the format in the Console, you will need to change the system
date/time format on this machine. For further information, please
contact our Support team www.netsupportsoftware.com/support.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

* The eSafety component is only available in the Education Edition of
NetSupport DNA.
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Hardware Inventory

NetSupport DNA provides a comprehensive and detailed Hardware
Inventory. A wealth of information is gathered from each device, from
CPU and BIOS types to network, video and storage information.

Inventory reports are displayed either for a single PC, a selected
department, condition-based "Dynamic Groups" or for the full enterprise.
A Contracts module is also provided to record both leases and
maintenance contracts associated with any devices and peripherals,
including supplier details, contract term dates and costs.

Hardware Inventory updates are configured to run at different time
intervals throughout the day or at start-up and can be refreshed instantly
on demand. A standalone inventory component is available to run on
non-networked or mobile devices and in addition, high value peripherals
can also be associated and recorded against a device.

1. Click the Hardware Inventory icon in the ribbon. The Hardware
Inventory window will appear.

Note: If the component icons are not visible, click the Home tab.

FRORT GROUP -

In the PCs Tree view, select the level at which you want to view the
Hardware information: company, department, AD Container, Dynamic
Group or individual Agent.
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Note: A focused Hardware Inventory will be displayed for PCs in the
Discovered Tree view.

The information window will display a breakdown for each selected item
in graph and list format. To view the graph in a different format, click the

Chart icon drop-down arrow on the ribbon and select the appropriate
=

format. To print the active view, click the =) icon at the top of the
Console.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

You can switch between which hardware component is displayed by
clicking on the appropriate icon in the Filter section of the ribbon.

The listed descriptions can be expanded to provide an individual Agent
breakdown for each item; these can be exported or printed if required.
When viewing at Agent level in the Tree view, a complete Hardware
Inventory for that PC is displayed. Any values that are not displayed or
are incorrect can be edited. Click the Hardware Inventory drop-down
arrow and select {Edit Values} from the menu or select the Edit Values
icon in the ribbon.

To view any leasing or maintenance contracts that have been associated
with devices, click the Hardware Inventory drop-down list and select
{Display - Contracts} icon or click the Contracts icon in the Hardware
Inventory section of the ribbon.

The frequency at which the server collects data can be adjusted using the
NetSupport DNA settings option.

A quick refresh facility is available if you know the Inventory for a
particular Agent or department is out of date. Right-click on the required
item in the Tree view and select Update or click Update in the Hardware
Inventory drop-down menu or ribbon.

If an error message relating to the 16-bit MS-DOS subsystem appears,
please refer to the NetSupport Technical Support website
www.netsupportsoftware.com/support for further guidance.

Queries
Select the Queries tab to display the Queries window.
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NetSupport DNA’s Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.
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Gather Inventory Data For Remote Users or Non Scanned
Devices

In order to maintain accurate asset information, it is vital that all user,
hardware and software related data is recorded. Whilst the NetSupport
DNA Server will dynamically retrieve information from those machines
that have an Agent installed, you will probably have instances where
items cannot be found. You may have users in remote offices that aren't
attached to the network and you will probably purchase peripheral
equipment such as routers, webcams etc.

To ensure this information is known, NetSupport DNA provides you with
the tools to gather data for remote/standalone PCs and to log details of
peripheral devices.

Add Non Standard Hardware

1. Click the Hardware Inventory icon drop-down arrow and select
{Add Computers} from the menu.
Or
Click the Add Computers icon in the Hardware Inventory group.
2. Choose one of the two available options and click Next.

Select PC type X

@ Create a new PC

Select this option for computers that currently cannot run a NetSupport
DN Client.

() Import a standalone / remote device
Select this option to import inventory data gathered by the NetSupport DNA

Agent. The NetSupport DN& Agent is supported on Windows and Mac desktops
and Android, i0S and Windows Mobile devices.

DJ&#ED
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Create a new PC
Select this option to associate a non-scanned item of hardware/peripheral
device with a department.

Adding non-scanned devices
Enter the name of the PC/device to be added and select the department
to associate the item with.

New Non Scanned PC X

Enter the Name of the new Non Scanned PC

| -

Add to Department

I Departmentsh v

< Back Nest > A Help

Click Next.

Before the new item is added to the Tree view, select one of the following
options:

Add Hardware Peripherals to a PC

You can simply add the new hardware to the Tree as a standalone item,
or you can associate additional equipment with it, thus creating a 'mini’
hardware inventory page for the device.

Create more PCs
Enables you to repeat the process for other non-scanned items.

Finish
Adds the new item to the Tree view and returns you to the Hardware
Inventory window.

Non-standard items are easily identified in the Tree view, each being
prefixed with /.

L] / Marketing-Mac-Mini.local
o] / Testing - iPad Air
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Import a Standalone/Remote device

Select this option to add inventory data for a remote or standalone
device.

This utility enables you to import the Hardware/Software Inventory for
'standalone' PCs that cannot be found dynamically by NetSupport DNA.

Obtaining inventory data from Windows machines

The file DNAInv.exe (installed in the NetSupport DNA program folder) is
run at the remote PC which in turn creates a BIN file containing the
Inventory data. The Operator imports the BIN file into NetSupport DNA
and the User, along with their associated Hardware and Software
Inventory data is added to the Console.

1. Copy the file DNAInv.exe from c:\program_files\netsupport
\netsupport_dna\dna\console\ and send/email/transport it to the
required user(s).

2. Run the file at the required machines. The Inventory data is recorded
in a new file 'machine_name.BIN' which should be returned to the
operator/administrator.

3. Upon receipt, the operator should copy the BIN file to a suitable
location ready to import the recorded Inventory data.

Importing the data

1. Click the Hardware Inventory icon drop-down arrow and select
{Add Computers} from the menu.
Or
Click the Add Computers icon in the Hardware Inventory group.

2. The Select PC Type dialog will appear. Select Import a Standalone/
Remote PC and click Next.

3. The Add Remote PC dialog will appear.

189



NetSupport DNA v4.95

Add Remote PC X

Name Date Inventory Ran Add Files

Je]MARKETINGO1 bin 10:07:0912/05/2015 Delete Files

Select files to import and click Nest. Files can be binary or XML

4. Click Add Files and browse for the BIN files. As you select each file,
they will be added to the dialog.

5. Click Next. The Inventories for each displayed machine will be
imported and the User details added to the Tree view.

Q ! Marketing-Mac-Mini.local
ﬂ Testing - iPad Air
6. Click Finish to end the process or to import another Inventory click

Create another PC. If required, you can also add peripheral
hardware items to the new record.
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Add Hardware Peripherals

All peripheral/non-scanned hardware needs to be recorded in order to
maintain an accurate asset log. NetSupport DNA enables you to manually
associate details of these components with their respective 'owners'.
Devices can be associated to individual PCs or to groups.

1. You can add a peripheral device when creating a new 'non-scanned'
hardware record.
Or
To associate the device with an existing item in the Tree view, ensure
the hardware component is selected and right click on an Agent,
department, AD container, dynamic group or the company and select
Peripherals.
Or
Click the Hardware icon drop-down arrow and select {Peripherals -
Add} from the menu.
Or
Click the Peripherals icon in the Hardware Inventory group.

Additional Hardware X

By PC | By Group
Add or remove devices to groups of PCs Devices..
PC Group Devices

a-[H TEST SALEKEY 200 Property (Quantity) Value

4 aD Containers Speakers
[0 ukpei-group Speaker SoundBlast
255 Departments Model AD4153
Dynamic Groups
Copy From.. Attach  w

[ &pply to the PCs in all the sub departments

Add peripherals by PC

1. Select the By PC tab and in the Tree view, select the PC to associate
the hardware with.

2. Click Devices to create a new device. Once created, the device will
be displayed in the Attach drop-down list. Select the required device
from the list to associate with the PC.
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Enter the device values (for example, the specific make/model of the
device) that will be listed on the Hardware Inventory.

Click Apply.

Devices can be copied from one PC to another; click Copy From and
select the PC to take the data from. All devices attached to that PC
will be copied over.

You can add further devices by repeating the process or click OK
when complete. To remove an item currently attached, select the
required device and click Remove.

Add peripherals by group

1.

Select the By Group tab and in the Tree view, select the department
or Dynamic Group to associate the hardware with.

Note: You can include all Agents within the selected department by
checking Apply to the PCs in all the sub departments.

ua

Click Devices to create a new device. Once created, the device will
be displayed in the Attach drop-down list. Select the required device
from the list to associate with the PC.

Enter the device values (for example, the specific make/model of the
device) that will be listed on the Hardware Inventory.

Click Apply.

Devices can be copied from one group to another; click Copy From
and select the group to take the data from. All devices attached to
that group will be copied over.

You can add further devices by repeating the process or click OK
when complete.

Note: To view which PCs have been associated with a device, select
the required device and click PCs.
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Additional Devices

Use this dialog to compile a register of non-scanned hardware devices
along with their associated properties. Listed items can then be
associated with Agents or non-scanned peripheral equipment.

1. You can create a new device when adding peripheral equipment to an
existing record in the Tree view.
Or
You can prepare a list of devices in advance, click the Hardware
Inventory icon drop-down arrow and select {Peripheral
Management} from the menu. These can then be attached at a later
date.

Additional Hardware Peripherals X

Peripheral Name Properties

i Douible widh
‘WebCam Speaker No
Model No

New

Options.

Allow Multiple instances

New Delete Edit Display in own box

Peripheral Name
New

Click New to add a device to the list. The list can be sorted by clicking
the arrows.

Edit
Change the name of an item in the list.

Delete
Removes the device from the list and from any hardware inventories that
it may appear on.

Options

Allow Multiple instances

If checked, enables you to associate multiple instances of the device with
a user’s inventory. For example, two digital cameras but with different
make/model numbers.
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Display in own box

If checked, each instance of the device will be listed in a new box on the
hardware inventory page. However, if there are multiple instances of the
same device, you may prefer to group them together in the same box.

Properties
You can edit the properties of the new item and associate additional items

with the device dependant on how much related information you need to
record.

New

Associates additional items with the primary device. Click New and enter
the device name. Depending on how much information will be entered,
you can provide a double width field. Click OK.

Device Property X

Name

| -

Display Double Width

Use the arrow keys to arrange the devices into the order you want them
displayed on the inventory page.

Edit

Enables you to edit the properties of a device.

Delete

Removes a device from the list and from any inventories that it may be
attached to.

When all details are entered, click OK.
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Contract Manager

NetSupport DNA allows you to record leasing/maintenance contracts
associated with any devices and peripherals. Once a contract has been
created, it can be assigned to any number of devices. Documents
relating to the leasing/maintenance contract can be attached, allowing
you to keep all information relating to the contract in one place. The
contract information is then displayed for the device in the User Details
dialog and the Hardware Inventory information window.

Note: If you are upgrading from a previous version of NetSupport DNA
and have associated leasing/maintenance details with PCs, these
details will be transferred over and displayed in the Contracts field.
You will need to assign these to the appropriate PCs.

Adding a new contract

1. Click on the Hardware Inventory icon drop-down arrow and select
{Contracts} from the menu.

2. The Contract Manager dialog will appear. Existing contracts can be
viewed by selecting them from the Contracts drop-down list.

Contracts <New Contract>
Contract Details Contract PCs
Contract Name: Apple Devices Search fe)
FC PC Contract Reference
Contract Type: Leasing Computers
I Contract Active: Apple iPad Air 2 64GB (A1566) - Matt".
Apple iPad mini 16GB (A1432)
Company: Apple Inc ~ Apple iPad mini 2 16GB ajays ipad
asus ASUS Tablet P1801-T Andy G
Start Date: 21/dun /2016 ~ Lo
iMac3
~ MacBookPro1
Expiy Date: 21/May/2017 ~ Ajay's Apple iPhone 6 16GB (A1549,
Apple iPhone 65 64GB (A1633, A168.
Cost 0 Apple iPhone 6 16GB (41549, A1536,
Apple iPhone 6 16GB (A1549, A1586.
Details: Apple iPhone 6 Plus 128GB (A1522
Apple iPhone 6 Plus 64GB (A1522, A.
Apple iPhone 6 Plus 64GB (A1522, A.
Extemal Document Source
Files: X:\Smartplan lease contract.pdf
View.
Fies detailing the contract can be uploaded to the database and viewed without ref to the original file
Assign PCs.
=l o |

3. Enter the name for the contract.
4. Select the contract type from the drop-down list - Leasing or
Maintenance - and choose whether the contract is active.
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Supplier details can be associated with the contract. To create a new

company record, click = in the Contracts Details section. The
Companies dialog will appear, allowing you to enter the details for the
company. Existing companies can be selected from the Company
drop-down list.

Enter the start and expiry dates, cost and any other information
relating to the contract.

To attach files to the contract (PDFs, emails, Word documents, etc.),

click - in the External Document Source section. The External
Documents dialog will appear, allowing you to browse and add files.
You can see which files are already attached to the record by clicking
the arrow to view the drop-down menu list.

To associate PCs with this contract, click Assign PCs and, from the
Tree view, select the required devices.

Note: You can quickly search for devices by typing in the Search box
and clicking ~

Click Apply to save this record.

Note: To delete a contract record, select the required contract from the

Contracts drop-down list and click Delete.
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Software Inventory

The Software Module is designed to help organisations manage licence
compliance and reduce software overspend by accurately reporting
installed software and proactively identifying PCs with software that has
no or low usage.

A detailed summary of all programs and applications installed on each PC
is provided, including Windows 8 and 10 store apps. NetSupport DNA can
display the information for a selected PC, a department or a custom
group and features an extensive module for assigning and tracking
licence use. The NetSupport DNA software licence module supports the
ongoing management of all software licences for each department -
recording suppliers, purchase and invoice details, department or cost
centre allocation and the tracking of maintenance contracts as well as
storing PDF copies of any supporting documents.

The data can be viewed in the information window in a variety of formats:

Programs

Provides a list of installed programs as displayed in the Agents
Add/Remove programs dialog. Licence levels can be managed in the
Program Manager dialog.

Applications
Provides a much more detailed view of applications installed by displaying
all executable files that have been found on each PC.

Files
Allows you to extend the search to include additional file types (such as
GDPR files), if required.

Hotfixes
Provides you with a list of hotfixes that have been installed on each PC.

1. Click the Software Inventory icon in the ribbon. The Software
Inventory window will appear.

Note: If the component icons are not visible click the Home tab.
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NETSUPPORT GROUP - Installed Programs Summary - Workstations

In the Tree view, select the level at which you want to view the displayed
data: company, department, AD Container, Dynamic Group or individual
Agent.

You can toggle between Programs, Applications, Files and Hotfixes by
clicking the Software Inventory drop-down arrow and selecting {Display -
Programs/Applications/Files/Hotfixes} or clicking the appropriate icon in
the ribbon.

A breakdown of the data will be displayed in graph and list format for the
selected company or department. To view the graph in a different format,
click the Chart icon drop-down arrow on the ribbon and select the

=
appropriate format. To print the active view, click the i) icon at the top

of the Console.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

Software Inventory enables you to easily monitor licence usage and
highlight any potential licensing issues. The number of licences purchased
for each program can be logged using the Program Manager dialog and
detailed license information is displayed when viewing Programs. Each
description can be expanded to provide details of Agent PCs that have the
application installed.
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Note: Licence information will only show in the Applications view if the
application group has been assigned to the installed Program in
the Edit Application Group dialog.

When viewing applications, the application list can be refined if you find
that multiple entries for the same software are being recorded. For
example, different versions of the same product. For example, different
versions of the same product. Using the Application Groups option, you
can merge items into a single record. In these circumstances, the
'quantity' totals may not appear to provide a true reflection of how many
PCs are running certain applications, as Agents that have more than one
item in the merged group will be counted as multiple entries. In order to
provide a unique figure, click the Show Unique icon in the ribbon.

Note: Installed Programs can also be merged using the Programs
Manager. Programs that have been merged will display as the
'Merged Group' at company and department levels in the hierarchy
but show as the original program at PC level.

A useful way of viewing specific programs and applications and limiting
the amount of data displayed is to group 'similar' items together into
categories. See Application Groups or Installed Programs Manager for
more information. To display a category, click the Categories icon, select
the required group to view and click OK. The information window will
display data just for that category. A yellow header will be displayed
advising what category you are viewing; you can switch categories and
clear categories from here.

By default, NetSupport DNA scans Agents’ PCs for executables but you
can include additional file types (such as GDPR files, image files and
custom file extensions), if required. Use the NetSupport DNA Software
Inventory settings option to specify which other files should be included
in the search. The results can be viewed by clicking the Files icon in the
Software Inventory ribbon.

When viewing files, you can filter what types of files are displayed in the
information window. Select the Types icon in the ribbon and select the
file types to display from the list. You can quickly include/exclude GDPR
and image files by selecting the appropriate option. Click OK. A yellow
header will be displayed advising what file types you are viewing. Click
Clear to revert back to all file types.
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Note: File types will only appear in the File Types list if they have been
configured in the Software Inventory settings.

The frequency at which the server collects data can be adjusted using the
NetSupport DNA settings option.

A quick refresh facility is available if you know the Inventory for a
particular Agent or department is out of date. Right-click on the required
item in the Tree view and select Update or click Update in the Software
Inventory drop-down menu or ribbon.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA’s Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window, these can be exported if required.
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Installed Programs Manager

This dialog displays the installed programs discovered from the Programs
and Features list on Agents’ PCs. You can customise the content to make
the list more manageable. From here, you can decide what options are
included in the inventory, merge multiple versions of the same software
into one record and manage licence levels.

1. Click the Software Inventory icon drop-down arrow and select

{Programs Manager} from the menu.
Or
Click the Programs Manager icon in the Software Inventory group.

2. The Software Manager dialog will appear. Select the Programs tab.

3. The installed programs will be displayed, along with the number of
licences held (if recorded) and if the program is GDPR compliant. The
check box alongside each program indicates if it is included in
inventories or not.

Note: You can mark a program as GDPR compliant in the Program
Details dialog.

Software Manager x

@ summary [ Programs [ applications

yeol Fiter | 'Y

Program Name Version Licenses  GDPR Compliant - Create.
[¥] il Microsoft Visudl C++ 2010 x64 Redistributable - 10... 10.0.40219
[ Microsoft Visual C++ 2010 x86 Redsstributable - 10... 10.0.40219
$Microsoft Visual C++ 2012 Redistributable («64) - 1. 11.0.61030.0
[¥) #@Microsoft Visual C++ 2012 Redistributable (x86) - 1...  11.0.61030.0
[¥) $@Microsoft Visual C++ 2013 Redistributable (x64) - 1... 12.0.30501.0

Auto Merge.
[ f@Microsoft Visual C++ 2013 Redistributable (x86) - 1... 12.0.30501.0

[¥] f@Microsoft Visual C++ 2015 Redistributable (x86) - 1... 14.0.24215.1

[¥) 5 Microsoft WSS Witer for SQL Server 2012 11,2.5058.0

[¥] @ Mozila Firefox 42.0 (x86 en-GB) 420

i£5Mozila Mantenance Service 42.0

[¥ [EINetSupport DNA 4.60.0000 150 Ves

[¥] (I NetSupport Manager 12.50.0003

[¥]“ZNVIDIA 3D Vision Driver 326.60 326.60

[¥] “=NVIDIA Graphics Driver 326.60 326.60

[¥] =NVIDIA Update 1.14.17 1.14.17 T
VI @ QuickTrme

1S skype™ 7.40 7.40.103

[¥) 5 SQL Server Brawser for SQL Server 2012 11.2.5058.0

[¥][@Hupdate for Korean Microsoft IME Standard Dictionary  16.0.662.1
[ Wisdom-soft ScreenHunter 6.0 Free

46 Installed Programs available

You can quickly locate a particular program by typing in the search box.

To make the list more manageable, you can filter the programs that are

displayed. Click ¥ and the Installed Program Filter dialog will appear.
From here, you can choose what program groups are to be displayed.
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Program categories can be created, enabling you to group similar
programs. The Software Inventory window allows you to display
programs by group rather than listing 'all' items, making it easier to track
specific records.

If an installed program is not listed, you can create a new program and link
it to the relevant application group by clicking Create.

Note: If the required installed program is not displayed, ensure that the
PC with the software program installed has connected to the DNA
Server.

Multiple versions of the same product can be merged into a new installed
program group. Select the required items, using Shift-Click or Ctrl-Click,
and click Merge. To unmerge programs, select the required group and
click Edit.

Note: You can automatically merge programs which have similar names.
Click Auto Merge and a dialog will appear. To merge existing
installed programs, click Auto Merge Now. By default, new
programs will be automatically merged. To switch this off, uncheck
Activate Auto Merge.

To manage the licence information for a program, select the required
program and click Licence Info.

If you are upgrading from a previous version of NetSupport DNA (below
version 3.00) and you have licences allocated against Application Groups,
the Convert Licences wizard will appear, allowing you to assign your
licences to the new Installed Programs dialog.

Merge Installed Programs

This dialog enables you to merge multiple versions of the product into a
single group - ideal for tracking different versions of the same software.
The programs that you are merging will be displayed.

Note: Programs should only be merged if they are effectively the same
product, i.e. NetSupport Manager 10.01 and NetSupport Manager
10.02. The merged installed programs will be treated as the same
product for licensing purposes. Grouping together different
products will give unpredictable results and may adversely affect
licensing.
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il NetSupport Manager
il NetSupport Manager
il NetSupport Manager
i NetSupport Manager
il NetSupport Manager

Merge Options

(@ Create New Program

New Merge Program Name

Version

Company

Help

Merge Options

Merge into "o xxx’
The new program will be merged into a previously created merged group.

Click the appropriate name from the list to select.

Create New Program
Alternatively, enter a new name for the group.

Version

Enter the version for the program if required.

Company

Enter the company name if required.

Click OK to create the new group. The programs can be un-merged at a

later date if required.
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Edit Installed Programs

This dialog displays the properties of an installed program. If the item is a
merged group, all programs in the group will be listed. Installed programs
that have been merged can be separated here if required.

Program Details X
Program Hierarchy Unmerge

=) NetSupport DNA|

Properties

Show in Software Inventory

MName NetSupport DNA
Yersion 4.60.0000
Company NetSupport Ltd

Categories Assign...

GDPR Compliant

Unmerge
Top Level Programs

All programs in the group will be unmerged.

Selected Program
The selected program will be separated from the group.

Note: Licences will be returned to the original program when the group
is unmerged. Any licences allocated to the group after it was
merged will need to be manually reallocated to the correct
installed program.

Properties
Displays the properties for the program. The name, version and company
details can only be edited for a merged group.
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Show in Software Inventory
Enables you to limit the number of items listed in Software inventories. If
un-checked, the program will be removed from the list of displayed items.

Categories
Allows you to assign the program to a category. Click Assign and the
Program Categories dialog will appear.

GDPR Compliant
Allows you to confirm if the program is GDPR compliant.

Installed Programs Licence Management

NetSupport DNA allows you to record licence information against each
installed program. Full licence information such as purchase details, third-
party details and maintenance details can be recorded in the Licence
Information dialog. Licences can also be allocated to departments. Any
licences not allocated will be available for all departments that have not
already been allocated licences.

Note: To stop unallocated licences from being allocated to other
departments, uncheck Allow non department allocated
licences to be allocated to other departments.

Programs
Program: [¥] NetSupport Manager 12,10.0001 ~
Total Licenses: 52 Allow nen department allocated licenses to be allocated to other departments
License Distribution
Licenses  PurchaseDate  Location  Supplier  Maintenance Renewal New...
52 16/09/2015 NiA 15/03/2016 Edt
Delete
Move To..
Move From.
Installed A
Computers
Computer Name ~  PC Owner Department License ID
INVH425 NSLROP . \workstations\ TechSupport
INVHS47 NSLKOY . \workstations\ TechSupport
INVHSS52 NSLPIB . \workstations\ TechSupport
INVHSS3 pipsb . \workstationsy TechSupport
Total: 4
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To record licence information against a program, select the required
program from the Program drop-down list. Click New. The Licence Details
dialog will appear: enter the required details. To amend licence
information, select the current record and click Edit.

If you have recorded the licence information against the incorrect
application, you can move the licence information to the correct
application. Click Move To and select the correct application from the list
to transfer the licence information to a different program. Click Move
From to transfer licence information from another application.

Click Installed to view details of where the licences are installed.
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Although Software Applications will include all scanned applications by
default, you can customise the content to make the list more
manageable. The Application Groups option enables you to pick and
choose which items are included in the inventory and merge multiple

versions of the same software into one record.

The groups can also be accessed in the Application Metering option.

1. Click the Software Inventory icon drop-down arrow and select

{Application Manager} from the menu.

Or

Click the Application Manager icon in the Software Inventory

group.

2. The Software Manager dialog will appear. Select the Applications tab.
3. Applications found on all Agent PCs will be listed and, if recorded, the
number of licences held. The check box alongside each application

indicates if it is included in inventories or not.

Note: The licence information will only be displayed if the application
has been assigned to the Installed Program in the Edit
Application Group dialog and the licence information has been
set up in the Installed Program Manager.

@ s [ Provrems [ epiations
Fitter ¥

Application Group Name Program Name Licenses s Edit
[V]'\W address Baok

] A adabe Acrabat 9.2

[ Bl Adobe Acrobat Reader DC

7] @8 Adabe AIR Installer Uncheck
V|[Jadobe air updater.exe

i‘Adube Application Manager

[ B Adobe Audition CC 2015.0

[V1% adobe Bridge

¥ Bl adobe Content Viewer

1@ adabe Creative Cloud

V] [Ell adobe Device Central C54

V| |W Adobe Download Assistant

V| B Adobe Dreamweaver CS4

7] & adobe Drive Connectul

;l; 8| Adobe Extension Manager CS4 Categories
[V Fw Adobe Fireworks CS4

] il adobe Flash c54

7| i sdobe Help

] . Adobe Help Center

[¥] il adobe Tlustrator C54

(V1 I Adnhe TnDesinn CC 2015 -
762 Application Groups available
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You can quickly locate a particular application by typing in the search
box.

To make the list more manageable, you can filter the applications that

are displayed. Click ¥ ; the Applications Group Filter dialog will appear.
From here, you can choose what groups are to be displayed.

Application group categories can be created, enabling you to group
similar applications. The Software Inventory and Application Metering
windows allow you to display applications by group rather than listing 'all’
items, making it easier to track specific records. Click Categories.

To change the properties of an application, select the item in the list and
click Edit.

Multiple applications can be merged to make a new Application Group.
Select the required items, using Shift-Click or Ctrl-Click, and click Merge.

Edit Application Group
This dialog enables you to edit the properties of an Application Group.

General
Name:

|Net5upnort School Tutor ‘

Show in Softwars Invertory views Show in Application Metering views

Associated Program

@ An appliction must be associated with a Frogram in order lo manage its licenses. Associale one here or create a new ane for this
Application Group

This application is associated with the following program: Licenses:

i <None> . 0

Applications within this group

File Name 4 Description Compary Version
B painssui.exe NetSupport ...  NetSupport Ltd V14.00

Auto assign

[JGDPR Compliant

Application catsgories

Assigned to the following categories.

| [ e
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General

Name

Displays the name of the selected application. You can change the listed
description for any item, if required.

Show in Software Inventory views

Enables you to limit the number of items listed in Software inventories. If
un-checked, the application will be removed from the list of displayed
items.

Show in Application Metering views
If un-checked, the application will be removed from the Application
Metering and Activity information window.

Associated Program

Enables you to link the application with the installed program entry,
allowing any licence information to be displayed. Licences can be
managed in the Installed Programs Manager.

Note: The application must be linked with the installed program for the
licences to be displayed.

Applications within this group
Displays any other applications that are included with this group.

Unmerge/ Unmerge All
Applications that have been merged can be separated if required.

Auto assign

Allows you to create descriptions/keywords that, if matched, will
automatically add an application to this group.

GDPR Compliant
Allows you to confirm if the application is GDPR compliant.

Application categories

Allows you to assign the application to a category. Click Assign; the
Application Group Categories dialog will appear.

Note: For an application to appear as subscription software in Efficiency
View, you need to assign it to the Subscription Software category
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Use € to scroll backwards or forwards through each item displayed

in the Applications Groups dialog.

Merge Application Groups

This dialog enables you to merge multiple applications into a single
group. Ideal for tracking different versions of the same software.

Merge Applications x

Merging applications allows you to group similar programs under one &pplication.
E=

Applications
Name Licenses
[ NetSupport Replay Convertor 0
[¥] NetSupport School 0
NetSupport School SchDesigner u]
NetSupport School Tech Console u]

Options
(® Merge into 'NetSupport School'

(O New Application Group

Merge into "OOoOoooax”
The new application group can be allocated the name of one of the listed
items. Click the appropriate application from the list to select.

New Application Group
Alternatively, enter a new name for the group.

Show in Software Inventory
If un-checked, the new application group will not be listed in the Software
Inventory.

Show in Application Metering
If un-checked, the application group will be removed from the Application
Metering Information window.

Click Merge to create the new group. The applications can be un-merged
at a later date if required.
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USB Device Control

NetSupport DNA provides a simple and effective solution for managing
the use of USB memory sticks to help maintain the security of the
network. The use of memory sticks can be controlled across the entire
enterprise or, just for specific departments and usage, can be set to allow
full access, block all access, allow read-only or prevent applications being
run from a memory stick. Alternatively, individual memory sticks can be
"authorised" in NetSupport DNA and the use of sticks in the enterprise
can also be limited to only those authorised.

A program administrator can connect a memory stick to their local PC and
then authorise its use within the DNA console for either a given
department or a specific user. When authorising for a user, the approval
can be restricted for a limited amount of time. The name of the user
requesting approval will also be retained for future reference. Users who
connect an unauthorised memory stick to their PC can also request
remote authorisation where appropriate. Not only does NetSupport DNA
identify both removable (memory stick) and portable (mobile phone,
tablet, camera) storage devices, it also provides similar usage controls
over CD/DVD devices (including USB and virtual).

1. Click on the USB Device Control icon in the ribbon. The USB Device
Control window will appear.

Note: If the component icons are not visible, click the Home tab.
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In the Tree view, select the level at which you want to view the data:
company, department, AD container, Dynamic Group or individual Agent.

The information window will display a breakdown for each selected item
in graph and list format. To view the graph in a different format, click the
Chart icon drop-down arrow on the ribbon and select the appropriate

)
format. To print the active view, click the =2
Console.

icon at the top of the

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Agent
breakdown for each item.

The working hours shown can be amended to suit your organisation in
the DNA Configuration dialog. See Console Preferences - General for
further information.

Selecting Group by User allows you to view device usage based on
Agents' user IDs and not the PC. This option will not be available in the
Users tree view.

Selecting Group by PC allows you to view device usage based on the PC
details and not the Agent user's details when in the Users tree view. This
option will not be available in the PCs tree view.

Note: By default, USB Device Control is disabled. This can be enabled in
the DNA Configuration - USB Device Control settings. From here,
you can also preset the level of access for different types of
devices, allow Agents to request approval for a device and specify
if BitLocker encryption is required to request approval.

When an Agent inserts a device into their machine, they will be asked if
they want to register the device (if the Agent is allowed to request
approval). The Console Operator will then be notified that an approval
request is required; a notification icon will be displayed at the top of the
USB Device Control icon and in the information window. You can then
manage the approval requests.
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USB Device
Control »
A 'You have device approval requests waiting

Note: USB device requests will also be displayed in the Tree view. You
can toggle these on/off by clicking & .

Devices can be registered and approved for departments or users before
they are given to users. Click the USB Device Control icon drop-down
arrow and select {Add Device} or click the Add Device icon in the
ribbon. Insert the device to be registered. The USB Device Details dialog
will appear, allowing you to register the device.

The frequency at which the server scans for devices can be adjusted
using the NetSupport DNA settings option.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.
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Registering USB Devices

When USB Device Control is enabled and an Agent inserts a USB device
into their machine, if it has not already been pre-approved, the Agent will
be advised that the device is blocked and asked if they want to request
access for it. Console Operators will be notified of any approval requests
in the Console.

Note: To allow Agents to request approval for a device, the Allow users
to request approval option in USB Device Control settings must
be enabled.

To manage approval requests
1. Click the USB Device Control icon drop-down arrow and select
{Manage}.
Or
Click the Manage icon in the ribbon.
Or
In the approval notification in the information window, click Approve.
2. The USB Devices dialog will appear. A list of all USB devices will be
displayed showing the device state and details.

Note: You can filter the USB devices that are displayed by clicking
the Filter icon and selecting what device state you want to
see.

USB Devices to?

USB devices Fiter: | ¥

Device State Manufacturer Device Class  Description Requestedby  Expires On
gk Approved for al usE Removable Flash Disk testing
& testing HTC Portable Android Phone testing
& Not approved samsung Portable GTP3110 testing
Tt Approved for all SanDisk Removable Cruzer Blade testing

Add device

Register and approve devices before giving them to users Register

3. Select the device that is waiting for authorisation and click Approve
to authorise the request.
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4. To edit existing devices, click Edit.
5. To remove a device, click Remove.

Add USB device
USB devices can be pre-approved before they are given to users.

1. Click the USB Device Control icon drop-down arrow and select {Add
Device}.
Or
Click the Add Device icon in the ribbon.
Or
Click Register from the Manage Device dialog.

2. Insert the USB device into a port to register it.

3. The USB Device Details dialog will appear, allowing you to authorise
the device for departments or individual users.

USB Device Details

This dialog allows you to approve USB devices for departments or
individual users.

USB Device Details x
L1 By department & By user Properties
Serial Number
Device approved for user pcijle Vendor
ol Manufacturer
Device Class
User Department Description Cruzer Blade
S, pie Support BitLocker

& reielo sales

O & reidin support
O & reinls Admin
O & peikiw support

© Apply unti futher notice
® Apply unti 22/4un /20201600 ~ =
O Apply for today (17:00)

This device can be approved for a single user and blocked for all other users

Default

The default state for this department s : Block Apply “ Help

The properties for the device you are approving will be displayed. The
description can be amended by overtyping in the description field.
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Note: You can see if BitLocker encryption is enabled for the device (Yes
= enabled, No = disabled and Unknown = a hardware scan has not
been performed).

Select the By department tab and check which departments this device is
to be approved for - or, to authorise for individual users, select the By
user tab and check the users to approve the device for. Uncheck
departments or users that you do not want the device to be approved for.

You can quickly search for users by typing in the Search box and clicking

» . When approving by user, you have the option to apply the approval
until further notice or restrict the approval for a limited amount of time.

The default state for the current department will be displayed. To apply
this for the current device, click Apply.
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eSafety

NetSupport DNA helps enhance your school’s safeguarding policy with the
Keyword and Phrase Monitoring feature, which provides insight into and
alerts from any activity by a student that might suggest the child is
engaged in activity that would place them at risk. Each time a phrase is
triggered, a risk analysis is performed and a risk index score allocated,
allowing safeguarding staff to easily see which triggered phrases pose the
highest risk. Additionally, the “Report a Concern” feature allows students
to report concerns via a DNA Agent machine directly and discreetly to
nominated school staff. They are alerted instantly, allowing them to track
the concern and record any follow-up actions directly from within
NetSupport DNA.

Note: The eSafety feature is only available in the Education Edition of
NetSupport DNA.

1. Click the eSafety icon in the ribbon.

Note: If the component icons are not visible, click the Home tab.

There are two modes available within eSafety:
Phrase Monitoring
Report a Concern

To switch between Phrase Monitoring and Report a Concern mode, click
the Phrases or Concerns icon in the ribbon.
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Safeguarding Roles

NetSupport DNA provides two predefined safeguarding roles:
Safeguarding Administrator, which allows the user full access to the
eSafety functions; and Safeguarding User, which allows the user to see
and manage concerns assigned to them and view any phrases that have
been triggered. Access to concerns is restricted to safeguarding roles,
preventing other console users from them.

Notes:

e The safeguarding roles will only allow access to the User Details,
Activity, Internet Metering and eSafety components.

e These roles can only be assigned in the Safeguarding User dialog, not
when you are creating a Console Operator.

e A Safeguarding Administrator does not have access to the eSafety
settings.

Assigning safeguarding roles

1. Click the eSafety icon in the ribbon.

2. Select the eSafety icon drop-down list and select {Safeguarding
Users}.
Or
Click the Safeguarding Users icon in the ribbon.

Note: If the Safeguarding Users icon is greyed out, you need to
enable Report a Concern for the default profile in the DNA
Configuration - Report Concern settings.

Click Add to create a new contact.

The Safeguarding User dialog will be displayed.

Select Create new Console User, select the required role from the
drop-down list and click Create.

AW

Note: You can assign the contact to an existing console user. Select
Associated Console User and then select a console user
from the drop-down list. The console user will also need to
have the eSafety access rights enabled in their console role to
be able to access the eSafety functions.

Restricting access
Once you have created a Safeguarding Administrator, access can then be
restricted so other console users are unable to manage contacts.

1. Click the eSafety icon in the ribbon.

2. Select the eSafety icon drop-down list and select {Safeguarding
Users}.
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Or

Click the Safeguarding Users icon in the ribbon.

The Configure Safeguarding Users dialog will be displayed.

Select the Restrict access to Safeguarding Admin users option.

Note: Only a Safeguarding Administrator can enable this restriction.

Managing Safeguarding Administrators and Users

This dialog displays the users that have been created for students to
report a concern to and that can respond to triggered phrases. From
here, you can add new, edit existing users and select which users are
available when defining profiles.

Notes:

This dialog will only be available if Report a Concern has been
enabled for the default profile in the DNA Configuration - Report
Concern settings.

When accessing this dialog from the Report Concern settings, you will
be selecting the users available for the current profile. This allows you
to assign a different list of users to each profile.

Click the eSafety icon in the ribbon.

Select the eSafety icon drop-down list and select {Safeguarding
Users}.

Or

Click Safeguarding Users icon in the ribbon.

The Configure Safeguarding Users dialog will appear.
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X
Configure Safeguarding Users

User List
Select cortacts available for profile Default

Add
Mr Woods

Mr Murray
Safeguarding Lead

Safeguarding Team

d.woods@kingsleyacademy.com t.murray@kingsleyacademy.com

Miss Czajka
Head Teacher

@kingsleyacademy.com

Security

1 You should restrict access to this option to Safeguarding Admin users only. This will prevent student concems being visible to other DNA
Console users

There are no Safeguarding Admin users defined, Add a new user and associate it with the Safeguarding Admin rols

Any existing users will be listed.

To add a new user, click Add.

To edit an existing user, click Edit.

To delete a user, click Remove.

You can define which users are available when selecting contacts for
profiles. Users that are ticked will be available for selection by all
profiles. If you do not want a user to be available, clear the tick and
that user will no longer appear when accessing this dialog from the
Report Concern settings.

Access to this area can be restricted to Safeguarding Administrators
only, preventing other Console users from managing them. Select
Restrict access to Safeguarding Admin users. This option can
only be enabled if the current logged on user is a Safeguarding
Administrator.
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Add or Edit Safeguarding Administrators and Users

This

dialog allows you to create new users that students can report a

concern to and that can respond to triggered phrases, as well as edit
existing users.

Safeguarding User x

2

Notes

Display Information
Name: Mark Wright

eMail: (Required) l

Description: safeguarding user

Students can report a concem to this user

[ Be notified of all concems, not just those reported to this user
Recsive email when phrases are triggered Send Test Message

eMails will be sent for High and Urgent triggered phrases Phrase actions

1, Youneedto corfigure your eMail settings. Goto Settings->General->eMail in the Console

Console user

¥~ Console userto one Contact
CED
(0 Associated Console user

@ Craate new Console User Safeguarding User - Create

[ Hide PC/Department hierarchy

Display

In order to track and manage concems this person needs to be linked with a DMA Conscle user. You can only link a

User can ses and manage concems reported to them and view triggered
phrases

Enter the name, email address and description for the user.

Clicking on the display image allows you to add a photo or picture to
be associated with the user.

Clear the Students can report a concern to this user check box if
you do not want students to be able to report a concern to the user.
You can allow a Safeguarding User to be notified of all reported
concerns - select Be notified of all concerns, not just those
reported to this user. This option is not available for Safeguarding
Administrators as, by default, they see all concerns.

The user can be sent an email when a monitored phrase is triggered:
select Receive email when phrases are triggered. By default,
emails are sent for high priority and urgent triggered phrases - click
Phrase Actions to change this. To send a test email to the user,
click Send Test Message. The email settings must be configured
before you can send a test.
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The new user will need to be associated with a Console user. Select
an existing one from the drop-down list or select Create new
Console User to create a new Console user. There are two roles to
create a Console user from: Safeguarding Administrator, which allows
the user full access to the eSafety functions; and Safeguarding User,
which allows the user to see and manage concerns assigned to them
and view triggered phrases.

Note: When associating with an existing console user, you need to
ensure their console role has sufficient eSafety rights to view
concerns. Otherwise, you will need to create a new Console
user.

If you are creating a new console user, click Create and enter a
password for the user. By default, the console user will be prompted
to change this password the first time they log on and be notified of
the password update by email. Clear these options if they are not
required and click OK.

If you are creating a new user, you can choose to hide the PCs Tree
view from them by selecting Hide PC/Department hierarchy. The
user will only be able to view data for logged-on users.

Include any relevant notes.

Click OK.
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Phrase Monitoring

NetSupport DNA’s Keyword and Phrase Monitoring feature provides
insight into and alerts from any activity by a student that might suggest
they are engaged in activity that would place them at risk. Using a
database of pre-supplied safeguarding keywords and phrases covering a
range of topics from self-harm, bullying and racism through to risks of
radicalisation, NetSupport DNA is your eyes and ears, monitoring the
school network. The details/context of triggered words can be reviewed,
with the results (available as a log, screenshot of the screen, or a screen
recording, according to severity level and which of these the school
activates - features are not available for devices used at home),
forwarded to a colleague to follow up on, if required. Each time a phrase
is triggered, a risk analysis is performed and a risk index score allocated,
allowing safeguarding staff to see which triggered phrases pose the
highest risk. An innovative word cloud highlights trending topics across
the school to help you put incidents into a broader context.

Note: Students can be marked as vulnerable, allowing Safeguarding
Users to easily identify and provide support to them. You can mark
students as vulnerable when editing user details or by right-
clicking the Agent in the Users Tree view. They will then be
displayed in the appropriate dynamic group in the Users Tree view.

1. Click the eSafety icon in the ribbon.

Note: If the component icons are not visible, click the Home tab.

2. Select the Phrases icon in the ribbon.

CLOUD ACADEMY - Phrase Match Report - Students

50 ST e it e e
[
o=

D
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By default, triggered phrases are displayed by phrase category, you can
also view by risk or status. To switch between views, select the Group
By icon in the ribbon and select Category, Risk or Status from the
drop-down list.

In the Tree view, select the level at which you want to view the metering
data: company, department, AD container, Dynamic Group or individual
Agent.

The information window will display a breakdown for each selected item
in graph and list format. To view the graph in a different format, click the

Chart icon drop-down arrow on the ribbon and select the appropriate
=

format. To print the active view, click the 1= icon at the top of the
Console.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

When a student types a keyword or phrase that is matched in the
database, you will be notified in the information window and, depending
on the priority level, an alert will be raised, an email will be sent notifying
users that a phrase has been triggered and a screen shot or screen
recording will be taken. You can customise what actions are taken for
each priority level in the Phrase Monitoring settings (different actions can
be set for each profile) or when adding or modifying a phrase.

Notes:

e For email notifications to be sent, the email settings must be
configured. Users can be set up to receive email notifications for
triggered phrases, ensure the Receive email when phrases are
triggered option in the Safeguarding User dialog is selected.

e For an alert to be raised, the 'eSafety key phrase triggered' alert
must be enabled in Alerting.

Each triggered phrase is assigned a status of either New, In Progress or
Complete (by default, all new triggered phrases are assigned to New).
Each status has a different colour code (New = yellow, In Progress = blue
and Complete = green) and phrases are highlighted this colour when
displayed in the information window, allowing you to see at a glance
which phrases have been dealt with and which need reviewing. You can
change the status of a phrase when reviewing triggered phrases.

224



NetSupport DNA v4.95

An accuracy level can be set to determine how accurately words must be
typed by the student before they are flagged as a potential cause for
concern. You can customise this level in the DNA Configuration — Phrase
Monitoring settings depending on how closely you want words to be
matched.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Agent
breakdown for each item.

The working hours shown can be amended to suit your organisation in
the DNA Configuration dialog. See Console Preferences - General for
further information.

Note: To view an associated screen shot or screen recording, click the
appropriate media icon next to the individual Agent record in the
detailed list view. You can see if any notes (and, if so, how many)

are associated with the triggered phrase. Click '= to view the
note(s).

A useful way of targeting specific keywords and phrases (and limiting the
amount of data displayed), is only to view certain categories, priority
levels, risks, statuses and types of source text. To select which
categories, priority levels and risk index types are displayed, click the
Filter icon, clear the check box(es) you don't want to see data for and
click OK. To hide data for a status or source type, click the required
status or source type to clear the yellow shading. The information window
will now only display data for the selected categories, priority levels,
risks, statuses and source text types.

Note: You can choose not to monitor certain source text types in the
DNA Configuration - Phrase Monitoring settings.

There may be applications and websites that you do not want to trigger a
keyword match from, in which case, you can choose to ignore certain
applications and websites. Application and URL Ignore lists can be created
containing a list of applications/websites to ignore when monitoring
phrases and these can be applied in the Phrase Monitoring settings.
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You can review the phrases triggered by clicking Review in the ribbon.
An overview of the phrase, who has triggered it and what has been typed
to trigger it, along with details of the risk index score will be displayed,
along with any screen shots and screen recordings. From here, you can
print, save, email, set the status, export to PDF and add notes - plus, if a
screen shot or recording is attached, see a history of who has viewed it.
If the triggered phrase is deemed to be a false match, it can be marked
as a false alarm and it will no longer appear in the information window.

Note: Triggered phrases that have been marked as a false alarm can still
be viewed by clicking the Filter icon in the ribbon and selecting
Show False alarms. When reviewing false alarms in the Review
Triggered Phrase dialog, you will be able to see any notes that
have been added and also remove the triggered phrase from the
false alarm category.

NetSupport DNA provides a keyword database of matching words and
phrases that may indicate dangerous or inappropriate activity. These can
be added to, to keep up with current trends. To manage and add new
keywords and phrases, click the Phrase List icon in the Manage section
of the ribbon.

NetSupport DNA provides a selection of phrases in various languages.
You can include these in Phrase Monitoring by selecting the languages to
include from the Language files drop-down list in the Keywords and
Phrases database list.

A phrase cloud provides a visual representation for the most frequently
used phrases or keywords matched for a given period of time.

Triggered phrases can be removed from the database using the Database
Maintenance utility. You also have the option just to remove associated
screenshots and recordings and leave the triggered phrases in the
database.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for

records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.
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Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, is attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Keywords and Phrases Database List

NetSupport DNA provides a database of pre-defined keywords and
phrases. To keep up with current trends, you can add your own terms to
this. Keywords can be assigned to categories and you can set the priority
level depending on how closely you want to monitor that term. All priority
levels will record usage in the eSafety information window (unless the
priority is set to off). By default, medium and above levels will also
generate an alert; a high level will additionally take a screen shot at the
student and send an email notifying users that a phrase has been
triggered, and an urgent level will take a screen recording at the student
who has triggered the phrase.

Notes:

e User-defined keywords can be imported or exported to a .CSV file.

e The email settings must be configured before email notifications can
be sent. Users can be set up to receive email notifications for
triggered phrases in the Safeguarding User dialog.

e The screen recording length for an urgent priority level can be set in
the Phrase Monitoring settings.

1. Click the eSafety icon in the ribbon and select the Phrases icon.

2. Select the eSafety icon drop-down list and select {Manage Keywords
and Phrases}.
Or
Click the Phrase List icon in the Manage section of the ribbon.

3. The Phrases dialog will appear.
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Language fles: | Default -
Prease Category ~ Priory Description - Add
D A O A D o
Susmbler Drugs Low Slang tem for depressants
Siung out Drugs Low heavly addcted to drugs Modfy
Srawbeny fieids Drugs Low LsD =
Strawbeny Cough Drugs Low Commercialy avaiable strain of marijuana. £cHon.
Adrafd Drugs Low From the group of dugs known as Nootropics or
Hubba Drugs Low crack
Hubba | am back Drugs Low crack
Hubba pigeon Drugs Low crack user looking for rocks on a floor
Hubbas Druge Low crack tem from Notthem CA
» [Sovetop Drugs. Low crystal methamphetamine
Huff Drugs. Low inhalant
Huffer Drugs Low Slang tem for a Glue Sniffer
Huffing Drugs Low Slang tem for 2 Give Snffng from a bag
Huling Drugs Low using cthers to get drugs
Sicppers Drugs Low Slang tem for depressants
Stoned Drugs Low under the influence of dugs
Bammy Drugs Low Slang tem for Maruana
Stink weed Drugs Low marjuana
Sticky loky Drugs Low Slang tem for Marijuana
Hyatan Drugs Low peyote
Hydroporic Drugs Low Amethod of growing plants using mineral nutfent
Hype stick Druge Low hypodemic neede
Stesrer Drgs Low pesson who drects customers to spots for
Bouncing powder Drugs. Low Aregional street term for cocaine -
4212total phrases, 3907 active “ m s

A list of pre-defined and user-defined keywords and phrases will be
listed. The category the phrase belongs to will be displayed, along
with the current priority level, a description and the language of the
phrase (if you have selected more than one language file). The total
number of phrases in the database, along with the number that are
active will be listed at the bottom of the window.

You can filter the data displayed or search for certain keywords by
typing in the search boxes at the top of each column.

To monitor additional languages, select the Language files drop-
down list and choose the required language(s).

You can modify the category, priority or description for individual
items in the list itself. To modify multiple items, select the required
phrases and click Modify.

Note: You can only change the priority for predefined phrases.

To add a new phrase, click Add and enter the required information
for the phrase.
To delete a phrase, select the required phrase and click Delete.

Note: You can only delete user-defined phrases.

10.

The action taken for each priority can be customised by clicking
Actions.

Note: Different actions can be set for each profile in the Phrase
Monitoring settings.
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We are always happy to receive any comments you may have regarding
the phrases included, please email the safeguarding team at
safeguarding@netsupportsoftware.com.

Create or Edit Keywords and Phrases
This dialog is used to create new or edit existing keywords and phrases.

Modify phrase x
Phrase Anorexia
Description Anorexia nervosa is a serious mental health condition. It is an eating disorder in which people
keep their body weight as low as possible.
Category Priority
D ~
[ rug.s O off
D Bullying
D Grooming
[ Homaphabic O Low
D Radicalisation
[ sicide © Medium i
D Eating disorders
[ Adult 1 e
(® High E = O |
D Self harm 5 s
D Racism r .
[ other O Urgent a & o] E
D Gambling
[ cybersecurity 6 *You can change what happens for each priority Change

1. Enter the keyword or phrase that you wish to monitor and a
description for this.

2. Choose which category the phrase applies to and set the priority
level.

Note: The actions to be taken for each priority will be displayed. Click
Change to customise these. Different actions can be set for
each profile in the Phrase Monitoring settings.

3. Click Add to add the phrase to the user-defined list.

Note: When editing predefined terms, you will only be able to change the
priority level and the actions taken.
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Importing/Exporting Keywords and Phrases

NetSupport DNA allows you to import and export keywords and phrases
to or from a .CSV file.

Note: Only user-defined keywords can be imported or exported.

Exporting phrases
1. Click the eSafety icon in the ribbon and select the Phrases icon.
2. Select the eSafety icon drop-down list and select {Export}.
Or
Click the Export icon in the ribbon.
3. The Import/Export Phrases dialog will appear.

Import/Export Phrases x

@ Seact the rems you wish to export

Phrase ~ Category Prorty Descrption
A D A o T 0 A ol

M Cutng Bullying:Seif ham High

1 Double 2er0 Eating dsorders Medum

4 Fight Bulyng Low

L] Hate you Bulyng Low

[ Heyou Bulyng Low

™ Inead help Sef ham Medum

M Lose weight quick Eating dsorders Medum

&4 No one lkes me Sek ham Medum

(] Quick weight los= Esling dsccders Low

M Smashed Other Low

4 Stab Bulyng Medum

4 Stop eating Eating dsorders Low

STRITTE | -

4. A list of user-defined phrases that are available for export will be
displayed.
5. Ensure the phrases that you want to export are ticked and click OK.

Note: To select all the listed phrases, click Select all.

6. Enter a name and location for the .CSV file.
7. Click Save.
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Importing phrases
Only .CSV files can be imported. The file must be in the format of phrase
name, category, priority and description.

A B i D
Phrase Mame Category Priority  Description
Test phrase 256 2 This is a test phrase.

The phrase category and priority must be a numeric value. A list of the
values are:

Category Value Priority Value
Drugs 1 Off 0
Bullying 4 Low 1
Grooming 8 Medium 2
Homophobic 32 High 3
Radicalisation 64 Urgent 4
Suicide 128

Eating disorders 256

Adult 512

Self-harm 1024

Racism 2048

Other 4096

Gambling 16384

Cybersecurity 32768

Note: Please ensure that the .CSV file is closed before you import. If the
file is open, it will not be imported.

1. Click the eSafety icon in the ribbon and select the Phrases icon.
2. Select the eSafety icon drop-down list and select {Import}.
Or
Click the Import icon in the ribbon.
3. Select the .CSV to import and click Open.
4. The phrases will be displayed in the Import/Export Phrases dialog.

231



NetSupport DNA v4.95

@ Select the phrases to impot. You can mody the category. priorty o description before importing the phrase:
Phrase ~ Suate Category Priosty Description
A O « O O« O o
] No one likes me Bxsting Seff ham Medum 2
[ Cutting Bxsting Bullying:Sef ham High 3
[ Double zero Basting Eating disorders Medum 2
O Rght Exsting Bullying Low 1
[ Ineed help Existing Seff ham Medum 2
[] Lose weight quick Exsting Eating disorders Medum 2
O sab Bxsting Bulying Medum 2
(] Quick weight loss Exsting Self ham Medum 2
[] Smashed Exsting Other Low 1
[ Stop eating Existing Eating disorders Low 1
[ Cabbage soup det New Sef ham Medum 2
M gun New Bullying Low 1
[ ke New Bullying Low 1

Select A et | [ telp

5. From here, you can modify the category, priority and description by
clicking in the relevant field.

6. Ensure the phrases that you want to import are ticked. To select all
the listed phrases, click Select all.

Note: If the phrase is already in the database, the state will show as
existing. These phrases can still be imported.

7. Click OK.
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Review Triggered Phrases

You can review phrases that have been triggered and perform a variety of

functions.

Select the time period you want to review triggered phrases for by
clicking the appropriate icon in the Filter section of the ribbon.
Click the Review icon in the ribbon.

The Review triggered phrases will be displayed.

Phrases today: 1 of 10

renew Rl Ve Risk indiex [N ES2MMMR 0
e v
o0 x OE E 8 B s B e se v
Net Lt | Eat | Copy Histoy eMall Print  Save  Export | False 2 8]
- Screenshot to POF  Alarm | Complete -
Navigate Adtions Status 8]
w s Source Clecwinios o
"~ ® bito)/mind.ora.k (O 03:20:38 16/05/2021 § source
£ What are EEEeelings? | Mind, the mental heath charty - help for mental health problems o e severty
[ suicidal suicide - (Cry for help ora sign of depression. Someone wha is cansidering suicide.) :;;i’:;:";’(‘%em
More than 3 incidents o the same category in the last 24 hours

ECWIN10-1\testing_09:40:38 16/06/2021

sion-supprt/typre-oF-maniab health-problam/suicil esbngs/o il festngs/ L

Get helpnow | Make a donation )

Explains what suicidal feelings are, and what you can do if you feel suicidal. Also covers the causes, treatments and
support options for suicidal feelings.

This page is also available in Welsh.

[@] [ vou feel unable to keap yourself safe, it's a mental health emergency.
Got adviee

4. Scroll through the triggered phrases by using the forward and back

arrows.

Note: To make reviewing phrases even easier, you can use the
following keyboard shortcuts:

Go forward to the next phrase.
Go back to the previous phrase.
Go to the last phrase.

Go to the first phrase.

Mark the phrase as a false alarm.
Unmark the phrase as a false
alarm.

Ctrl + Right arrow
Ctrl + Left arrow
Ctrl + End

Ctrl + Home

Ctrl + Down arrow
Ctrl + Up arrow

5. A Review tab is displayed for all phrases, providing an overview of the

phrase, who has triggered it, what has been typed to trigger it and
the risk index score (along with the factors used to calculate the

233




NetSupport DNA v4.95

score, which allows you to see if further action needs to be taken).
These details can be copied to the clipboard by clicking the Copy
icon. Any notes that have been added to the phrase will also be
displayed here.

Phrases marked as "high" priority will have a Screenshot tab, allowing
you to view the screen shot taken when the phrase was triggered and
those marked as "urgent" priority will also include Video tab, allowing
you to view a screen recording of the event.

You can print or email a copy of the triggered phrase by clicking the
appropriate icon. To see a history of who has viewed a screen shot or
video recording, click History. The triggered phrase details can be
exported to a PDF by clicking Export to PDF.

Note: You can specify the default folder the PDF is exported to in the
File Location settings and customise the PDF with your school
branding in the Phrase Monitoring settings.

Each triggered phrase can have a status of New, In Progress or
Complete (by default, all new phrases are assigned to New). This
allows you to keep track of which phrases are being dealt with and
which need reviewing. The information area will be highlighted with
the status colour code (New = yellow, In Progress = blue and
Complete = green), allowing you to see at a glance which status is
assigned to the phrase. You can change the status by clicking the
appropriate icon in the Status section of the ribbon.

Note: When the status has been changed, you can see details of the
user who changed it, along with the date and time this was
done, in the Review tab.

Notes can be added to the triggered phrase, allowing safeguarding
staff to be kept updated with the progress. In the Review tab, enter
the required note in the Add note field (there is a 512-character limit)
and click Add. The note will be displayed in the Status section and
can't be edited or deleted. You can choose to view all note text, see a
preview (two-line summary) of the text or hide the note text in the
Status section by clicking the appropriate icon in the Note Text
section of the ribbon.

Note: If a note is typed before or after False Alarm has been
clicked, the note is deemed to be a false alarm.
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Phrases 1 of 1 =

Dtz | S @i Risk Index N2
- E\- — N, New [ Hide Text Vulnerable Student
X t k) =p H /Ea % o Student is marked as vulnerable
Binpogress [ previewtext .
Eit | Copy History eMal Prnt Export False 8]
B toPDF | Alarm | ¢ Complete All Text: -
Navigate Actions status Note Text o
W st Source Cecwinio- O
[~  nttp mindlorquk ( 09:4038 16/08/2021 § Source
[ , Website
D what arel feelings? | Mind, the mental health charity - help for mental health problems Keyword Severity
& suicidal  suicide - (Cryfor help or a sign of depression. Someone whois considering suicide.) o ts
More than 3 incidents of the same category in the st 24 hours
Add note:
Status Onner Date -
New 16/06/2021 03:40.38
Repored
£ Note Admin 16/06/2021 09:42:44
1 have spokento Tom and we have agreed to meet this shemoon 1o discuss.
T i Progress Adrin 16/06/2021 09:42.54

10. If the triggered phrase is deemed to be a false match, it can be
marked as a false alarm and it will no longer appear in the main
information window. To mark a triggered phrase as a false alarm,
click False Alarm. Multiple phrase matches can be marked as false
and when you click Exit, a dialog will appear asking you to confirm
these phrases are false matches. If no note was added, you can add a
global note here (a drop-down list of previous entries will appear, or
you can type your own).

Note: Triggered phrases that have been marked as false alarms can
still be viewed. In the main information window, click the
Filter icon in the ribbon and select Show false alarms. When
reviewing false alarms in the Review Triggered Phrase dialog,
you will be able to see any notes that have been added, the
Console user that marked it as a false alarm and the date and
time. To remove the triggered phrase from the false alarm
category, you will need to change the status to either New, In
Progress or Complete and click Exit.
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To view a screen recording

Phrases today : 1 of 10 B &
Review  Saeenshot | Video Risk Index [IINIMIIIITISZ MMM
= T
o x O5®m e 3 EBH % s B s vanero
Ned Lot | Ext | Copy Histo eMal Pint Snapshot Bookmark Export Export False 2 8]
Video toPDF | Alam | Complete

Navigate Actions status
e = i
= S & nitn)mindorguk (D) 09:40:38 16/06/2021

3 winat are BT fectings? | Mind, the menta heaith chariy - help or mental halth problems e severty

Urgent Priority

Suicide - (C1y for help or a sign of depression. Sameone who s considering suidide
@l suicidal (cy P 9 P! 9 1 [ Historical incidents
More than 3 incidents of the same category in the last 24 hours

& whaarew g Min X | % O
3 [ rgUK/information-support/types-of-mental-heslth-problems/suicidal-feslings/about-suicidal-feslings/ r @
% Get help now  Make a donation Q| vew
About suicidal What are suicidal feelings?
feelings
Causes of suicidal Suicide is the act of intentionally taking your own life.
feelings
Treatment and Suicidal feelings can mean having abstract thoughts about ending your life or
support feeling that people would be better off without you. Or it can mean thinking v
= >
LA N . n . BT a2 2 xe
[1Seale To Ft —

When viewing a screen recording, playback controls will be displayed,
allowing you to watch what happened at the Agent when the phrase was
triggered.

A timeline shows where in the recording the phrase has been triggered
and if any bookmarks have been added. You can use the slider to move
to the required position. Click Play, to start the recording - by default,
this will begin from where the phrase was triggered (clicking Start will
take you to the beginning of the recording). You can fast forward and
rewind the recording by clicking on the slider in the far right of the dialog.
When you release the slider, the recording will pause at that location.
Select Scale to fit to show the whole of the student screen in the display
area.

Bookmarks can be added, allowing you to highlight areas of interest in
the recording. Ensure you are at the required location in the timeline and
click Bookmark. Enter a description for the bookmark, a list of
bookmarks can be displayed by clicking ™ and you can remove
bookmarks from here. Click OK.

Note: A snapshot of the recording can be saved. Click Snapshot, enter a
name for the screen shot, select the type of file to save as and
click Save.
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A screen recording can be converted to a video file, allowing it to be
played outside of the DNA Console on a range of media players. It can be
converted to WMV and AVI formats. Click Export Video and the Replay
File Conversion wizard will guide you through the conversion process.

Note: By default, the screen recording length is fifteen seconds (fifteen
seconds before and after the phrase has been triggered). This can
be customised in the Phrase Monitoring settings.
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Application Ignore Lists

When monitoring keywords and phrases there may be applications that
you do not want to trigger a keyword match from, in which case, you can
choose to ignore certain applications. Application lists can be created,
allowing you to have a list of applications that are ignored when
monitoring phrases. Multiple lists can be created, allowing you to assign
different lists to different profiles.

Creating and applying an Application list
1. In the Settings tab, select Manage Existing Profiles.

2. Select the required profile from the list and click Settings.
3. Select Phrase Monitoring.
4. The Phrase Monitoring settings will be displayed.
5. Click Application Lists.
6. The Application Lists dialog will appear.
#pplicaton List Vear & Application Ignore List - | [5 [#

Spasiy applisations that will be ignored in e3afety phrass matohing

| ‘ @ Appliations to ignore

Application Group Q Application File Name Version Compary
[ 1527c705-539-4832-9116-54c4Bd60c83 nuatepad niotepad.exe 10.0.1713...  Microsoft Carp..
1l 30 Buider [onenote Office.Cnetate. 16001.111...  Microsoft Corp...
18 aaD BrokerPlugin &) pPaint mspaint.exe 10.01713... Microsoft Carp..
O[T accountscantrol [l windows Wordpad App... wordpad.exe 10.0.17134.1  Microsoit Corp...
O ape

OB #ppconnector

1B AsyncTextService

OB ectost

IfleingFinance

O Eleingtiews

I§-deingsparts

OB singteather

I[eicenrolment

[  Blustooth Fie Transfer

1] csez5z4a-eats-ai57-6411-69465d9d515
[ ki cameraBarcadescannerPreview

[ candy crush saga

[T capturepicker

[ 5% Character Map

OB contentProcess

[ Show Selested only oK Cancel Help

7. To create a new Application list, click E . Enter a name for the list
and, if required, a description. You can copy an existing list by
selecting it from the 'Copy from' drop-down list. Click OK. To edit an
existing list, click 5,

8. A list of applications will be displayed. Select the applications to
include in the Application list.

9. Click OK.
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10. Select the required Application list from the Application List drop-
down menu.
11. Click Save to apply the changes.

URL Ignore Lists

When monitoring keywords and phrases there may be websites that you
wish to ignore. A URL list can be created, allowing you to ignore any
phrase matches from websites that are included in the list. Multiple lists
can be created, allowing you to assign different URL lists to different
profiles.

Note: Internet restriction URL lists containing approved or restricted
websites can also be created, allowing you to control the websites
visited by Agents.

Creating and applying a URL list

In the Settings tab, select Manage Existing Profiles.

Select the required profile from the list and click Settings.

Select Phrase Monitoring.

The Phrase Monitoring settings will be displayed.

Click URL Lists.

The URL Lists dialog will appear. Websites already visited by Agents
will be listed automatically in the Available Sites list and the default
URL list will be displayed.

ouAWNE

URL List ‘vear 8 Keyword monitoring URILst - | | F
Busilable Gites @ Ignore Sites
Search Usage - Search v
https: ffwwew.bbc.co.uk URL
& https: /fwww bbc.com .
€3 http:f fwww,donationcoder,com @ https:jen. wikiperda.org
hittps: /fen.wikipedia,org @ https://Kidsastronomy.com
% https: /v google.co,uk Qhttus:waw.natiwﬂa\gguqrauh\:.wm
g https: f{kidsastronanny.com thtps‘[/www.hbc.m uk
& hittps: ffwwr rnsm.com @ https: ffsolarsystem. nasa.gov

https: ff'www natiohalgeographic.com
ihttps:/fsolarsystem,nasa.goyv;
& https: /fww . space.conm

I
@ https: ffwww . techsuppartalert.com anere >

Help
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To create a new URL list, click E . The URL List dialog will appear.
Enter a name for the list and, if required, a description. You can copy
an existing list by selecting it from the 'Copy from' drop-down list.

Note: An internet restrictions list can be copied, URLs in the
Approved Sites list will be added to the Ignore Sites list.

10.

11.
12.

Click OK. To edit an existing list, click il

To add an existing URL to the Ignore Sites list, select the URL in the
Available Sites list and click Ignore, or drag and drop the URL into
the list.

To add a new website to the list, click ™ in the Ignore Sites list,
select Add URL and enter the required details. The new website will
appear in Ignore Sites list and will also be automatically added to the
Available Sites list. To delete URLs, click ' = and select Delete URL.
Once the required URLs have been added to the Ignore Sites list, click
OK.

Select the required URL list from the URL List drop-down menu.

Click Save to apply the changes.

To view full website usage data, select the required website in the
Available Sites list and click the Usage button. The Website Usage dialog
appears, showing which users have accessed the website and how many
times they have visited. Clicking a user will display a full breakdown of
when and how long the user accessed the website for.

240



NetSupport DNA v4.95

Risk Analysis

NetSupport DNA contains a contextual intelligence-based risk index which
automatically flags high-risk events and vulnerable students. It assesses
the context and history of a student’s activities - from the devices used,
time of day, and websites visited (including previous alerts they may
have triggered) - and, from this information, creates a numerical risk
index score. A high-risk index could result if a student has repeatedly
researched a safeguarding topic (e.g. suicide) out of hours, in an
unmonitored setting such as the library. A lower index rating could result
from a student searching a lower risk keyword in a local application
during school hours that may have been used for curriculum topics.

1. Click the eSafety icon in the ribbon.

Note: If the component icons are not visible, click the Home tab.

2. Select the Phrases icon in the ribbon.
3. Click the Group By icon in the ribbon and select Risk from the drop-
down list.

o == T
EB e D ‘

b [t 45 &

Rk Unimebls

et

In the Tree view, select the level at which you want to view the metering
data: company, department, AD container, Dynamic Group or individual
Agent.

The information window will display a breakdown for each selected item
in graph and list format. To view the graph in a different format, click the
Chart icon drop-down arrow on the ribbon and select the appropriate
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(1

format. To print the active view, click the
Console.

icon at the top of the

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.

Data is displayed according to the risk the triggered phrase poses (low,
medium, high and urgent). Listed descriptions can be expanded to
provide an individual Agent breakdown for each item.

Note: To switch between views, select the Group By icon in the ribbon
and select Category, Risk or Status from the drop-down list.

A useful way of targeting specific keywords and phrases (and limiting the
amount of data displayed), is only to view certain categories, priority
levels, risks, statuses and types of source text. To select which
categories, priority levels and risk index types are displayed, click the
Filter icon, clear the check box(es) you don't want to see data for and
click OK. To hide data for a status or source type, click the required
status or source type to clear the yellow shading. The information
window will now only display data for the selected categories, priority
levels, risks, statuses and source text types.

To view an associated screen shot or screen recording, click the
appropriate media icon next to the individual Agent record in the detailed
list view.

Full details of each triggered phrase can be viewed; click Review. From
here, you can see who triggered the phrase, along with the factors which
make up the risk index score, allowing you to see if further action is
required. You can print, save, email, set the status, export to PDF and, if
a screen shot or recording is attached, see a history of who has viewed it.

‘At Risk’ Application and URL lists can be created, containing applications

and websites that are considered a higher risk to students. Multiple lists
can be created, allowing different lists to be assigned to different profiles.
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Note: Any phrases triggered out of lesson time will be classed as a
higher risk. You can amend the lesson hours to suit your school in
the DNA Configuration dialog. See Console Preferences - General
for further information.

Define unsupervised PCs

PCs located in an unmonitored environment, such as the library, may be
considered more of a risk than those in the classroom. You can specify
which PCs across your network are unsupervised and any phrases
triggered on them will have a higher risk index.

1. Select an Agent, department or dynamic group in the PCs Tree view.

Note: You can select multiple Agents from the Tree view: select Ctrl
+ click to include individual Agents in the selection or Shift +
click to add a range of Agents.

Right click and select PC supervision.

Click Unsupervised and click OK.

The PCs will be displayed in the Unsupervised PCs dynamic group in
the Tree view.

AWN
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At Risk Application Lists
At Risk Application lists can be created, allowing you to define

app

lications that may put students at more risk. For example, phrase

matches in Skype may be considered a higher risk than those triggered
using Microsoft Word. Multiple lists can be created, allowing you to assign
different lists to different profiles.

Creating and applying an Application list

1.

oOUAWN

10.
11.

In the Settings tab, select Manage Existing Profiles.
Select the required profile from the list and click Settings.
Select Risk Analysis.

The Risk Analysis settings will be displayed.

Click Application Lists.

The Application Lists dialog will appear.

Application Lists *
Applicaton List Vear 7 At Risk Applications - [ G2

Specily applications that might put a student at risk (for example chat programs)

| ‘ Applications ot risk

application Group A Application File: Name Version Company

] 1527¢705-5392-4832-91 16-544Bd6.a0089 ClMessaging Messaging 4.1810.28...  Microsoft Corp...
@30 puilder Elvicroscitedge MicrasoftEdgs 421713410 Microsoft Corp,..
B 240 BrokerPlugin [E] skvpe Skypefipp 14.36.52.0  Skype

[ Accountscontrol Bl winconsiive mai windowslive.msil  16005.110...  Microsoft Corp...
O apn

& Appeonmsctor

OB asyneTestservice

O Electost

[ BingFinance

O Eleingnews

O R_jﬁmgsuurts

O Edeingweather

[ eicEnroliment

[ € Bluetaoth File Transfer

O [E)esersz4a-eats-4f67-841F-6aM65d9ds15

[ |G} CameraBarcadeScanner Preview

[ candy Crush Saga

[ capturepicker

[] &% Character Map

O Ecnnter\tpmcess v

[ Show Selected only [ ok [ o Help

To create a new Application list, click = . Enter a name for the list
and, if required, a description. You can copy an existing list by
selecting it from the 'Copy from' drop-down list. Click OK. To edit an

existing list, click =l

A list of applications will be displayed. Select the applications to
include in the Application list.

Click OK.

Select the required Application list from the drop-down menu.
Click Save to apply the changes.
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At Risk URL Lists

At Risk URL lists can be created, allowing you to define websites that
pose a medium or high risk for students. Multiple lists can be created,
allowing you to assign different lists to different profiles.

Note: Internet restrictions URL lists containing approved or restricted

websites can also be created, allowing you to control the websites
visited by users.

Creating and applying a URL list

QUi wWNE

7.

In the Settings tab, select Manage Existing Profiles.

Select the required profile from the list and click Settings.

Select Risk Analysis.

The Risk Analysis settings will be displayed.

Click URL Lists.

The URL Lists dialog will appear. Websites already visited by Agents
will be listed automatically in the Available Sites list and the default
URL list will be displayed.

URL Lists X

URLList  |Year 7 At Risk URL List - B =
Available Sit
valsbie fes Mediurn Risk Sitex
Search Usage M search h
@“ hittps:ffwnae bbe.co. Lk URL
@g https:/ fwwen bbc.com Medim 3 https: ffwewei, google.co.uk
https:/fwww bing.com = hittps: f e bing.com

https:f fwwe google co.uk
@h hittps:{ e hsbr.co.uk
@g hittps:f fwnae . msn.conm
@g hittps:f fawwe skyandtelescope.com
@g hittps:f fwnaer skeysports,.com
@g https:f fwwew solarsystemscope.com
i https: feeww volkswagen.co Lk
I} http:fwww, facebook,.com
U3 http:/ fwew, twitter.com I High Risk Siles
D http:/ fwww, youtube,.com

High > Search hd

URL

I it/ fwrwewr, facebook, com
0 httpe /Py, twitter . com
I e oy, youtube, carm

Heln

To create a new URL list, click & . The URL List dialog will appear.
Enter a name for the list and, if required, a description. You can copy
an existing list by selecting it from the 'Copy from' drop-down list.
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Note: An internet restrictions list can be copied, URLs in the
Approved Sites list will be added to the Medium Risk Sites list
and URLs in the Restricted Sites list will be added to the High
Risk Sites list.

Click OK. To edit an existing list, click ) .

8. To add an existing URL to the Medium or High Risk Sites list, select
the URL in the Available Sites list and click Medium or High, or drag
and drop the URL into the required list.

9. To add a new website to the list, click = in the Medium or High Risk
Sites list, select Add URL and enter the required details. The new
website will appear in the appropriate Sites list and will also be
automatically added to the Available Sites list. To delete URLs, click

= and select Delete URL.

10. Once the required URLs have been added, click OK.

11. Select the required URL list from the drop-down menu.

12. Click Save to apply the changes.

To view full website usage data, select the required website in the
Available Sites list and click the Usage button. The Website Usage dialog
appears, showing which users have accessed the website and how many
times they have visited. Clicking a user will display a full breakdown of
when and how long the user accessed the website for.
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Phrase Cloud

The phrase cloud provides a visual representation of all triggered phrases,
highlighting trending topics across the school. By clicking on any word in
the cloud, you can see details of which students have typed it and the
application used.

Click the eSafety icon in the ribbon and select the Phrases icon.
Click the Phrase Cloud icon in the ribbon.

N~

self Homophobic
harm U

Eating

Al UG
Viental Y de

Healthssh

You can limit the amount of data that is displayed by viewing certain
categories, priority levels, risks, statuses and types of source text. To
select which categories, priority levels and risk index types are displayed,
click the Filter icon, clear the check box(es) you don't want to see data
for and click OK. To hide data for a status or source type, click the
required status or source type to clear the yellow shading. The
information window will now only display data for the selected categories,
priority levels, risks, statuses and source text types.

The phrase cloud can be viewed in a single colour, or the phrases can be
coloured according to their priority level, allowing you to see at a glance
phrases that pose a greater risk. Right-click in the phrase cloud, select
Colour and choose the required option.

Viewing usage
1. Click on a word in the phrase cloud.
Or
Right-click on a word and select View usage.
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2. The Phrase Triggered dialog will appear.

Keyword

Phrase suicide

Description: To take your own life.

[ Ignore this phrase from now on

Status

You can change the status of items by selecting them and licking Action

Select | Status PC Logged On User Typed Source Time: Risk Indext View

O New L1 ECWINIG-T testing EJ Thoughis of sui... hitp//goagle.com 24/06/202109:37:29 |29 S
O New O ecwinto testing SO Thoughts of sui... hitp://google.com 24/06/202109:37:43 12 =
O New & Ecwinigt testing O Suicide htp://supportine org._. 24/06/202105:37-43  [NIlL] 75
O & mnPoges LI ECWINIGH testing SO Thoughts of sui... http://google.com 24/06/202109:37.57 L] 75
[0 & inPoges L[J ECWINIG-T testing B suicide Notepad 24/06/202109:33:22 [N 86
Action w

3. A list of users who have triggered the phrase, what was typed and
where, the status and the risk index score will be displayed. From
here, you can choose to ignore the phrase from now on, so it will no
longer appear in the phrase cloud or information window.

4. You can change the status for each occurrence of the triggered
phrase. Select the required item (you can select all occurrences by
clicking Select All) and choose the status from the Action drop-
down menu. Notes can also be added. Enter the required note in the
text field and click Set to save.

5. A triggered item can be marked as a false alarm by selecting False
Alarm from the Action drop-down menu. Once you click Set, these
instances will not appear in the Phrase Triggered dialog or be
reported in the information window but are still stored. False alarms
can be viewed by clicking the Filter icon in the ribbon and selecting
Show false alarms.

6. To view full details of a triggered phrase and any notes added to it,
highlight the required occurrence and click View.

Note: An image of the phrase cloud can be saved. Right-click in the
phrase cloud and select Save As.
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Concerns

A student who feels vulnerable can report a concern, via the DNA Agent
component installed on school devices, to someone trusted at the school.
Once a concern is reported and the appropriate member of staff is
notified, it can then be tracked and an ongoing audit log of any
subsequent activities undertaken as a result.

Notes:

e By default, Report a Concern is disabled. You can enable this in the
DNA Configuration - eSafety settings.

e Students can be marked as vulnerable, allowing Safeguarding Users
to easily identify and provide support to them. You can mark students
as vulnerable when editing user details. They will then be displayed in
the appropriate dynamic group in the Users Tree view.

1. Click the eSafety icon in the ribbon.

Note: If the component icons are not visible, click the Home tab.

2. Select the Concerns icon in the ribbon.

g Y- EL Y]

Before students can report a concern, contacts need to be defined,
allowing students to select who to send the concern to. Click
Safeguarding Users in the Manage section of the ribbon.

There may be occasions when a student verbally reports a concern
directly to a teacher. In these cases, the teacher can add a concern from
within the DNA Console allowing it to be tracked alongside other
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concerns. Click Add Concern in the ribbon, enter the information the
student provided and assign it to the appropriate safeguarding contact.

When a student reports a concern, you have the option to include links to
safeguarding resources (websites and helplines), providing students with
alternative support mechanisms. To display this, you need to enable the
Show safeguarding resources option in the DNA Configuration -
Report Concern settings. To change your region, add or edit the list of
support websites, click Safeguarding Resources in the Manage section
of the ribbon.

Once a student has raised a concern, a notification icon will be displayed
at the top of the eSafety icon and the new concern will be displayed in
the information window. The staff member who the concern was reported
to will receive an email advising them that a concern has been raised and
to log into the NetSupport DNA Console to view it.

Notes:

e To send notifications by email, you must ensure you have configured
the email settings in the NetSupport DNA Email settings and defined
an email address for the staff member in the Safeguarding User
dialog.

e A header bar will be displayed in the Phrase Monitoring information
window advising when new concerns have been raised; click View to
switch to Concerns mode.

Access to view current concerns is restricted to Safeguarding Roles only.
To enable a Console user to view concerns, you will need to link them to
an eSafety contact.

Concerns will be listed by their status (new, in progress, closed or
archived).

Each concern will be headed with the user/student and PC details if
known and the IP address of the device used will be listed.

If there is a screen shot attached to a concern, a camera image will be
displayed next to it. Clicking this will show the image. From here, you can
print, save, email and see a history of who has viewed the screen shot.
To view an individual concern, select the required concern and click
View.
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Notes can be added to a concern to show what progress has been made.
These are displayed in chronological order. Each note has an image to
indicate its type. To add a note, select the required concern and click

Notes or click ™ .

Documents containing information relevant to the concern can be added.
Select the required concern and click Attach document. Select a file and
click Open. The file will be added to the concern. To view a document

that has been attached to a concern, click &

Note: Students can also attach supporting documents and screenshots
when raising a concern. (Only available when reporting the
concern using the DNA Agent.)

If concerns are not actioned within a pre-defined period of time, a
reminder email will be sent. Reminders can be configured in the DNA
Configuration - Report Concern settings.

A history of all concerns a student has raised can be viewed. Select a
concern for the student you wish to view and click History. The Concern
History dialog will be displayed, allowing you to see in calendar format all
concerns the student has raised by day, week or month. Safeguarding
Users will only be able to view concerns that have been assigned to them,
unless they are authorised to view all concerns.

There may be times when a concern needs to be reassigned to a different
Safeguarding User. Select the concern to be reassigned and click Re-
assign. The Re-assign Concern dialog will appear, showing a list of
available Safeguarding Users. Select the required user and click Re-
assign. Both the existing and new user will be notified of the change via
email.

Note: Only Safeguarding Administrators can reassign concerns.

Concerns can be archived once they have been dealt with. Archived
concerns are still visible for audit purposes but it will no longer be
possible to add to them.

There may be occasions where concerns need to be deleted, for example,

if they have been reported in error or if they are over a certain age.
Select the required concern to delete and click Delete. You can delete
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this concern, all concerns for the selected user, all concerns raised before
a specific date or all archived concerns.

Note: Before concerns can be deleted, a second Safeguarding
Administrator will need to authorise this. You will be prompted to
choose a Safeguarding Administrator from the list and they will
need to enter their password. If you only have one Safeguarding
Administrator, you will need to create another one before you can
delete concerns.

Safeguarding Resources

A link to safeguarding resources can be made available to students when
they report a concern - from the NetSupport DNA Agent menu and also
from a desktop icon. This link will provide the students with details of
support websites and helplines that they can use if they would rather
speak to someone outside of the school.

Notes:

e This feature can be enabled in the Report Concern settings; select
Show safeguarding resources.

e A Safeguarding Resources icon can be displayed on student desktops.
Select Create shortcuts on users’ desktops in the Report Concern
settings. This icon will also be available when the NetSupport DNA
Agent is not running.

To add or edit resources
1. Click the eSafety icon in the ribbon and select the Concerns icon.
2. Select the eSafety icon drop-down menu and select {Safeguarding
Resources}.
Or
Click the Safeguarding Resources icon in the ribbon.
3. The Safeguarding Resources dialog will appear.
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x
Safeguarding Resources

Name URL Telephone Description 2
Lifesigns hittp.//www lifesigns.ong.uk Seff Imjury Guidance and Sup...
Frank hitps://www talktofrank.com 0300 123 6600 Friendly, Corfidential advice ...
FGM Helpline https:/www nspcc.org.uk/pr... 0800 028 3550 Female Genital Mutilation (FG...
Childline hitps://www childine.orguk/ 0800 1111 Free, confidential helpline for ..
Childnet https://waw childnet com The Childnet Hub provides a...
Digizen hitp.//www digizen.org The Digizen website provides
Crimestoppers hitps://crimestoppers-uk.org/ 0800 555 111 A place to safely report crimin...
NSPCC https:/waw nspoc orguk/’ 0800 800 5000 Contact the NSPCC if you wa
CEOQP hitps://www ceop police.uk/ ... CEOP is here to help young p
Intemet Watch Foundation hitps://report iwf org uk/en/ If you have come across pote...
Beat https://www beateatingdisor... 0345 634 7650 The UKz leading charity supp
Stop Hate http://www stophateul org/ 0800 138 1625 Stop Hate UKis one of the le...
Revenge Pom hitps://revengepomhelpline.... 0845 6000 453 Fevenge Pom Helpline - sex.
Womens Aid https://www womensaid org 0808 2000 247 Womens Aid is the national c
Rapecrisis hitps://rapecrisis.org uk/ 0808 802 9959 Fape Crisis England & Wales
Samaritans https://www samaritans org/ 018457 509030 Samaritans will listen to you ta
ThinkUKnow https:/fwww thinkuknow co Sex, Relationships and The |
Ask Brook hitps://www brool_org Uk /o #sk Brook is a service giving
Drinldine (Drinkaware) (UK} https:/fwww drinkaware.cou... 03001231110 Corfidertial UK helpline for a
Addaction Young Persans Se... hitps://www addaction.orguk 020 7251 5880 Helps young people to under
Dan 24/7 (Wales Drug & Alc...  http=//www dan247.org.ukc/.. 0808 808 2234 Afree and bilingual telephone
Addiction M1 {Morthem Ireland)  http://addictionni com/about/ 028 50664434 Addiction helpline providing t.
Bamardos http://www bamardos.org.uk 0208 550 8822 Nationwide network of suppo...
[ Exclude Safeguarding Resources from all keyword and intsmet monitoring
This setting affects all profiles whether showing Safequarding Resources or not
Region: “Unib&d Kingdom - | Add “

A list of default resources will be provided. Select the region from the
drop-down list to display these for your country.

You can exclude these URLs from being reported in Internet Metering
or anything typed in them from being matched in Phrase Monitoring.
Click Exclude Safeguarding Resources from all keyword and
internet monitoring.

Note: This is a global setting and will apply to all profiles, even if
safeguarding resources is disabled.

To add a new item, click Add and enter the required details.

To edit a current item, click on the required field and overtype the
information.

To delete an item, select the required item and click Delete.

Click OK.
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Reporting a Concern

Student concerns can be reported directly to a selected staff member via
the DNA Agent installed on school devices.

Notes:

By default, Report a Concern is disabled. You can enable this in the
DNA Configuration — Report Concern settings and create contacts to
report the concern to from here.

Concerns can also be raised from within the NetSupport DNA Console.
This may be useful if a student verbally raises a concern with a
teacher. The teacher is then able to manually log the concern and
assign it to the appropriate staff member, allowing it to be tracked.

Reporting a concern via the DNA Agent

1.

Right-click the NetSupport DNA icon in the taskbar and select {Report
a Concern?}.

Or

Click the @ icon in the taskbar.

Or

Click the Report a Concern desktop icon.

Note: For the desktop icon to be displayed, you will need to enable
the Create shortcuts on users’ desktop option in the DNA
Configuration - Report Concern settings.

The Report a Concern dialog will be displayed.

epart or share 3 concer with a member of staffat the schodl. Anyifing you share here wil be treated in the strictest confdence. Enter
E v 4 e of staff from the box at the bott your concern vilbe.

0 Tell us what's concerning you Your name.
Piease can you help. Some uds are postng cuel comments about me on Facebaok. Jane

(50 we can folow up with you)

a
e Ths coud be your whole desiktop or a particdar Vindow =

] () e st s

7lindude

(3 et

@ Stwaumisons ——— =
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From here, the student can enter all the information regarding the
concern, along with their name.

Notes:

e Students are limited to 512 characters when entering their text.

e The current logged on user name will be reported when a concern
is raised.

Click Desktop to include a screen shot of the whole desktop or, to

include a screen shot of an individual window, drag the @ icon to the
required window.

A document can be attached to the concern, allowing any additional
information to be included. Click Browse to select the required file
and click Open.

A list of staff members to report the concern to will be displayed and
the student can choose who to send the concern to.

A link to safeguarding resources can be made available to students,
providing them with alternative support mechanisms. This option
needs to be enabled in the DNA Configuration - Report Concern
Settings.

Click Report.

The concern will be reported to the appropriate staff member.
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Adding Notes to a Concern
This dialog is used to add notes to a concern.

Student: Mark Holden Tutor group: Year: |12
Concem Text:
A boy in my year is sending me abusive messages on Facebook.
Previous Notes:
--- Concern #00003 Reported 11:10:07 01/06/2016 --- fa

' Computer : MARKETING-WIN10 Logged On User : MARKETING-WIN10itesting IP Address : 10.20.1.89

& Mark Holden
|4 boy in my year is sending me abusive messages on Facebook.
|---- 11:10:07 01/06/2016

& Mark Holden
Facebook screen grab.png
---- 11:10:0801/06/2016

& v

Print Save

Add Notes:

Have arranged a meeting with Mark and his Tutor.

[] Notfied parents Stete: | In progress

1. A full history of notes relating to the concern will be displayed. This

can be printed or saved to .RTF.

2. The student name, tutor group and year of the student that the
concern relates to can be added, if required.

3. Enter your notes in the Add Notes box.

4. The state of the concern can be changed by choosing the appropriate

option from the drop-down list.

5. If the student's parents have been notified of the issue, you can
select the Notified parents option to advise of this.

6. Click OK.

7. Your note will be added to the concern.
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Archiving Concerns

Once a concern has been dealt, with it can be archived. Archived

concerns are still visible for audit purposes but it will no longer be
possible to add to them.

1. Select the concern to archive and click Archive.
2. The Archive Concerns dialog will be displayed.

[=] Usethis optionto archive concems. An archived concem is still visible on the system but cannot be
[=| addedto
(® Archive this concem

Concem #00001 raised on 07/03/2016 by Mark Smith

O Archive all for this user

(O Archive concems raised before this date 08/Mar/2016

You can archive just this concern, all concerns for a user (select the

user from the drop-down list) or all concerns before a specific date.
4. Click Archive.
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Alerting

NetSupport DNA features an extremely powerful Alerting module that
prompts the system to automatically notify Operators when any number
of changes occurs across the enterprise. There are three types of alerting
options that you are able to define alerts for: Server alerts, Console alerts
and PC alerts. Server alerts identify any changes within the data gathered
by the NetSupport DNA Server across the overall enterprise, including
alerts for things like new PCs added, changes in hardware, a new
application installed/removed and so on. Console alerts identify changes
relating to the NetSupport DNA Console, such as the DNA licence limit
being exceeded, an Operator added or deleted and a DNA update
installed. PC alerts identify real-time changes or conditions that occur on
a specific PC, such as CPU utilisation exceeding XX% for XX minutes, free
disk space falling below XX%, when a key service stops (e.g. AntiVirus
service or IIS on a server), print spooler alerts, security alerts (e.g. failed
login attempts) and much more.

Alert notifications can be directed to specified email recipients and/or
active Console users (on a per alert basis, so the nature of the alert may
dictate which Operators are notified).

Note: NetSupport DNA also provides SNMP alerts, which identify any
changes to SNMP device properties.

1. Click on the Alerts icon in the ribbon. The Alerts window will appear.

Note: If the component icons are not visible, click the Home tab.

T o D Y
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In the Tree view, select the level at which you want to view the
displayed: data, company, department, AD Container, Dynamic Group or
individual Agent.

You can toggle between PC, Server and Console alerts by clicking the
Alerts icon drop-down list and selecting {Display - Server Alerts/Console
Alerts/PC Alerts} or clicking the appropriate icon in the Alerts Raised
section of the ribbon.

The information window will display a breakdown for each selected item
in graph and list format. The listed descriptions can be expanded to
provide an individual Agent breakdown for each item; these can be
exported or printed if required. To view the graph in a different format,
click the Chart icon drop-down arrow on the ribbon and select the

=
appropriate format. To print the active view, click the i)
of the Console.

icon at the top

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

To configure and create alerts, click the Console/Server/PC icon in the
Alerts Enabled section of the ribbon. You can see which alerts are
currently running by selecting the drop-down list under the required icon.

Note: Clicking an icon here allows you to create or configure alerts.

Outstanding alerts are identified against matching PCs on the main
company Tree view. Once alerts have been identified, you can view the
details in the information window by clicking . The alert can be closed
if required and notes can be added to PC alerts. When a PC alert has been
closed, the details will still be accessible from the History feature.

Note: You can show/hide alerts in the Tree view by clicking a .

An action can be added to a PC alert, allowing you to choose what
happens when an alert is triggered. The actions available are: capture
screenshot (this can be attached to the email that is sent when the alert
is activated), record screen and run application. These are added in the
DNA Alert wizard. When an alert has been raised, you can review this by
selecting the PC icon in the Alerts Raised section of the ribbon and
clicking Review. An overview of the alert and who has activated it will be
displayed, along with any screen shots and screen recordings. From here,
you can print, save, email, export to PDF and, if a screen shot or
recording is attached, see a history of who has viewed it.
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Queries
Select the Queries tab to display the Queries window.

NetSupport DNA’s Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.
Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Notes:

e The date/time format displayed in the Console is taken from the
machine where the NetSupport DNA Server is installed. To change the
format in the Console, you will need to change the system date/time
format on this machine. For further information, visit
www.netsupportsoftware.com/support.

e The frequency at which the server collects data can be adjusted using
the NetSupport DNA Settings option. This will not be applicable for
critical, urgent or high alerts, the data for these alerts will be sent to
the server immediately.

PC Alerts

PC Alerts give Operators the ability to identify changes that occur on a
specific PC. There are a number of pre-defined alerts that the Operator
can choose to set up, for example, disk space alerts, security alerts etc.
The Operator then specifies the conditions for the alert, who should be
notified and any actions to be taken when the alert is triggered. Once the
alert is active at the Console, you can review the full details of it and save
a permanent record for later review.

1. With the Alerts icon selected, highlight a company, department or AD
container.

2. Right-click and select PC Alerts.
Or
Click the Alerts icon drop-down arrow and select {PC Alerts} from
the menu.
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Or
Click the PC Alerts icon in the Alerts Enabled section of the ribbon.

3. The Alert System Settings Summary dialog will appear.

Alert System Settings Summary b

Hierarchy Defined Alerts
v o[ MetSuppart Souce  ~  Description anage
e EEE Dgpartments = Local L Is Application Microsoft Edge = Ru...
>~ Development =3 Local & Window caption text contains key...
[EI Finance = Laocal & 5 HID Keyboard Device has been L.,
: g ’;‘jiemg = Local & Eror in spplication event log for A...
@ Techrical Support = Local & petwork drive Unmapped
N = Local L Mumber of Threads running > 20
= Local & Free space on < 1024Mb
= Local A A Mass Storage Davice has been In...

4. Select the required level in the Hierarchy; a description of any
existing alerts will be displayed. Alerts identified at the source level as
local alerts were originally created at that level, inherited alerts have
had been passed down from the company or department above.

5. Select Manage and the Alert Manager dialog will appear, allowing
you to create a new alert, edit or delete an existing alert.

6. To alter the properties of an existing alert, click Edit. You cannot
directly edit an inherited alert, only a local alert. To change an
inherited alert to a local alert, select the required alert and click
Locate.
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Alert Manager

This dialog enables you to create new alerts, edit the properties for
existing alerts and allocate alerts at company or department level.

1. In the Tree view, select whether you want to create an alert or set up
group definitions.

Note: Group definitions are a collection of alerts that can be applied
to a company or department.

Alert Manager X

o M Alerts Dieseriplion »  Condition Testwalue  Priority Action o New ~
" G PhyT\caI bisk A HID Keyboard Device has been In... = Installed @ Informa.. None
- Application B
D SDD e |—=ﬁ Error in Application event log for AL, = Errar & Low Mone
ecur
Y Q Free space on Ct < 1024Mb « 1024 5 medum Mone
Fuert L0 Hetuwork drive Linmapped T Hich Capt
Desktop Warrings lebwork drive Lnmappe: = rmap... 2 Higl aphure scre
i @ Group Definitions
4 g
ALlerts for department Departments
Description #  Condition  Testwalue  Priority Action
A Mass Storage Device has been Installed, = Installed & Urgent Run applicatic
D Is Application Microsoft Edge = Running = Funning 2. High Lock screen
|—=‘1 window caption text contains keyword Error, = Erraor A rgent Record scree
4 g
Help

2. Click New to create a new alert or group definitions.
Or
Click Edit to alter the properties of an existing alert.
Or
Click Delete to remove an alert that is no longer needed.

3. Once an alert has been created, a description of this will appear. To
activate an alert, you will need to include this in the current
department. Add or remove alerts by using the appropriate buttons.

4. Once you are happy with the changes, click Save and then Close.

Note: If you are editing an alert that is currently active, not all fields can
be amended. To alter the main properties of an alert, you must
first deactivate this.
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NetSupport DNA Alert Wizard

The NetSupport DNA Alert wizard guides you through the process of

setting up a PC Alert. You can customise the properties by entering your
own condition parameters.

Alert Wizard X

.] Select the Alert type
-—

£ Metwork
D Physzical Disk

CD/DVD has been inserted/removed
Change to network dive mapping
F=‘1 Check for entries in the Windows event log

HIMN K euhnard Nevies detecbed

v gl Mame ~ Description -
EI Applcation I:| % &pplication Processor Time The Amount of processor time an application use
@ Deskioplfamings | 121 5 ¢ o Gpace Percentage of free space on the specified diive
@ ;T:”t Leg L % Usage of cunent network banduwith Metwork bandwidth exceads 5 user defined perc

Alert to indicate when a CO/OVD has been inser

Indicates a new drive mapping has been created

!g' Printer Alert based on user specified conditions from the
ﬂ Processor D Check Size of a file Alert wihen the size of a user defined file changss
Security =1 Emor Window detected Alert b indicate that an ermon \window is detected

By System [E] Free Space Free space on the specified drive

Blert b incieate that 2 HIN K sbhnard Nesies has T
»

Cancel

Choose from the selection of pre-defined alerts. Once you have
decided on an alert, highlight and click Next.

Enter the required properties, decide on a priority level for the alert
and select the action to be taken when the alert is raised. Select
Advanced for further options to configure.

Click Next. A list of Console Operators will appear. Select the
Operator to be contacted in the event the alert is raised. Using the
appropriate buttons, you can add or remove Operators to be notified.
Decide how the Operator will be informed once the alert is raised.
Select either Console message or email notification.

Click Finish. A description of the alert will now be displayed in the
Alert Manager dialog.

Note: To send notifications by email, you must ensure you have

configured the email settings in the NetSupport DNA Alerting
System Settings and defined an email address for the Operator in
the Console Operators dialog.
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Group Definitions

A group definition allows you to set up a collection of alerts that can be
applied to a company or department.

1. In the Alert Management System dialog, select Group Definitions
from the Tree view and click New.

2. The Group Definitions Details dialog will appear. Enter a name and a
description for the group. Click Next.

3. All alerts previously created will be listed. Navigate using the Tree
view to highlight an alert to include in the profile.

Avalable Alets
v M Blerts Desciiption Condiion  Testvalue Py ftion
5' ":"““tl'u” . A HID Keyboard Devicz has .. = 1 & Iform..  Home
Pl bi
- "“: = [E] Free space on c: < 1024 A pedum  Hore
scuri
4 ¥ Metwork drive Unmapped - 0 A High Capture scresi
[Z Event Log
[Z] Desktop Warnings
< »
= Mew add al FRemave all
Alents in Gioup Test gioup
Desciiption Condiion  Testvelue Fioity Aglion Author
A Mass Storage Device has been Installed. = 1 & Urgent  Run application Admin
[E) Error in Application event log for AL madule(s) = Applica... B Low None Admin
[ ts Application Microsoft Edge = 1 4 High Lack screen Admin
[Z) Window caption text contains keyword Error. = Error & Urgent  Record screen Admin
< Back i

4. To create a new alert, click New. The Alert wizard will appear. Once
the alert has been created, it will be included in this dialog.

5. Using the appropriate buttons, you can include or remove alerts from
the current group.

6. Click Finish. The group will now appear in the Alert Manager dialog.
You can activate this by adding it to the current department.
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NetSupport DNA Server/Console Alerts

Server alerts enable Operators to identify changes in the data gathered
by NetSupport DNA Server across the company as a whole. DNA Server
alerts are alerts for individual PCs, for example, if a user attempts to
access a restricted website. Console alerts identify changes relating to the
NetSupport DNA Console. Alerts that don't relate to individual PCs will fall
under Console alerts, for example, if a new Operator is added.

1.

2.

Click the Alerts icon drop-down arrow and select {Server/Console
Alerts} from the menu.

Or

Click the Server/Console Alerts icon in the Alerts Enabled section
of the ribbon.

The Server/Console Alerts dialog will appear.

NetSupport DNA X

Available Alerts
v [ server Alerts Description ~  Priority = Edi...
e GatTWEJ e i Application install detected & Medium
g 3‘:‘2';3 orl Y i3 Application uninstall detected & nformation
en
g " [ CPU change detected A 1nformation
[ Hardware History [ ona Agent 5 A
@ Internet Metering gent stoppe = B
o E DT on @ Gateway Agent Connected A 1nformation
i?@ Software History @ Gateway Agent Disconnected & 1nformation
o " lonitor change detecte & Information
[,E]UserDafaHlstorv HD:M tor dh detected & informat v
a eSafety
Alert if any new applications are installed on a PC Add v
Enabled Aletts
Description A Priority = Edi..
Advertised package requested 8 on Remove A
D Attempt to access a restricted application A nformation
@ Attempt to access a restricted website 5 High
c eSafety key phrase triggered £ High
if@!nstalled Program License Limit Exceeded & Urgent
Package distribution failed &  nformation
Package install failed 8 Information
- - - - Y.
Alertif the number of copies of any installed program exceeds the user defined license limit

A selection of pre-defined alerts will appear in the Available Alerts list.
Any active alerts will be listed in the Enabled Alerts list. Use the
appropriate buttons to remove or add alerts to the Enabled Alerts list.
You can alter the priority level of the alert and the notification contact
(only for Server alerts) details by selecting Edit.

Once all changes are complete, click Save and Close.
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Active Alerts

Once an alert has become active, the Operator is notified by either a
Console message or email notification, depending on the method that was
selected when the alert was created.

Note: The Alerts icon on the ribbon will turn red if there are any
outstanding alerts.

Console message notification

When an alert is raised, the Operator is notified with an appropriate
identifier being displayed next to the company, department or Agent level
in the Tree view (depending on which level is open). The Operator can
view full details of the alert in the information window.

o & = =
PCs Users Devices Discovered
e [ | Find PCs -
4 [ NetSupport 26

4 E58 Departments 26
I . Development 8 M
B Finance 2
b [Z] Marketing 6
D MetSupport
b &P Sales 5

I [g Technical Support 5 Ml

Note: You can show/hide alerts in the Tree view by clicking !.

Operators will be informed of critical, urgent and high Server and PC
alerts with a notification window 'sliding up' on the right-hand side of the
PC taskbar. This ensures the Operators are notified immediately, no
matter what section of the NetSupport DNA Console they are viewing.

The notification window will display which alert has been activated.

Clicking the notification window will take the Operator directly to the
Alerts component, where the full details will be displayed.
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Email notification

Once the alert becomes active, an email will be sent to the relevant
Operator, advising them that an alert has been raised. The email will
include the priority level of the alert, date and time the alert was raised,
details of the system and user and how long it has been active for.

The alert will also be displayed in the information window. From here, you

can view the full details and close the alert by clicking # . PC alerts can
be reviewed and a permanent record of it saved on file.
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Review Active PC Alerts
PC Alerts that have been raised can be reviewed and shared from here.

1.
2.
3

Select the PC icon in the Alerts Raised section of the ribbon.
Click the Review icon in the ribbon.
The PC Alerts dialog will be displayed.

PC Alerts: 1 0f2 O x
@ = )
Q&8 =5sHE
PC DAN-DELLZ Logged on User testing Date/Time  (05/10/2018 10:42.35
Category Application Alert Action Capture soieenshot Record soreen
== alert me when a user defined application is runningfnot runming
Description Is application Chrome = Running

This alert is set to High Priority
This alerk wil be kested af intervals of 00:00:30, The Alert wil aubomatically close : Yes

Display Text 1

[&] screenshot  EE Recarding

dan-dell2\testing 10:42:33 05/10/2018

G football news - Google Search X+

& C @ https/fwww.google.co.uk/search?hl= en-GB&ei= OSy3WEHcFAPTawl RhaHoCg &g =foatball+ news&ioq =Fooot&gs |=f
GO gle foothall news L Q
All Mews ideos Shopping Images Ilore Settings Tools
P R . -
4 »

Scroll through the active alerts using the forward and back arrows.
An overview of the alert and who has activated it will be displayed.
Alerts with an action set to capture screen shot, will include a screen
shot and those with an action set to record screen will include a
screen recording.

You can print, save, email and, if a screen shot or recording is
attached, see a history of who has viewed it.

)
The alert details can be exported to a PDF by clicking @ . You can
specify the default folder the PDF is exported to in the File Location
settings and customise the PDF with your organisation's branding in
the Alerting settings.

To close an alert, click E and then click OK. A Close Alerts dialog
will appear. A description of why you are closing the alert can be
added. Click Yes. A history of all closed PC alerts is provided in the
History component.
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To view a screen recording

BO ¢85 wHEE

PC DAN-DELL2 Logged on User testing Date/Time 05A10/2018 10:42:35
Category Applicatian Alert Action

Name

Capture screenshot Record screen
Alert e when & user defined application is running/nat running

Description 1s application Chrome = Running

This alert is set ko High Priarity
This alert wil be tested st intervals o 00:00:30, The Alert wil autamatically dose ; es

Display Text 1

[£] screenshot ER Recording

Go gle foothall news $ Q

Al News  ‘Videos  Shopping  Images  Mare Settinge yoole

About 1,630,000,000 results (0.47 seconds)

Top stories

-
>

<

00:00 15.1 00:29
L I n ®1 w2 I w2 x4

[ Scale ToFit

When viewing a screen recording, playback controls will be displayed,
allowing you to watch what happened at the Agent when the alert was
triggered.

A timeline shows where in the recording the alert has been triggered and
if any bookmarks have been added. You can use the slider to move to the
required position. Click Play, to start the recording - by default, this will
begin from where the alert was triggered (clicking Start will take you to
the beginning of the recording). You can fast forward and rewind the
recording by clicking on the slider in the far right of the dialog. When you
release the slider, the recording will pause at that location. Select Scale
to fit to show the whole of the student screen in the display area.

Bookmarks can be added, allowing you to highlight areas of interest in
the recording. Ensure you are at the required location in the timeline and

1
click d . Enter a description for the bookmark and click OK.

Note: A snapshot of the recording can be saved. Click e , enter a name
for the screen shot, select the type of file to save as and click
Save.
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A screen recording can be converted to a video file, allowing it to be
played outside of the DNA Console on a range of media players. It can be

converted to WMV and AVI formats. Click E) and the Replay File
Conversion wizard will guide you through the conversion process.

Note: By default, the screen recording length is fifteen seconds (fifteen
seconds before and after the alert has been triggered). This can be
customised in the Alerting settings.

Closing Alerts
Once the alert is identified, the Operator can close the alert by clicking
# in the information window. The following dialog will appear.

Alert Details b
E Is Application Chrome.exe = Running

Alext me when a user defined application is running/not running

.03 FC Logged onuser Department  Address Vale  Date Media Detais
O7J pan-D.. Dan Adrmin 10.0.0.83 1 06/12/201... &3
O3 He-ap  Tam Adrain 10.20.1.102 1 06/12/201... &9

Selsct Al
m Enter a description to Close the selected Alerts

Help

Details of the alert will be displayed, with a list of PCs/users that the alert
is outstanding for. Full details of PC alerts and any associated media can
be viewed and shared by clicking Details (PC alerts can also be closed
when reviewing the full details).

If more than one PC has triggered the alert, select the required PCs to
close the alert for, if required, enter a description and click Close Alert to
close the alert. You do not need to enter a description to close DNA
Server or Console alerts. The alert will now disappear from the Alerts
information window. There will be full history details of all PC alerts
provided in the History component.
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History Window

The History option enables you to track changes that have been made to
an Agent's Hardware Inventory, Software Inventory, User Details and
also view the Alerting and Console logon history.

Each time NetSupport DNA gathers data, it compares the current details
against information already held on the server and, if there are any
differences, they are recorded in the history.

1. Click the History icon in the ribbon. The History Summary window
will appear.

Note: If the component icons are not visible, click the Home tab.

You can view the history at company, department, AD Container,
Dynamic Group or individual Agent. Select the required level in the Tree
view.

To switch between views, click the History icon drop-down list and select
{Display - Hardware/Software/User Data/Alerting/Console Logon
History} or click the appropriate icon in the ribbon.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Agent
breakdown for each item. The working hours shown can be amended to
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suit your organisation in the DNA Configuration dialog. See Console
Preferences - General for further information.

The date/time format displayed in the Console is taken from the machine
where the NetSupport DNA Server is installed. To change the format in
the Console, you will need to change the system date/time format on this
machine. For further information, visit
www.netsupportsoftware.com/support.

Note: There may be hardware changes that are recorded which you do
not wish to track. You can disable items from being displayed in
the Console and delete existing data for items that have been de-
selected. Click the History icon drop-down arrow and select
{Hardware Filter} from the menu or click the Hardware Filter
icon in the ribbon.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA’s Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.
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Energy Monitor

The Energy Monitoring module provides a simple and concise high-level
summary of potential energy wastage across an organisation by computer
systems that are left powered on out of business hours.

NetSupport DNA checks to verify the powered-on state of all computers
and its local monitoring component keeps an accurate record of each time
a computer is powered on, off or hibernates. Once it knows the times of
day each computer was operational, an average (and customisable)
"power consumption per device" calculation is used, facilitating a baseline
energy usage calculation for all computers.

With this information to hand, computers in selected departments can be
set to automatically power off at a specified time at the end of each day
and then power back on the next morning.

1. Click the Energy Monitor icon. The Energy Monitor window will
appear.

Note: If the component icons are not visible, click the Home tab.

Compdars Dupamant Heads Enengy Maniar (Adminnisates

oA RE.

Ener view il

CLOUD ACADEMY - Energy Monitor Report - Department Heads

Worklog Hows  Oul of Hows Energy Used Enerey Usend
Thans 00 (ata et ContEpotal Gt £ e o1 w oz
[ 5 gy Ui | oty ™ founy oty ™ oty

B T on s e sek etk

In the Tree view, select the level at which you want to view the data,
company: department, AD Container, Dynamic Group or individual Agent.
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The total time powered on, energy usage, cost and CO2 emissions, both
in and out of working hours is displayed in a graph and a list format. To
view the graph in a different format, click the Chart icon drop-down
arrow on the ribbon and select the appropriate format. To print the active
=

view, click the icon at the top of the Console.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Agent
breakdown for each item. The working hours shown can be amended to
suit your organisation in the DNA Configuration dialog. See Console
Preferences - General for further information.

The values used for power usage, energy costs and CO2 emissions can be
customised. Click the Energy Monitor icon drop-down list and select
{Energy Costs} or click the Energy Costs icon in the ribbon.

A power management schedule can be set to automatically power on and
off machines on selected days and specific times. You can also set what
action is taken if a user is still logged on to a machine when it is time to
power off. Inactivity policies can be created, allowing you to choose what
happens when a machine has been inactive for a specified period of time:
for example, you can set a machine to shut down if there has been no
activity for thirty minutes between 17:00 and 19:00. A power
management schedule can be created in the NetSupport DNA - Energy
Monitor settings.

Holiday periods can be defined, so machines are excluded from the power
on schedule for these dates. You can specify holiday periods in Console
Preferences - General. The Prevent power on during holidays option
then needs to be enabled in NetSupport DNA - Energy Monitor settings.

Note: Agent machines can be powered on or off by right-clicking the
required level in the Tree and selecting {Power Management -
Power On/Power Off}.
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A quick refresh facility enables you to update data outside of the specified
frequency. This can be useful for targeting particular Agents or

departments. Right-click on the required item in the Tree view and select
Update or click Update in the Energy Monitor drop-down menu or group.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon in the ribbon to create a new query, click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Note: The frequency at which the Server collects data can be adjusted
using the NetSupport DNA settings option.
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Energy Costs

The values required to calculate the power consumption, cost and CO2
emissions in the Energy Monitor component can be set here.

Energy Costs X

Estimated Power Usage per PC Type (watts)

Server: Desktop: | 300 Portable: | 200

Energy Cost per kwh

In working hours: 0.09 Currency: | £

Out of working hours: 0.06 ‘
Emissions

kg CO2 per kWh:
Out of hours

00:00 to 09:00,21:00 to 24:00 Weekend Saturday - Sunday

(Go to 'Console Preferences'->'User Interface’ to change these settings)

Information on energy usa Cancel

Estimated Power Usage per PC Type (watts)
The estimated power usage for each PC type can be specified here.

Energy Cost per kWh

Enter the energy cost per kWh. You can enter the values for both in and
out of working hours. The currency symbol shows the currency being
used. This can be changed in the DNA Database wizard - Miscellaneous
settings.

Emissions
By default, the emissions value is set to 0.54kg of CO2 per kWh.

Out of hours

The office working hours and days will be displayed. These can be
amended to suit your organisation in the Console Preferences - General
settings.
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Internet Metering

The Internet Metering module provides a detailed summary of all internet
activity on each PC by a user, including start and finish times for each
URL visited and the active time spent on a page. Results can be reviewed
either by activity on a specific device or for a user, no matter where they
worked. Naturally, the key to supporting an effective policy is to provide
effective controls. With NetSupport DNA, internet usage can be fully
managed - and lists of approved and restricted URLs and/or sub-URLs
(including the Counter Terrorism Internet Referral Unit list) can be
applied centrally, plus multiple approved/restricted URL lists which can be
assigned to specific profiles. This means dedicated internet settings can
be applied to specific departments. Once applied, NetSupport DNA can
allow unrestricted access to all websites, restricted access to certain
websites that have been marked as approved by the company or by
blocking access to specific sites marked as inappropriate.

Access can also be controlled by time of day, perhaps only allowing
access to approved gaming or social media sites at lunchtime and outside
of working hours.

1. Click the Internet Metering icon in the ribbon. The Internet
Metering window will appear.

Note: If the component icons are not visible, click the Home tab.

o]
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You can switch the Tree view between PCs and Users. The PCs Tree view
displays data for the PC owner who is associated to a PC and the Users
Tree view displays data for logged on users.

In the Tree view, select the level at which you want to view the metering
data: company, department, AD Container, Dynamic Group or individual
Agent.

The information window will display a breakdown for each selected item
in graph and list format. To view the graph in a different format, click the
Chart icon drop-down arrow on the ribbon and select the appropriate

=]
format. To print the active view, click the o icon at the top of the
Console.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Agent
breakdown for each item. Websites that have been active for less than a
specified time can be ignored if required.

Note: The working hours shown can be amended to suit your
organisation in the DNA Configuration dialog. See Console
Preferences - General for further information.

By default, internet usage is displayed by websites accessed. Selecting
Group by User allows you to view internet usage based on Agents’ User
ID's and not the PC. This option will not be available in the Users Tree
view.

Selecting Group by PC allows you to view internet usage based on the
PC details and not the Agent Users details when in the Users Tree view.
This option will not be available in the PCs Tree view.

Note: By selecting different levels in the Tree view, you can view Agent
internet usage on PCs across different levels of the organisation.
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A quick refresh facility enables you to update data outside of the specified
frequency. This can be useful for targeting particular Agents or

departments. Right-click on the required item in the Tree view and select
Update or click Update in the Internet icon drop-down menu or ribbon.

The number of reported URLs can be limited by excluding specific
websites from the list. For example, if you have an approved list of sites
that users can visit you may decide not to include these in the metering
stats. See Internet Restrictions for more information.

URL lists can be created, allowing you to control the websites visited by

Agents. Click the URL Lists icon in the ribbon. Once URL lists have been
defined, they can be assigned to specific profiles. See Internet Metering

settings.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA’s Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Notes:

e The frequency at which the server collects data can be adjusted using
the NetSupport DNA settings option. This also enables you to activate
any restrictions that may apply to internet usage.

e The date/time format displayed in the Console is taken from the
machine where the NetSupport DNA Server is installed. To change
the format in the Console, you will need to change the system
date/time format on this machine. For further information, visit
www.netsupportsoftware.com/support.
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Internet Restrictions

You can control the sites visited by Agents by creating approved and
restricted lists. You determine which URLs it is or isn't appropriate for
users to visit and then use the Internet Metering settings option to
activate either list as required. Multiple lists can be created, allowing you
to assign different approved/restricted websites to different profiles.

Sub-URLs can be added under a main URL. This allows you to
restrict/approve access to certain areas of a website. For example, allow
access to www.bbc.co.uk but restrict access to www.bbc.co.uk/sport.

Note: To use the internet blocking facility, you must first ensure that
NetSupport DNA's Internet Restrictions are enabled at Agent
machines. When installing an Agent, the Internet Restrictions are
enabled by default. You can also deploy a NetSupport DNA Agent
with Internet Restrictions enabled to the required PCs.

Creating an approved/restricted URL list

1. Click the Internet Metering icon drop-down arrow and select {URL
Lists} from the menu.
Or
Click the URL Lists icon in the Internet Metering group.

2. The Internet Metering dialog will appear. Websites already visited by
Agents will be listed automatically in the Available Sites list and the
default URL list will be displayed.

URLList | Year 3 website lst ==
Avvalable Sites oD
O e - A~
@ https:furww.amazon.co.uk URL Sub URL
hittpsi/fwww.ass.com sopove > | hts: fwww. nationalge

nttp: e bloc. oLk
https:/fen. wikipedia,org
nttp: s, facebiaok. com
48 https:/fwww.google, co,uk
nittps:/ fwi.0000le, com:
hittps:/fww.itv.com
hitps:/ fkidsastronomy.com
hittp: fweersie,maths.com ( N

T ity fwusw.nasa.com
& hittps: [ fwewew space.com
7 hitto: fwww bbe.co.uk feducation

& hittp:flwewrw,nasa. com
hitps:/fwww.nationalgengraphic. com Restiicted Sites
https:/ fuww.netsupportsoftware.com
hittps: fusww. skysports.com Aot > Pl ~
@3 https:fsolarsystem.nasa.oov
) hittps: funiw.space.com URL Sub URL
% https: //sLpport. microsoft.com @ bt fwwws. Facebook. com
é :E:E%WWW tW\mE’ o W htt: fwww youtube com
X i/ VON,COM W http: fwww twitter.com

hittp: [y yoLUTURE. COM

Help
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To create a new website list, click & . The URL List dialog will
appear.

URL List X

Y'ou can assign a URL list to different profiles. See Intemet Settings in Manage Profiles

Marme: Year 8 Website List |

Description:

Copy from [ Empty - Cancel

Enter a name for the list and, if required, a description. You can copy
an existing list by selecting it from the ‘Copy from’ drop-down list.

Note: A URL Ignore list or At Risk URL list* can be copied. URLs from
these lists will be added to the appropriate Sites list.

Click OK. To edit an existing list, click = .

Ensure the correct list to add the approved/restricted websites to is
selected from the drop-down menu.

To add an existing URL to the Approved or Restricted Sites list, select
the URL in the Available Sites list. You can modify the filter that
enforces the URL restriction to fine tune which occurrences of the URL
are affected.

For example:

Entering www.amazon.com as the URL will automatically create a
filter of .amazon. This filter will block www.amazon.com and
www.amazon.co.uk. However, if you modify the filter to read
.amazon.com the internet restriction will not apply to amazon.co.uk.

For further information, please see our website
www.netsupportsoftware.com/support.

Click | ™ 'and select Edit URL to edit the filter of a listed item and to
indicate if the site should be excluded from being displayed in
Internet Metering. Click OK.
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Note: You can specify a scheme either of HTTP or HTTPS. This does
not affect internet restrictions but ensures that hyperlinks
displayed in the PC level web metering report link to the
correct website.

Transfer the selected URL to either the Approved or Restricted Sites
list by clicking Approve or Restrict, or by dragging and dropping the
URL into the required category. An appropriate icon will display next
to the URL in the Available Sites list showing whether the item is
approved or restricted.

To add a new site to the Approved or Restricted Sites list, click ¥ | in
the Approved or Restricted Sites list, select Add URL and enter the
required details. The new website will appear in the appropriate Sites
list and will also be automatically added to the Available Sites list. To
delete URLs, click ' ™ | and select Delete URL.

Each URL can have a Sub-URL assigned to it which can be approved
or restricted. Select the required URL from the Approved or Restricted

list, click | ¥ | and select Edit URL. The Edit URL dialog will appear.

Add URL X

Details
URL:

www.bbc.co.uk

Filter:
bbc.

Scheme:

http

Managed Sub URLs

URL
& fsport

Show in Intemet Metering
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10. Click ' ™ ' in the Managed Sub URLs list and select Add URL. Enter the
Sub-URL and select whether to approve or restrict the URL. Click OK.
The Sub-URL will be displayed under the appropriate Sites list.

11. Click OK.

To view full website usage data, select the required website in the
Available Sites list and click the Usage button. The Website Usage dialog
appears, showing which users have accessed the website and how many
times they have visited. Clicking a user will display a full breakdown of
when and how long the user accessed the website for.

Note: To exclude URLs from being displayed in the Internet Metering list,
click the required URL and un-tick Show in Internet Metering.
This may be useful, for example, if you do not wish to view URLs
that users are approved to use.

Assigning a URL list to a profile
URL lists can be assigned to a profile and activated as and when required
in the Internet Metering settings.

In the Settings tab, select Manage Existing Profiles.

Select the required profile from the list and click Settings.

Select Internet Metering.

The Internet Metering settings will be displayed.

Select the required URL list from the URL list drop-down menu.
For the list to be activated, the internet access level must be set to
one of the ‘restrict internet access’ options. Or, if using custom
access, the ‘approved sites’ or ‘block restricted sites’ enabled.

7. Click Save to apply the changes.

QUi wWNE

* These are only available in the Education Edition of NetSupport DNA.
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Using the Spotlight feature to assign URLs to an Approved or
Restricted list

The Spotlight feature, available in Explorer mode, offers a quick and easy
method for adding URLs to an approved or restricted list.

1. In the ribbon, select the Explorer icon.

2. Select an Agent machine in the information window or in the
hierarchy tree.

3. From the View section of the ribbon, select Spotlight. The Spotlight
window will open and the processes, services, applications and
websites currently running at the selected machine will be displayed.

4. Click the Websites tab. The currently open website will appear.

5. Right-click on the website and select Restrict Website or Approve
Website.

6. The Add Website dialog will appear.

Add Web Site x

Reestrict or approve this URL:

www. facebook. com
W O Approve
% @ Restrict

Specify which list{s) to add the URL to:

Default ~

Tell affected devices to update their corfiguration

Use Advanced mode to manage IURL lists and to restrict or approve
sub-URLs

Check that the displayed URL is correct and confirm that the URL
should be added to the Approved or Restricted URL list as previously
selected.

If you have multiple URL lists created for different profiles, select the
list that this URL should be added to.

By default, you can update affected machines with the new URL list
immediately. If unticked, the changes will apply when the Agent
machines restart.

Click OK.
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The specified URL will be added to the appropriate Approved /
Restricted URL list.

Note: You can quickly access the URL Lists dialog by clicking
Advanced.
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Application Metering

The Application Metering module reports on all applications used on each
PC or server, detailing the time the application was started and finished,
as well as the actual time it was active.

Monitoring application use ensures software licences are assigned to the
right users and aren't renewed for users without matching application
activity, thus enabling cost savings.

Application usage can also be restricted for users or departments, either
fully or just by time of day. Lists of approved and restricted applications,
together with times when restrictions apply, can be created and enforced
centrally.

Application Metering enables the business to monitor and report current
licence use levels for all installed applications and ensure that application
usage complies with corporate policy. Reports can be presented by PC or
logged-on user.

1. Click on the Application Metering icon in the ribbon. The
Application Metering window will appear.

Note: If the component icons are not visible, click the Home tab.

-] Seprment Camautes - wektations - Apalceion Metering Jssminitratar - = =
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You can switch the Tree view between PCs and Users. The PCs Tree view
displays data for the PC owner who is associated to a PC and the Users
Tree view displays data for logged on users.

In the Tree view, select the level at which you want to view the metering
data: company, department, AD Container, Dynamic Group or individual
Agent.

The information window will display a breakdown for each selected item
in graph and list format. To view the graph in a different format, click the
Chart icon drop-down arrow on the ribbon and select the appropriate

=]
format. To print the active view, click the o icon at the top of the
Console.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Agent
breakdown for each item. Applications that have been open for less than
a specified time can be ignored if required.

Selecting Group by User allows you to view application usage based on
Agents’ User ID's and not the PC. This option will not be available in the
Users Tree view.

Selecting Group by PC allows you to view application usage based on the
PC details and not the Agent Users details when in the Users Tree view.
This option will not be available in the PCs Tree view.

Note: By selecting different levels in the Tree view, you can view Agent
application usage on PCs across different levels of the
organisation.
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A useful way of targeting specific application usage and limiting the
amount of data displayed is to group 'similar' applications together into
categories. For example, to see how much time users spend playing
solitaire, you could create a group containing games. See Application
Groups for more information. To display a category, click the Categories
icon, select the required group to view and click OK. The information
window will display data just for that category. A yellow header will be
displayed advising what category you are viewing. You can switch
categories and clear categories from here.

Y showing Application Metering data : Categories Games Clear

A quick refresh facility enables you to update data outside of the specified
frequency. This can be useful for targeting particular Agents or
departments. Right-click on the required item in the Tree view and select
Update or click Update in the Applications drop-down menu or ribbon.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA’s Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Notes:

e The frequency at which the server collects data can be adjusted using
the NetSupport DNA settings option.

e The date/time format displayed in the Console is taken from the
machine where the NetSupport DNA Server is installed. To change
the format in the Console, you will need to change the system
date/time format on this machine. For further information, visit
www.netsupportsoftware.com/support.
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Application Restrictions

To ensure that application usage complies with your company policies,
you can create lists of approved and restricted applications and apply
time frames for when the restrictions apply.

1. Click the Application Metering icon drop-down arrow and select
{Restrictions} from the menu.
Or
Click the Restrictions icon in the Application Metering group.

2. The Application Restrictions dialog will appear.

x
Application Restrictions

Application restristed for

tpplications
By Category:

O o = ~-0E  cLoup acapemy

: | AD Containers
Hame Licerses  Resticted for o v [JEE Departments
152707058303 4832-9118-5404B06a0089 O] admin staff
30 Eulder » 000 Department Heads
44D, BrokerPlugin EE Studints .
AccountsControl = Teaching Sta
App O Terhnical Support
Appconnectar O unassigred
AsyncTextService
BCHost
BingFinance
Binghews
BingSports
Eingweather

BioEnrolment.
Bluetooth File Transfer
C552524a-6346-467-84 1f-6394650905 15
CameraBarcodescanner Praview

Mate: Checked departents will restrict all PCs in it including those

added in the future to the department.

[] Show Managed #pplications
Use shit key to deselect al depariments and agents at once

Time Restrictions

[@ ® Unresticted & O Blocked
4 5 6 7 8 9 0 11 12 13 14 15 16 17 18 19 2 2 22 23 Unrestricted
(PP D DT I VD PDI N I DV VI DV NI DV VI TVND XD DD DV DD DD N D ———
RREREEEEEEEREEEEREEEREEREREEREERREEREREEREERERRERERERE Restitafice haurs
Warking hours

A list of all applications is displayed, along with licence details and the
number of Agents the application is approved or restricted for.

Note: Licence information will only be displayed if the application group

has been linked to the relevant installed program in the Edit
Application Group dialog.
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Search
You can quickly search for applications by typing in the Search box and

clicking # .

By Category
To view applications that have been grouped together, select the required
category from the drop-down list.

Note: Categories can be created in the Application Groups dialog.

Show Managed Applications

If checked, this option enables you to see at a glance which applications
already have restrictions in place and to which users they apply. Any
applications that have licence details available will also be displayed.

If unchecked, a full list of scanned applications is shown, enabling you to
select an item to apply restrictions to.

To set up restrictions

1. Select the required application in the list. The Application restricted
for window will list the Tree view.

2. To restrict certain Agents from using the application, check the
required PC in the Tree view. Checking a department will restrict the
application for all PCs (including any new PCs added or moved in the
future) in that department.

3. You can choose to restrict access at specific times during the day.

Select ¢ < ang, using the arrows, scroll to the desired time
frame and click on the segment to apply the restriction. Select

—
) Upnestrict
% (0 Urnesiricled

to apply unrestricted access.

4. Clicking Unrestricted will allow unrestricted access across the day.
Clicking Restrict all will restrict all access across the day. Clicking
Restrict office hours will restrict access just during the working
hours.

Note: The current office working hours will be shaded yellow. These
can be amended to suit your organisation in the Console
Preferences - General settings.

5. The Applications window will indicate how many Agents have the
restriction applied. Click OK to save the details.
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To apply restrictions

In the Settings tab, select Manage Existing Profiles.

Select the required profile from the list and click Settings.
Select Application Metering.

The Application Metering settings will be displayed.

Under Company Application Restrictions, click Enable.

Click Save.

The application restrictions you created will be applied across the
organisation.

NounhwNe=

Block applications by Window Title

As well as blocking applications by name, you can also block based on the
app’s Window title. The Spotlight feature, available in Explorer mode,
offers a quick and easy method for adding a currently running application
to the Title Blocking settings:

1. In the ribbon, select Explorer icon.

2. Select an Agent machine in the information window or in the
hierarchy Tree.

3. From the View section of the ribbon, select Spotlight. The Spotlight
window will open and the processes, services, applications and
websites currently running at the selected machine will be displayed.

4. Click the Applications tab.

5. Right-click on the required application and select Block. (You can
also close the application if preferred.)

6. The Add Application Block dialog will appear.

Add Application Block x

Block applications with this text in their title;

*Roblox™

Rule may contain wildcard characters () and are case
insensitive.

Specify which profile(s) to add this to:

Default w

Tell affected devices to update their configuration
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The Window title of the currently running application will appear. To
ensure all applications with a similar title are blocked, you can edit
the title and use wildcard characters.

From the drop-down list, choose the profile that this restriction should
apply to.

By default, you can update affected machines with the updated
blocked list immediately. If unticked, the changes will apply when the
Agent machines restart.

Click OK.

The application will be added to the Title Blocking settings.
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Print Monitor

NetSupport DNA includes a high-level Print Monitoring feature. Individual
printers across the enterprise are automatically identified and, from the
central console view, costs for printing (black and white, colour and so
on) can be assigned either globally or against each different printer.
Where required, printers can also be excluded from the view. A full
overview of printing activities and indicative costs across the enterprise is
provided by NetSupport DNA.

Note: Print monitoring relies on printer notifications returning to the DNA
Agent informing it what has been printed. Any printing
environment where this is prevented, or where identification of
print jobs in notifications has been modified, might give
unexpected results. For example, this could happen where
authentication to a print server uses credentials other than the
user's logged on user name, where printing occurs on servers in a
different domain, or where print notifications are blocked by
firewalls or proxy servers.

1. Click on the Print Monitor icon in the ribbon. The Print Monitor
window will appear.

Note: If the component icons are not visible, click the Home tab.

In the Tree view, select the level at which you want to view the data:
company, department, AD container, Dynamic Group or individual Agent.
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The information window will display a breakdown for each selected item
in graph and list format. To view the graph in a different format, click the
Chart icon drop-down arrow on the ribbon and select the appropriate

=
format. To print the active view, click the =
Console.

icon at the top of the

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
Listed descriptions can be expanded to provide an individual Agent
breakdown for each item.

The working hours shown can be amended to suit your organisation in
the DNA Configuration dialog. See Console Preferences - General for
further information.

Selecting Group by User allows you to view print usage based on
Agents' user ID's and not the PC. This option will not be available in the
Users tree view.

Selecting Group by PC allows you to view print usage based on the PC
details and not the Agent user's details when in the Users tree view. This
option will not be available in the PCs tree view.

By default, all types of printing will be listed. You can view just the colour
printing costs by clicking Colour Costs in the ribbon.

To configure the cost settings of printing, select the Print Monitor icon
drop-down list and select {Manage} or click the Manage icon in the
ribbon.

The frequency at which the server collects data can be adjusted using the
NetSupport DNA settings option.

A quick refresh facility enables you to update data outside of the specified
frequency. This can be useful for targeting particular Agents or
departments. Right-click on the required item in the Tree view and select
Update or click Update in the Print Monitor icon drop-down menu or
ribbon.
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Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Configure Print Costs

This dialog displays all printers across the company. From here, you can
exclude printers that you don't wish to monitor as well as set up and
configure the costs involved in printing.

1. Select the Print Monitor icon drop-down list and select {Manage}.
Or
Click the Manage icon in the ribbon.

Configure Costs Dialog x

Default Printing Costs per Page
Black and White: £ 010 Colour: £ 040
Summary Pinting Costs per Page
Printer ~  Address/Identifier Page calculation Black and White * Configure.
Network E
I4110.0.0.181\Dell B2360d-dn 10.0.0.165 = pages x copies 0.10
I11110.0.0.181|Development Printer 10.0.0.162 = pages x copies 0.10 Exclude
& \\SLFILEODZ, uk. pei-group!HP Officejet Pro KB600 (Marketing)  10.0.0.233 = pages x copies 0.10
I insfile002\AdminTest 10.0.0.32 = pages x copies 0.10
I insfile002|Business Development Printer 10.0.0.164 = pages x copies 0.10
[ \nslfile002\Business Development Printer 10.0.0.164 = pages x copies 0.10
I insfile002\Dell B2360d-dn 10.0.0.165 = pages x copies 0.10
] \insifile00ziDevelopment Printer 10.0.0.162 = pages x copies 0.10
I insfile002\HP LaserJet 1200 10.0.0.167 = pages x copies 0.10
I nsFile002\HP Laserjet 2300 (Admin) 10.0.0.168 = pages x copies 0.10
] \NSLFILEODZIHP Laserjet 2300 (Admin) 10.0.0.168 = pages x copies 0.10
] insile002\HP LaserJet 2300 1T 10.0.0.162 = pages x copies 0.10
I insile002\HP LaserJet 2300 Series PCL S 10.0.0.166 = pages x copies 0.10 -
ol it »
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A summary of all the printers across the company will be listed, with an
identifier showing if it is a black and white or colour printer. By default, all
printers will be included for monitoring in the information window. You
can choose to exclude printers that you do not wish to monitor by clicking
Exclude. To exclude all printers with the same name (this may be useful
if you want to exclude all instances of Adobe PDF), right-click on the
required printer name and select Exclude all "xxx' from the list.

Note: Printers that are excluded will be moved to an “excluded” section
at the bottom of the printer list and, from here, they can be
included again.

By default, the printing costs per page are set to £0.10 for black and
white and £0.40 for colour printing. Overtype this to change the costs.
Changing the costs here will change them for all printers. You can change
the costs for an individual printer by selecting the printer and clicking
Configure.

Note: When printing black and white documents on a colour printer, they
will be charged at the colour cost, unless the user chooses to print
in greyscale.
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Software Distribution

NetSupport DNA provides a multi-delivery option for software distribution,
enabling timely and cost-effective application deployments across the
enterprise. An Operator defines a software package containing a
collection of files or folders to be deployed. Once created, the package
can be automatically "pushed" to target PCs or "published/advertised"
centrally in order for users to access and install on demand. Defined
packages can also be "scheduled" to deploy at specific times.

Action parameters can also be included in the package enabling you, for
example, to build in any user prompts required during the application
install, so that the package can be deployed onto a user’s system without
intervention.

When planning the deployment, you can utilise NetSupport DNA's
Hardware and Software Inventory features to ascertain the current status
of the assets within your organisation, to ensure compatibility. Similarly,
configured systems can be grouped to ensure the rollout is as efficient as
possible.

NetSupport DNA also considers the effect that deploying large packages
across the network can have. Network overheads will naturally increase
as packages are pushed out to multiple Agent machines from the
NetSupport DNA Server. To help ease congestion, you can create a
'distribution warehouse' local to the Agent machines. The package is
deployed to the warehouse and nominated Agents are then serviced from
this local 'server'.

1. Click on the Software Distribution icon in the ribbon. The Software
Distribution window will appear.

Note: If the component icons are not visible, click the Home tab.
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2 IRt Yol EL TR

In the Tree view, select the level at which you want to view the
Distribution data: company, department, AD container, Dynamic Group or
individual Agent.

The main information window will display a breakdown of distributed
packages for each selected item in graph and list format. To view the
graph in a different format, click the Chart icon drop-down arrow on the
ribbon and select the appropriate format. To print the active view, click
=

the icon at the top of the Console.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

To create a new package, click the Packages icon in the ribbon and
select New. Once you have created a package, this can be distributed to
the required Agents by clicking the Distribute icon in the ribbon or
advertised for Agents to access on demand by clicking the Advertise icon
in the ribbon.

Packages can be scheduled to be deployed at a specific date or time. This
can be useful if you want to distribute files out of office hours. Click the
Scheduling icon in the ribbon.

A warehouse can be created, allowing you to nominate an Agent, ideally
local to the target machines, to act as a 'distribution warehouse'. When
the package is deployed, rather than the server pushing it to each Agent
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in turn, it installs at the warehouse Agent, which then distributes it to the
remaining targets. Click the Warehouses icon in the ribbon.

Once a package has been sent, it will be listed in the information window
and a count of successful or failed distributions is provided. The drill-
down lists can be expanded to provide an individual Agent breakdown for
each item and shows the status message for the package.

Notes:

e By default, a Server alert will be raised if a package fails to be
delivered or fails to be installed after delivery.

e You can manage automatic retries for packages that have failed to be
delivered to Agents. Click the Manage Automatic Retries icon in
the ribbon.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA’s Query Tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Note: The date/time format displayed in the Console is taken from the
machine where the NetSupport DNA Server is installed. To change
the format in the Console, you will need to change the system
date/time format on this machine. For further information, visit
www.netsupportsoftware.com/support.
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Create Software Distribution Packages

1. Click the Software Distribution icon drop-down arrow and select
{Package Administration} from the menu.
Or
Click the Packages icon in the Software Distribution group.
Or
In the Tools tab, click the Package Administration icon.

2. The Package Administration dialog will appear. Details of any existing
packages are listed. Any that are checked will be availabled to be
advertised at Agent PCs.

Note: You can search for a package by typing in the Search box and

clicking #  The matching packages will be highlighted along
with the number of matches found. Click * to clear the

search.
. x
Packages Available on
Search O Windows Vista
v -
Name ~  Description Size Installed S... Created © windaws 7
NetSupport DHA Console Console Package  1.44 MB  1.44 MB 26 September 2017 @ Windows 8/8.1
NetSupport 14.00F6 Tutor Remote Contr... 7146 MB 71.46 MB 05 August 2015 O Windows 10
NetSupport 14.00F6 TechConsole Remote Contr... 7146 MB 71.46 MB 05 August 2015
NetSupport 14.00F6 Student Remote Contr... 71.46MB 71.46 MB 05 August 2015 @ Windows 11
(@) Windows 2008
(@ Windows 2012
(@ Windows Server
New... Delete Duplicate
@ Checked Packages are available to advertise to Agents
Close Help

3. Click New to create additional packages for distribution.
Or
Click Delete if a package in the list is no longer required.
Or
Click Duplicate if you want to clone an existing package. This can be
useful if you need to distribute the same package but with some
additional parameters included. The amended version will be added to
the list.

Available on
Shows the supported operating systems for each individual package. This
can be specified when creating a new package.
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Create New Package

This dialog enables you to specify the files/folders and additional action
parameters to include in the package.

r L=
R &
Package Corberds

Fle Mame Diate Packed  Instaled Size
ConsoleSUSetup.exe 10/07/2020 18:... 570.67 KB 1.25 MB

[ Delete fles after kstal

Select Files or Folder and locate the file(s) to be integrated into a
package for distribution. The file will appear in the Package Contents
list.

Click Actions to add the required parameters/command line
instructions to be run when the distributed package arrives at Agent
PCs.

Click Options and decide whether to distribute the package using
NetSupport DNA's default admin account or an admin user name and
password present on your domain.

After installation, the package setup files can be removed from the
Agent machine(s). Select Delete files after install.

Click OK.

The Test Package dialog will appear. Before storing the package, you
can test it to ensure reliability or, if you are happy, click Save
Package.

Enter a name and description for the package. You can also specify
which operating systems are supported by the package. All are
selected by default. Agents that do not match the specified operating
systems will be excluded from the distribution. Click Finish to
confirm. The package will be sent to the server ready for distribution.

The import facility can be used to retrieve packages from the server for
editing purposes.
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Adding Actions to a Package

Actions are listed in the order they will be run at Agent machines and any
options set are displayed. You can adjust the order using the arrows.

Execute Command and Parameters x

Action Options
Execute: "%Package%:\ConsoleSUSetup.exe” /s /v"/gn ... Abort if execution fais
(Add new action)

Parameters are replaced at the Agent when the Package is executed

Adding a new action

1. Highlight (Add new action) and click Edit.

2. The Edit Action dialog appears.

3. Select the action from the drop-down list and enter the required
parameter/command line instructions to be run. A variety of pre-
defined parameters are available, including Copy Command which
can be used to copy files, such as images, from their source location
to the specified target folder.

4. If you have selected the Execute or Copy action, you can choose to
stop the remaining package actions from running if the executable
fails to run (or the copy command can't execute) by selecting Abort
if fails to execute.

5. If you have selected the Check File/Process/Service action, by default
if the check fails, the package will abort. Selecting Verification only,
allows the package to continue even if the check fails (a status
message advising that the verification failed will be displayed in the
Software Distribution information window).

6. Click OK.
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Distribute a Package

Once you have created the required package, it can be deployed to
selected Agents.

1. In the Tree view, highlight the Agent, department, AD container,

Dynamic Group or company that you wish to distribute the package
to.

Note: You can select multiple Agents from the Tree view: select Ctrl
+ click to include individual Agents in the selection or Shift +
click to add a range of Agents.

2. Right-click and select Distribute.
Or
Click the Software Distribution icon drop-down arrow and select
{Distribute} from the menu.

Or
Click the Distribute icon in the Software Distribution group.
Packages Status
Search
Name Size Description Operating System
MetSupport 14.00F4 Student 71.46 MB Remote Control for St... Al
MetSupport 14.00F4 TechConsole 71.46 MB Remote Control for Te... Al
MetSupport 14.00F4 Tutor 71.46 MB Remote Control for Tu... Al
MetSupport DNA Console 1.44 MB Console Package Win 8/8.1, 2012, Wi...
New
[ Include Sub Depatments |:| Help

3. All packages previously created will be listed. Highlight the required
file. If the required package is not available, you can create it from
here - click New.

4. If distributing to a company, department or AD container, ensure the
Include Sub-departments box is checked if you wish to include all
departments/Agents within that area.

5. Before proceeding, you can check the status of the PCs you are about
to distribute to. Select the Status tab to indicate whether the PCs are
available (green), not available (red) or logged off (amber).
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Packages  Status

Search

PC Address Department as Statug

H Evaluation 10.0.0.125
CHp-zp 10.20,1.138 (K Sales Windows 10 Pro (0]
D mavHgrz 10.0.4.19 Finance windows 7 Professional k64 @
L INVH445 10.0.4.185 LK Sales Windows 10 Enterprise x64 = @
C mhvHdsz 10.0.4.60 ProductServices Windows 10 Enterprise xad &
L mhvHas3 10.0.4.104  Cormmercial Windows 7 Professional xod &
I;I INVH456 10.0.4.205  Marketing Windows 10 Enterprise %64 Q
O mavhas7 10.0.434  Marketing windows 10 Enterprise 64 @
L mvHs12 10.0.4.65 BC Waorkstations Windows 7 Professional x64 @
CmivHs13 10.0.4.144  Channel Windows 10 Pro k64 [/}
S mvHszn 10.0,4.2 UK Sales Windows 10 Pro k64 [}

v
Befrash
Include Sub Departments “ m Help

Click OK. The Schedule Distribution dialog will appear. Indicate
whether the package should be deployed immediately or on a specific
date/time. Delayed deployments can be viewed on the Schedule
Packages dialog. You can enter a number of retry attempts in the
event the distribution fails and also set the interval between the
attempted retries.

In addition, an automatic retry facility allows you to handle failed
distributions for PCs that are turned off or unavailable when the
distribution is sent. You can enable/disable automatic retries and
specify the time period that failed packages will still be available for
Agents to automatically request using the NetSupport DNA settings
option.

If required, select Use UDP broadcast to distribute via the
broadcast method.

Note: If using the broadcast distribution method, PCs must be on the
same subnet as the NetSupport DNA Server, otherwise
distribution will fail.

304



NetSupport DNA v4.95

Software Distribution X

Send Package MetSupport 12 60F2 Studert' to 3 PCs

‘Uﬁ Decerrber 2018 o ‘

Send this package
® oOn hous 15 minutes
H O 0n 06/Dec/2018 - at 1444
2 @ HNow

Ratrizs

Retry count oo Rty every 60 it

Automatic retry is enabled

Agents wil automatically request any packages that faled within the last 3 manths

[]Use UDP broadcast

7. Click OK to distribute the package. The distribution window will
display the results.

Note: When creating a package, you can specify what credentials
(user name and password) are used when the package is sent
to an Agent. If no credentials have been supplied, then
NetSupport DNA uses the default 'SYSTEM' credentials
(recommended), which allows full access to install MSI
installers and alter files local to the Agent. If the package
requires specific credentials, for example, to access a network
resource, you can enter them.

When sending a package and the Agent has any user logged
on:

e The supplied credentials will be used to execute all parts
of the package.

e If the credentials are incorrect, the package will not run
and NetSupport DNA will report the error.

When sending a package and the Agent is logged off:

e The supplied credentials will only be used if access to
network resources is required. All other elements of the
package will use the default credentials.

e If the credentials are incorrect, the package will not run
and NetSupport DNA will not report the error.
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Scheduling a Package

When creating a package for distribution, you can schedule the
deployment for a specific date or time. This would be useful if you want
to distribute files out of office hours. This dialog is used to edit the
properties of scheduled distributions or create new schedules.

1. With the Software Distribution component selected, highlight an
Agent, department, AD container, Dynamic Group or company in the
Tree view.

2. Right-click and select Scheduling.

Or

Click the Software Distribution icon drop-down arrow and select
{Scheduling} from the menu.

Or

Click the Scheduling icon in the Software Distribution group.

3. The Scheduled Packages dialog will appear. Details of any packages
that you have scheduled for distribution will appear, along with the
names of any Agents associated with the package.

Software Distribution X

Scheduled deliveries

Name Description Size  Scheduled Time Retries  Retry Interval New.

Netsupport 12... Remote Control fo... 65.77MB 10:05.0517Sep201S O o Edit.

Delete

Ll >
PCs scheduled to receive package

PC Name Department
INVH338 . \workstations\Marketing

4. Click New to create a new distribution schedule.
Or
Click Edit to amend the distribution details of an existing scheduled
package.
Or
Click Delete if a package in the list no longer needs to be distributed.
5. Click OK when you are finished.
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Manage Automatic Retries

Any packages that have failed to be delivered to Agents can be viewed
along with the automatic retry status for the package. From here, you
can manage the automatic retries for Agents.

1. Click the Software Distribution icon drop-down arrow and select
{Manage Automatic Retries} from the menu.

Or
Click the Manage Automatic Retries icon in the Software

Distribution group.
2. The Manage Automatic Retries dialog will appear.

X
Manage Automatic Retries

Failed packages

Name Description Size

NetSupport 14.00F4 Tutor Remote Control fo... 71.46 MB

PCs failed to receive package

PC Name Department Retry Bxpiry Auto-Retry Disable retries
] VIRT4SERVER2016 Departments\Support 15:17 08 Aug 2020 Yes

3. Any packages that have failed to be delivered to Agents will be listed.
Selecting a package will display the PCs that failed to receive the
package, if automatic retry is enabled and when this expires.

To turn off automatic retries, click Disable retries.

To turn automatic retries on, click Enable retries.

A
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Advertise a Package

Advertising, or publishing, a package gives Agents the opportunity to
install a package at their convenience. Packages are created in the usual
manner but, rather than being deployed immediately, the setup files are
held at the server and can be 'pulled' by nominated Agents as required.

1. In the Tree view, highlight the department, AD container or company
that you wish to advertise the package to. The action cannot be
performed at Agent or Dynamic Group level.

2. Right-click and select Advertise.

Or

Click the Software Distribution icon drop-down arrow and select
{Advertise} from the menu.

Or

Click the Advertise icon in the Software Distribution group.

3. The Advertise Package dialog will appear. All packages that have been
ticked in the Package Administration dialog will be listed. To create a
new package, click New.

Packages Advertised
Search Name
NetSupport 14.00F4 Student

Name
NetSupport 14.00F4 TechConsole
NetSupport 14.00F4 Tutor
NetSupport DNA Console
New

e 5Dt EEEE -

4. Select the required package. You can search for a package by typing

in the Search box and clicking P The matching packages will be

highlighted along with the number of matches found. Click X to clear
the search.

5. Click Advertise to transfer to the Advertised box.

6. Select Include Sub Departments if you wish all
departments/Agents below the current level to be included in the
distribution.

7. Click OK.
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Request a Package

Advertised packages can be 'pulled' from the server by Agents using the
Request Package tool.

1. At the Agent machine, right-click on the NetSupport DNA icon in the
taskbar and select Request Package.

2. The Package List dialog will appear, listing all packages available to
that Agent.

Package List @
Available Packages @
Name Description Size Status
il Netsupport 12... Remote Control fo...  33.54 MB  Advertised
| Fetch [ Close

3. Highlight the required package and click Fetch. The application setup
files will be executed at the Agent. The status of the package will
change to indicate that it has been delivered to the Agent.

Note: Console Operators have the ability to remove an Agent’s access
to request packages by editing the Software Distribution settings.
They can also include 'non' advertised packages in the Package
list as shown above, but Agents can only install advertised items.

309



NetSupport DNA v4.95

Import a Package

The

Import option enables you to retrieve a stored distribution package

from the server with a view to editing the package content.

1.

AWN

Now

310

Click the Software Distribution icon drop-down arrow and select
{Package Administration} from the menu.

Or

Click the Packages icon in the Software Distribution group.

Or

In the Tools tab, click the Package Administration icon.

The Package Administration dialog will appear.

Select New. The Package Distribution dialog will appear.

Select Import. Navigate to the Packages folder, c:\program
files\netsupport\netsupport dna\server\packages, and choose the
required Package. Click Open.

If required, click Actions to include additional parameters.

Click OK.

The Test Package dialog will appear. Before storing the package, you
can test it to ensure reliability or, if you are happy, click Save
Package.

Enter a name and description for the package and click Finish. The
package will be resubmitted to the server ready for distribution.
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Software Distribution Warehouse

When planning a large-scale deployment, consider the effect that it will
have on your network. Packages being pushed out to multiple Agents
across remote networks will naturally have an impact on resources.

To ease congestion, NetSupport DNA enables you to nominate an Agent,
ideally local to the target machines, to act as a 'distribution warehouse'.
When the package is deployed, rather than the server pushing it to each
Agent in turn, it installs at the warehouse Agent, which then distributes it
to the remaining targets.

1. Click the Software Distribution icon drop-down arrow and select
{Warehouses} from the menu.
Or
Click the Warehouses icon on the Software Distribution group.

2. The Warehouse Manager dialog will appear.

X
‘Warehouse Manager

‘farehouses

PC User Department hembers Add..
E DAN-DELLZ testing Support 11
Remove

Status

Avallable Agents Agents in Warshouse

Search v E CLOUD ACADEMY
v E Departments
v H cLoun AcADEMY 0O admin
e ﬁ Departments
O students

> unassigned

Help

3. Existing warehouse PCs will be listed. Highlight an item to view
Agents currently being serviced by the warehouse and details of
Agents that are available to be added to it. Click Status to display
details of packages currently residing in the warehouse.
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To create a new warehouse, click Add. The Select Warehouse dialog
will appear, enabling you to assign an Agent machine to host the
warehouse.

Choose the Agents that will be serviced by the warehouse. From the
'Available Agents' Tree, highlight the required department or Agent(s)

and click 2. To remove an Agent from the warehouse, click

Note: To search for an item in the Tree view, enter the name or

partial name of the PC in the search box and click »  The
first matching item in the Tree view will be displayed along
with the number of matches found. You can scroll through

these using the arrows. Click B to clear the search.

Click OK.
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NetSupport DNA Application Packager

The NetSupport DNA Application Packager complements the Software
Distribution facility and is ideally suited to situations where the
application to be rolled-out does not have its own 'silent' install routine.
(If the software to be installed does support silent/automated routines, it
is recommended that these are used.) The Application Packager enables
Operators to record and playback a third-party installer. All necessary
keystrokes and mouse movements are stored in a script which is then
played back at Agent PCs without the need for user intervention.
NetSupport DNA’s Software Distribution option is used to push the stored
script out to the required Agent PCs.

Note: The Application Packager can be used to record and playback “low
complexity” product installers. The Application Packager relies on
the same sequence of installer screens being presented when
running the installation on the target machines. Any unexpected
dialogs displayed during playback will result in the installation
process being halted.

If required, a Script Editing tool is provided, which enables you to
handle certain differences.

1. To load the Application Packager, select {Start}{Programs}
{NetSupport DNA}{DNA Application Packager}.

2. The Application Packager Welcome dialog will appear. The Application
Packager wizard will guide you through the recording process.

3. Click Next.

313



NetSupport DNA v4.95

Get Installation Program

Use this dialog to specify the program to be packaged and the directory
to extract the installed setup files to at the Agent PC.

[ NetSupport DNA Application Packager - Get Installation Program
Browse for the program to be packaged - this is
nommally a self extracting file, install data file, or a .msi
file.
l =
Run install program from directory:
@) From the created setup program
*) Fixed Directory
=
\ (1 4dd to the package all files in the directory/sub
¢ ! directories
V' 4
[ < Back J[ Next > ] [ Cancel J [ Help ]

1. Browse to find the required program setup file.

2. Indicate where the installed program should be run from at the Agent
machines. When pushed to Agent PCs, the .exe file created by the
Application Packager is stored in C:\program files\netsupport\
netsupport dna\Agent\packages. Unless you specify an alternative
fixed directory from which to run the setup in future, it will always be
accessed from the above setup program directory.

3. Select Add to the package all files in the directory/sub
directories, if you require these additional files to be available during
installation. They will be deleted upon successful installation.

4. Click Next.

Get Script File

When the packaged application is pushed to Agent PCs, the actions
required to perform the installation are contained in a pre-defined script.
The script can be created at this stage by running the installation and
having the keyboard/mouse movements recorded or you may have an
existing script which contains the procedure.
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NetSupport DNA’s Application Packager provides a Script Building utility
which can be used to manually create and edit script files.

[S] NetSupport DNA Application Packager - Get Script File @

Creation of &uto Script File.

A script file used to automate the installation is
required. The Wizard can create a script by
funning the chosen installation program and using
the options you choose, or you can use a
previously prepared script created with the DNA,
Application Packager Script Builder Program.

(@ Create now by running install program

() Use previously created script file

=

Failure message to display

x

[ < Back J[ Nexst > ][ Cancel J[ Help ]

If you are using a previously created script file, browse for the
appropriate *.rscrpt file.

Should the install encounter a problem, you can display a custom
message. Enter a suitable failure message in the box provided.

Click Next.

Create Script

This dialog appears if you have chosen to create the script by running the
install program now rather than use a pre-defined *.rscrpt file.
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[=] NetSupport DNA Application Packager- Create Script

The wizard will run the install program in order ta
generate the script file.

Press the 'Run Install button to activate this
process and the 'Finish' button when the
installation program has completed.

‘ Run Install Finish

x

< Back Next Cancel [ Help

Click Run Install to launch the selected programs installer. The
installation will take place in real-time at the Operator’s machine. As you
work through the process, each key depression or mouse movement is
recorded and added to the script file. Remember that this is exactly how
the installation will run at Agent PCs when it is pushed out. If you
inadvertently press a key or select an option by mistake, you can always
edit the script before distributing it to Agents.

When the installation is complete, click Finish.
Click Next to continue.

Additional Files

There may be instances where the specified setup relies on the presence
of additional files in order to complete the installation or there may be a
number of associated application files that you want to bundle with the
setup and make available to users after installation.

Source Directory
Specify the location of the 'additional' install and/or application files and
indicate whether the content of any sub-directories should be included.

Target Directory
Identify a target directory at the Agent machines to extract the files to.
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Click Next.

Build Options

Name to give created program
Decide where to store the package executable in readiness for
distribution.

Options

Lock Mouse/Keyboard

While the installation is running, you can lock the Agents’ mice and
keyboards to ensure users do not interrupt the automated process.

Allow Cancel Script
Enables Agents to interrupt the installation by pressing CTRL-BREAK.

Password Details
These options enable you to password protect the distributed file and
customise the dialog that appears at Agent machines.

Click Next. The package will now be created.

NetSupport DNA Application Packager - Script Builder

NetSupport DNA’s Application Packager gives Operators the ability to
record and playback third-party installers and is ideally suited for
applications that do not provide a 'silent’ install facility. The Application
Packager guides Operators through the installation, recording the dialogs
that appear and the responses made, the information being stored in a
script.

If you are happy with the recorded procedure, it can be pushed out to
Agent PCs. However, you may feel that an action recorded at the
Operator’s machine may not be required when the installation is run at
Agent PCs or you may have inadvertently made an incorrect mouse click
or key depression.

The Script Builder can be used to edit scripts created in the Application
Packager or you can use it to record new scripts.

1. The Script Builder can be loaded from c:\program files\netsupport\

=

Recorderscript

netsupport dna\console\ &,
2. The Script Builder dialog will appear.
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o« MNetSupport DNA Spplication Packager Script Builder
Record

3 Application: | =
Script File: | E""
Start Recording l

Play Back
Script File: | E”‘J
Play I Play Against... |
|  Ea. |
Close | Help |

Record New Script

Whilst the Application Packager utility provides a convenient wizard that
will guide you through the process of creating the installer script, you can
also use the Script Builder to record the required actions.

Application
Specify the location and name of the required applications setup file.

Script File
Specify a location and name for the new script file.

Click Start Recording to launch the specified setup file. The chosen
applications installer will start and the Script Builder will record the
dialogs that appear and the mouse/keyboard movements that the
Operator executes. The installation is being performed in real-time at the
Operator’s machine but, also remember that this is the process that will
run at Agent PCs when the script is distributed.

When the installation is complete, click Stop Recording.

If you want to review the finished script or make changes in the event
that an action was performed incorrectly, click Edit.

Edit Script
The Script Builder can be used to playback or edit stored installer scripts.
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Play Back
Open the stored script (*.rscrpt file). Click Play to playback the recorded
actions.

You can also test whether an existing script will successfully run against
another setup file - for example, an updated version of the application
already used. Click Play Against and browse for the new setup file.

Playing back the script may identify errors or missing actions. Click Edit
in order to make changes to the script. The Script Editor will appear.

Record Script Editor-Z:ASetup.rscrpt

=B Recorder R

-7 Form - NetSuppoit Protect - InstaliShiell Install Program: IZ:\Selup exe
4 Click Single

=[] Form - NetSupport Protect - InstallShiel
& Gk Single Created: [12:01 Wednesday, July 2015
8 Click Single

= Form - NetSupport Protect - InstallShiel LestChanged:  [12.01 Wednesday, Julp 2015
4} Click Single
dL Click Down
4p Click Up
g Click Single

Ciick Single Form: Minimum Timeout: N
=0 glmNelSuppolt Protect - InstallShiel| Al B
Ciick Single = Click: T —

=[] Form - NetSupport Protect - InstallShiel Extra TimeOut 4
48 Click Single Key: 0 | (% estimated Time]:

=[] Form - NetSupport Protect - InstallShiel
4} Click Single

=-[ Form - NetSupport Protect - InstallShiel
4} Click Single

= Form - NetSupport Protect - InstallShiel
@ Click Single

=~ Form - NetSupport Protect - InstallShiel
dL Click Down
£ CiickUp

=[] Form - NetSupport Protect - InstallShiel
Key Up
@ KeylUp

=-[3 Form - NetSupport Protect - InstallShiel ~

< . »

Remove [ Add.. I Add Form From... ] Cancel

Description: |

Default Wait Times (msecs) Default Timeouts{secs)

The left-hand pane of the window lists details of the recorded dialogs
(Forms) along with any actions performed, mouse clicks etc. As you
highlight each line of the script, the right-hand pane displays associated
information.

The sample script above highlights some typical uses of the Editor.

e The Licence Agreement and Licence Information forms appear several
times, indicating that the operator revisited these dialogs in order to
rectify an error. For the final script to run successfully at Agent
machines, the duplicated items need to be deleted by clicking
Remove.
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e While recording the installer, an Existing Installation has been
detected at the operator’s machine. As this may not be the case when
the script runs at Agent PCs, you can indicate that the dialog is
optional.

New items can be added to the script if required:

Add
Enables additional actions to be added to a form.

Add Form From

Enables a form to be inserted from another script. Specify the name of
the script file and click Load. The entire script will be displayed from
which you can select the individual form to add.
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SNMP Monitor

Once Devices (such as printers and access points) have been discovered,
they are stored within NetSupport DNA. The real-time data (such as ink
or toner levels) can then be monitored from the console.

1. From the Devices Tree view, click the SNMP Monitor icon in the
ribbon. The SNMP Monitor window will appear.

Note: If the component icons are not visible, click the Home tab.

= Computers - NetSupportGroup - Monitar Department a7 %
Home | Tools  Queries  Reports  Settings ~ 5% Q
Qoc- 2\ piamia
()2) | FE)
Home | | SNMP | SHMP History
Monitor o
Devices Discovered
Standard Properties
il Find devict B -] sNmp Property Quantity
4B netsusportSroun 22 5 versons 2
4 1 Departments 9
T
4 [ sever foom 3 ti  tpTme 22
5 Cisco3560X (10.0.0254) ¥ System Object 1D 22
P HPRARA6 (1000233 4 Name igned name for this managed node 22
55 NSLSWOL (1000.253) B (ocaton The physical location of this node .
b [ Marketing * ¥ 22
b [ Admin Printers 3 + 22
b [ Sales Devices ! e i
I urassignes 13
Dynamic Groups
Printer
SNIP Property Description Quantity
+ Supply Percentsge Supply Percentage 21
ol e The description of ths zu
v Supsly Descript spec rGaneraic: =
+ Marker Supplies Unit Measurement Unit of measurs of this marker supply containarfreceptacls 2
A The maximum capacity of this supply container/receptacle expressed in
* il patiy predMarkerSuppliesSupplyUnit 21
The current level ifthiz zupply i 3 contsinen ramaining 2pace ifthis
Marker Supplies Lev:
+ s BupphseLass) supply Is 3 receptacle 21
Interface Properties
SNAP Property Description Quantity
4 SendDats Usiization Utilization of Data Sent 404

MetSupport ONA W Server: 1000193 R User: Jane

Once the SNMP Devices have been discovered, they will be displayed in
the Tree view.

Note: Devices are grouped automatically in the Tree view according to
the values held in their location properties.

Select the level at which you want to view the displayed data: company,
department, Dynamic Group or individual Device.

The information window will display a breakdown for each selected item

in a list format. The SNMP properties are grouped together into display
=

sections. To print the active view, click the = icon at the top of the

Console.
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Note: You can create and manage display sections and properties; click
the Display Sections icon in the ribbon.

To limit the amount of data that is displayed in the information window,
you can choose just to view certain SNMP categories. To display a
category, click the Categories icon in the ribbon. Select the required
categories to view and click OK. The information window will display data
just for that category. A yellow header will be displayed advising what
category you are viewing; you can switch categories and clear categories
from here.

To view any leasing or maintenance contracts that have been associated
with Devices, click the SNMP Monitor drop-down list and select {Display
- Contracts} or click the Contracts icon in the ribbon.

To view the status of your SNMP Servers, click the DNA SNMP Server
Status icon in the ribbon.

The frequency at which the server collects data can be adjusted using the
NetSupport DNA settings option.

A quick refresh facility enables you to update data outside of the specified
frequency. This can be useful for targeting particular Devices or
departments. Right-click on the required item in the Tree view and select
Update or click Update in the SNMP Monitor icon drop-down menu or
ribbon.

Queries

Select the Queries tab to display the Queries window. NetSupport DNA's
Query tool enables you to interrogate the database for records matching
specified criteria. Queries specific to the component currently being
viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.
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SNMP Alert

NetSupport DNA provides an alerting facility, enabling you to identify
changes to the gathered SNMP data. For example, printer toner falling
below XX%.

Alert notifications can be directed to specified email recipients and/or
active Console users.

1. From the Devices Tree view, click the SNMP Alert icon in the ribbon.
The SNMP Alert window will appear.

Note: If the component icons are not visible, click the Home tab.

Department =0

Netsupport Group

NETSUPPORT GROUP - Polling Alerts - NETSUPPORT GROUP

= | Bendwidh Ltisstion

| _

Supply Percentago

¥ [Fn sence
2 neTsuppoRT GRoUP 16
4 5 Deparments 6

Poll Name Activation Test
Changed

Changed

Changed

NetsupportONA B Sewer: 1000193 A Users fane

In the Tree view, select the level at which you want to view the displayed
data: company, department, Dynamic Group or individual Device.

The information window will display a breakdown for each selected item
in graph and list format. Listed descriptions can be expanded to provide
an individual Device breakdown for each item. To view the graph in a
different format, click the Chart icon drop-down arrow on the ribbon and

o=
select the appropriate format. To print the active view, click the T icon at
the top of the Console.
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Note: Clicking the Chart icon in the ribbon will hide/show the graph.

Outstanding alerts are identified against matching Devices on the main
company Tree view. Once alerts have been identified, notes can be added
by an Operator. A full history of all alerts is accessible from the History
feature.

Note: You can show/hide alerts in the Tree view by clicking x .

To configure the properties of an alert, select the SNMP Alert icon drop-
down list and click Alert Config.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.
Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.

Note: The date/time format displayed in the Console is taken from the
machine where the NetSupport DNA Server is installed. To change
the format in the Console, you will need to change the system
date/time format on this machine. For further information, please
contact our Support team www.netsupportsoftware.com/support.
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SNMP Alert Configuration
This dialog allows you to see the SNMP properties that are available for

alerts.

Palling Alerts

SNMP Properties available for Polling

Name

Bandwidth Utilisation
Receive Data Utilisation
Send Data Utilisation
Supply Percentage
Admin Status
Interface Description
Octets Received
Operational Status
Octets Sent

:hvslcal Address

Description

FRecent Alerts

Agent

Description

Bandwidth Utiisation

Utiisation of Data Received

Utiisation of Data Sent

Supply Percentage

The desired state of the interface

A textual string containing information about the interface

The total number of octets received on the interface, including fra...

The current operational state of the interface

The total number of octets transmitted out of the interface, includi...

The interface’s address at its orotocol sub-laver

Utiisation of Data Sent based on ifOutOctets and ifSpeed properties

Value

Filter:

Type =~ Configure...

TS

A

[y

TS

Integer

Octet ¢

Counte

Intege!

Counte

Octet <Y
»

Time Activated

To make the list more manageable, you can filter the properties that are

displayed. Click

To create a new alert or configure existing alerts, select the required

SNMP property and click Configure.

Details of active alerts will be displayed in the Recent Alerts section.

and the Polling Filter dialog will appear.
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Creating a New Alert

Poll Alerts ]<New Poll Alert> - |
Properties
Name Send Data Utilisation

[V] activate Poll Alert
Matching Properties

SNMP Properties Send Data Utilisation. *

o Properties can appear more than once for an agent [via a suffix mechanism) choose which ones to apply the alert to or all
of them

Activation Method

Activate When: Walue has changed ¥
Walue:
Agents
Apply to Agents: <Al Section Agents:

Action on Notification

[] Display Popup Window on Consoles

] Send Email messages

To create a new alert
1. Select New Poll Alert from the Poll Alerts drop-down list.

Note: A list of existing alerts for the selected property will appear in
this drop-down list.

A default name will be displayed - amend this if required.

Ensure Activate Poll Alert is selected.

Select the SNMP properties to apply to the alert. Click

Choose in what instance the alert will be activated from the drop-
down list and enter the value, if needed.

Select the Devices to apply the alert to. Click

Decide on the notification method when the alert is active: popup
window in the Console and/or email message.

A WwN

No

Note: You can set up the recipients for alerts in the SNMP Alert
settings.
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SNMP History

The History option enables you to track changes that have been made to
a Device's SNMP Property and also view the Alerting history.

Each time NetSupport DNA gathers data, it compares the current details
against information already held on the server and, if there are any
differences, they are recorded in the history.

1. From the Devices Tree view, click the History icon in the ribbon. The
History Summary window will appear.

Note: If the component icons are not visible, click the Home tab.

o] Computers - NetSupport Group - History Department SRR
Home | Tools  Queres  Reports  Settings  NetSupport Gioup N M
sack - /\! « a rz? @ [ [2fvesteraay  pm e
. [ This Week | [ Last Week Cb Y
Home | SHMP  SNMP History Properties Advanced  Properties
# Sookmarks - s S | s Month | (24 Last Month
Navigation SNMP Components View Fiter
- S Ll - NETSUPPORT GROUP - SNMP History - NETSUPPORT GROUP
PCs Users Devices Discovered
Printer
% | Find d == | sNup Property Description Quantity
4 [ JPPORT P 16
ISR B MarksrGasalies v i currt oA Shox sy - ollies Fasabitg ApacwIElx Sopah 1w ncasicl 2
ents 6
4 1 Departments Rk iaies i Parater 2
b O] PaprNTER2 1
b PCI Server room 3
o Interface Properties
b Otestt
b [ unknown 1 SNMP Property Description Quantity
B unossigned 10 ] andeideh Ulisation Banduldth el ation s
Dyramic Groups 4 Octets Received The total numbar of actets received on the Incerface, Including framing characters 428
E + Octets Sent “The total number of octets transmitted out of the Interface, including framing characters 335
+ Receive Dats Utilisation Utliisation of Data Received 82
+ Send Data Utilisstion Utilisation of Dats Sent 60

Netsupport ONA W Semver:1000193 3, User: Jane

You can view the history at company, department, Dynamic Group or
Device level. Select the required level in the Tree view.

To switch between views, click the History icon drop-down list and select

{Display - Properties/Poll Alerts} or click the appropriate icon in the
ribbon.

You can view data for a specified period. To switch between different time
periods, click the appropriate icon in the Filter section of the ribbon.
Clicking Advanced allows you to apply a customised date/time filter.
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Listed descriptions can be expanded to provide an individual Device
breakdown for each item.

The working hours shown can be amended to suit your organisation in
the DNA Configuration dialog. See Console Preferences - General for
further information.

The date/time format displayed in the Console is taken from the machine
where the NetSupport DNA Server is installed. To change the format in
the Console, you will need to change the system date/time format on this
machine. For further information, please contact our Support team
www.netsupportsoftware.com/support.

Note: There may be property changes that are recorded which you do
not wish to track. You can disable items from being displayed in
the Console and delete existing data for items that have been de-
selected. Click the Properties icon in the ribbon.

To limit the amount of data that is displayed in the information window,
you can choose just to view certain SNMP categories. To display a
category, click the Categories icon in the ribbon. Select the required
categories to view and click OK. The information window will display data
just for that category. A yellow header will be displayed advising what
category you are viewing; you can switch categories and clear categories
from here.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon on the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window. These can be exported if required.
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NetSupport DNA Reporting and Analysis Tools
NetSupport DNA provides both on-screen and print optimised reporting.

The on-screen reports/views are provided with supporting bar and pie
charts and "live" drill down capabilities on all key summary data. As well
as reporting on individual devices, users and departments, NetSupport
DNA also features dynamic groups. These are user-defined and are added
to the main company tree. A dynamic group could, for example, be to
identify which PCs are upgradeable and such a group would be created
automatically from those that match the required criteria — such as "all
PCs with more than 'XX' Gb Ram, 'XX' Gb free disk space and XX
processor type" and so on.

Print optimised reports are designed for management reporting and can
be scheduled for creation and output to a specified file location
automatically. All reports include the option to print or export to PDF,
DOC and XLS.

NetSupport also supports custom views for all data; the Query Tool
provides users with an easy interface for defining custom views. The
query tool uses a simple drag and drop field picker, supported with
conditions and sum-based features.

On screen analysis

When viewing one of the components, information will be listed for a
selected company, department, AD container, Dynamic Group or
individual Agent in graph and list format.
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The data can be displayed in a variety of graph formats by selecting the
appropriate option from the Chart icon drop-down menu.

Note: Clicking the Chart icon in the ribbon will hide/show the graph.

Below the graph, the same records are presented in a list format. You can
expand this information for a more detailed overview by clicking £. This
will present all individual Agent records.

Description Quantity

“+ 17 Genuine Intel(R) CPU 2140 @ 1.60GHz (x2)

+ W Intel(R) Cora(TM) i3-3240 CPU @ 3.40GHz HT (x2)
4 1 Intel(R) Core(TM) i3-4005U CPU @ 1.70GHz HT (x2)
+ W Intel(R) Core(TM) i3-4130 CPU @ 3.40GHz HT (x2)

2

1
1
2
Intel(R) Core(TM) i3-4150 CPU @ 3.50GHz HT (x2) 3

Export  Print
INVHSS2 NSLPJE “Aworkstations\TechSupport
INVHSS3 peipsb Aworkstations\TechSupport

INVHS47 NSLKOY Aworkstations\TechSupport

+ M Intel(R) Cora(TM) iS-4440 CPU @ 3.10GHz (x4)

+ 1 Intel(R) Core(TM) i5-4460 CPU @ 3.20GHz (x4)

+ M Intel(R) Core(TM) i7-36 10QM CPU @ 2.30GHz HT (x4)
+ 10 Intel(R) Core(TM) i7-4650U CPU @ 1.70GHz HT (x2)
+ M Intel(R) Core(TM)2 CPU 4300 @ 1,80GHz (42)

4 W Intel(R) Core(TM)2 Duo CPU E4400 @ 2.00GHz (x2)

[ T

=
To print the active view, click the =2 icon at the top of the Console.

Queries
Select the Queries tab to display the Queries window.

NetSupport DNA's Query tool enables you to interrogate the database for
records matching specified criteria. Queries specific to the component
currently being viewed will be listed, enabling fast retrieval of the results.

Click the Add Query icon in the ribbon to create a new query or click the
Edit Query icon in the ribbon to edit an existing item in the list.

Reports Window
Select the Reports tab to display the Reports window.

A number of pre-defined management reports, powered by the Crystal
Reports engine, are attached to each component. Select the required
report from the drop-down list. The results will be listed in the
information window.
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powered by

crystalege

Printed Date: 05/10/2015 Last modified: 05/10/2015

Report Description: Physical Disks - Percentage Free Space

INVH357

c File System | nTFS

T 14567 Gb 11256 6b 75.71

INVH359

o File System | NTFS

G 000 Gb 742 6b 24.73

& File system | TS

T 43575 Gb 156,78 6b 35.98
% Free Space

ci File System | TS

TT 14591 Gb 113,96 Gb 76.53

INVH415

I 148.95 Gb 61.38 Gb

All available reports are provided with options to export as PDF, DOC,

XLS, XML, HTML, CSV and RTF by clicking the Export icon in the ribbon.

Scroll through the report pages using the controls in the ribbon.

Note: You can switch between page layouts and zoom in and out of

reports using the controls on the Status bar.
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Query Tool

The Query Tool further enhances the reporting options available within
NetSupport DNA. While on-screen and pre-defined Crystal Reports
provide a wealth of ready-made information, the Query Tool enables you
to tailor the output to meet your specific requirements.

Results can be viewed on-screen, printed or exported. Each stored query
can be attached to the NetSupport DNA component that it relates to
enabling easy on-going retrieval.

1. Click the Query icon in the Tools tab. The Query Tool dialog will
appear and all existing queries are displayed. From here, you can
create, edit, delete, run, import and export queries.

Note: You can filter the number of queries displayed to only those in

certain groups. Click to specify which query groups to
display. You can create query groups and add queries to a
group in the Query Properties dialog when creating or editing a
query.

NetSupport DNA Database Query Tool X

+ [ X > £

[T Applications used for over 1 hour - New  Edt Delete  Run Import

Queries: Fiter:

Display Felds
0 « Sort

Source Fields

Descending ~ Advanced

L3 pc Information
[£2] User Information
% Software Information
[T] Application Metering
@ Application Active Time
Application Blocked
Application Category
Application Description
© Application End Time
© Application Group Name
Application Inactive Time
© Application Start Time
Application Total Time
Last Application Monitor Update

<

Logged on User

© Vversion

@D Internet Metering
Software Distrbution

@ Energy Monitor

K84 Print Monitor

B9 USB Control

O esafety

23] History

& Alerts

Computer Name
User Name
Application Group Name
Version

%\ Application Active Time
Application Start Time
Application End Time

Condition Fields

«

Application Active Time is greater than 3600

Help
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Create a Query

1.

From the Query Tool dialog, click New.

Or

From the Console window, select the Queries tab and choose the
appropriate component to attach the query to. Click the Add Query
icon in the ribbon.

Note: You will be unable to change the component the query is
attached to using this method.

The New Query dialog will appear. Enter the properties for a new
query.

General

General Report Options Component Query Groups

Name: lpplications used for over one hourl -

Copy from: NAA

Description:

Name and Description

Enter a meaningful name and description for the query. The name is
added to the drop-down queries list for you to select each time you
want to load the report.

Copy from

To save time, the content of an existing query can be copied and
used to form the basis of the new report. The fields and any
associated criteria can then be edited as required.
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Report

General Report  Options Component Query Groups

Report Title

Computers and users who have visited %1 for more than 10 minutes

Note you can embed %1, %2 strings in the report title to include the parameter
values entered in the report output

(@ Maximum number of Records to display Report Width D

{0 automatic):

(O Number of Records to view per page:

100

Enter a title for the report; this is what will be included with the final
output. For flexibility, you can indicate that a variable condition is
required to be input at run time using the format %1, %2 etc.

For example:
Computers and users that have visited %1 for more than 20 minutes.

This will allow you to enter a variable condition (for example,
www.netsupportdna.com) when the query is run.

= - o

=
=
Print

Export

TEST SALE KEY 200 - Website Usage - 13 Rows

Computers and user who have vistad wevnetsupportdna.com for more than 10 minutes

Computer Name Logged On User URL

NVH339 PCICHL v netsupportdna.com
INVHES? HSLMAS v netsupportdna.com
INVHe1E HSLLME v netsupportdna.com
INVH456 nsliob v netsupportdna.com
INVHa57 NSLEDE v netsupportdna.com
INVHS20 PCSDOT v netsupportdna.com
NVHs28 PCSCLR v netsupportdna.com
INVHS31 nsliah v netsupportdna.com
INVHS40 PCIDAW v netsupportdna.com
INVH542 PCIDSW v netsupportdna.com
INVHS44 PCraon v netsupportdna.com
INVHS49 nsljab v netsupportdna.com
INVHSS9 PCIDID v netsupportdna.com
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Maximum number of records to display
Specify how many records to display. This may be useful if you want
to view the 'top ten' or 'top twenty' records.

Number of records to view per page
Enter how many records should be displayed on each page.

Note: This option cannot be used when Maximum number of
records to display has been selected.

Report Width

Generally, the output will automatically fit the page, but you can
specify a character width should you wish to change the display
width.

Options
ewauery x|

General Report | Options | Component Query Groups

Display distinct rows only
Display NULLs as empty
[] Mark as a subquery
[ Display rows with NULL\Empty first column
[] Display in form format
[ Display Discovered PCs
Access
[] Read only for other Console Users
[ Hide query for other Console Users

Give ownership of this Query to a different console user:

Display distinct rows only
Check this option to prevent multiple occurrences of the same record
being included.

In considering the likely output that the query will generate, decide if
you want to exclude duplicate records. All displayed fields must
match for the record to be ignored. In the sample output below,
although 'Marketing' has visited the same website several times, the
inclusion of the active time makes each record distinct. If the active
time wasn't included, you probably would only want one instance of
each record.
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Evaluation - Internet Activity - 7 Rows

URL User Name Internet Active Time

c e le & ke | EdE
slels[s]e|s|s
R ERERERERERE
gle|efe|g e |

%

H

=

B

Display NULLs as empty
Leave empty fields blank rather than display NULL.

Mark as a subquery

Sub-queries provide a means for running 'opposite' criteria to that
specified in an existing query. For example, you may have a query
that finds PCs that have had a particular hotfix installed. However,
you may equally want to identify which PCs haven't had that hotfix
applied.

In the first instance, create the sub-query and specify the required
condition. For example, PCs that have had hotfix 12345678 installed.

Secondly, create a new query where the condition will ask for PCs
that weren't found in the above example.

Display rows with NULL\Empty first column
If the first column of information for a record is blank, you can choose
to ignore that record.

Display in form format
Ideal for queries that produce minimal output, this option enables you
to list each record in a form style rather than individual rows.

Evaluation - PC Owner - 2 Rows

PC Owner

Computer Name: [MARKETINGO1 | PC Ouner: [Marketing ]

Logged On User: [Marketing | Logon Domain Name: [Marketing01 ]

Asset Ownen: [ |

Computer Name: [xP-SP3 | PC Owner: [testing |

Logged On User: [testing | Logon Domain Name: [XP-SP3 |

Asset Ouner: [ |
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Display Discovered PCs

Normally, only users with a NetSupport DNA Agent will be displayed
in the query results. Selecting this option will also include discovered
PCs.

Access

Read-only for other Console Users
Selecting this option will allow other Console users to view the query
but not make any amendments.

Hide query for other Console Users
Hides the query from other Console users.

Note: No other users (including Administrators) will be able to
change the above two properties a Console user has set. The
query can be reassigned to another user to take ownership of
the query. Click Reassign.

Component

General Report Options Component Query Groups

Attach this query to a Component:

Application Metering v
Use with PC Hierarchy
[[] Use with User Hierarchy

[[] Use form format when single PC/User selected

= Hide first query column if matches single item of tree view
&g (Computer Name when selecting single PC)

Queries attached to Components appear in the main console and display information based on the
cumently selected Department, PC/User/SNMP or Dynamic Group

Note parameters are not permitted for queries attached to components

Attach this query to a Component

You can attach the query to the component that it relates to -
Application Metering, Internet Metering etc - meaning that the output
can be viewed in the relevant information window by selecting the
Queries tab.
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Note: Because there is no mechanism for entering parameters via
the Queries tab, do not attach queries to a component if the
title requires a variable. Reports of this nature can only be
run from the Query Tool option.

Use with PC Hierarchy
By default, the query will be used with the PCs hierarchy. Clear this
option if you do not wish to use the query with the PCs hierarchy.

Use with User Hierarchy
Selecting this option allows the query to be used with the Users
hierarchy.

Note: This option will only appear for components that are available
in the Users hierarchy.

Use form format when single PC/User selected
When running the query from the Console window, you can highlight
an individual Agent name in the tree to list records for that User only.
In these circumstances, form format can be enabled.

Hide first query column if matches single item of tree view e.g.
(computer name when selecting single PC)

If the first column of the query matches an item in the Tree view,
then this column will be hidden. For example, if the first column in
the query is computer name and you are selecting a single PC in the
Tree view - the computer name column will not appear in the query.

Query Groups
[newouey x|

General Report Options Component | Query Groups

Query Group Membership

Name New...

[T Predefined Queries

Use Query Groups to manage queries and access them via filters
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Query groups can be created, allowing you to filter the number of
queries displayed in the Query Tool. A default group, Predefined
Queries, will list all existing queries. To create a new group, click New
and enter a name and description for the new group.

Click OK to return to the main Query Tool dialog.

From the Source Fields list, select the items to include in the output.
You can quickly locate a particular source field by typing in the search
box. Click > to transfer each one to the Display Fields window. You
can transfer all fields in a particular category by clicking »You can

view the current values for the field by clicking @ .

Note: Double clicking a source field will also add this to the Display
Fields window.

Arrange the Display Fields into the order you want them to appear in

the final output by clicking ~ and ¥ . If you want the output to be
sorted by a particular field, select the item and choose the required
Sort Criteria from the drop-down list.

To customise the displayed fields, click Advanced.

You can interrogate the database for specific records by adding

conditions. Select the source field(s) and click the lower > to
transfer to the Condition Fields window. The Condition Editor dialog
will appear, allowing you to set the conditions. Click Edit to edit an
existing condition.

Condition Editor - Application Start Time X

Section to Test: [Date/Tirne v |
Condition: is equal to
DataValue
Date Value: 16/5ep/2015 ~ =+ Time Value: 14:45:45

NI

® Data Value

O Database Field Value
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From the drop-down list, select the condition to apply when
interrogating the database to find Agents matching the specified
criteria. The condition can be compared against an exact data value,
a field name or you can enter a custom value.

Notes:

e If trying to identify PCs that were not found in a sub-query,
ensure that the 'not in subquery' condition is selected and choose
the appropriate sub-query from the available list.

e If you have included a variable condition when creating a query,
ensure that the Parameter Value field is selected.

¢ When adding a date field condition, you can filter the query
results by date by including a global date filter from the Data
Value drop-down list.

7. The query will be saved when you run it or click OK.

Export a query

1. From the Query Tool, select the required query to export from the
drop-down list.

2. Click Export and then click Save.

3. The selected query will be exported to an .XML file.

Import a query

1. From the Query Tool, click Import.

2. Select the file to import and click Open.

3. The selected query will be displayed in the Query Tool.

Note: You cannot import queries that have been exported using the
Database Maintenance tool.

Edit an existing Query

1. From the Query Tool, select the required query to edit from the drop-
down list.

Or

Select the Queries tab and choose the relevant component. Select the
query to edit from the drop-down list and click Edit Query.

The related information will appear in the display and condition fields.
Add or remove display/condition fields using the appropriate buttons.
To edit the query properties, click Edit.

All changes will be saved when you run a query or click OK.

ahrwWN
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Run a Query
Queries can be run from the main Query Tool dialog or, if attached to a
component, from the relevant component tab in the Console window.

Running queries from the Query Tool dialog

1.
2.

Select the Tools tab and click the Query icon.

The Query Tool will be displayed. Select the item to run from the
drop-down queries list. If required, you can edit the properties and
fields before running the query.

Click Run.

Note: If you have included a variable condition in the query, you will
be prompted to enter the value.

The Query Results window will display the output. The number of
records displayed per page is determined by the amount specified on
the Query Properties dialog, in the Number of rows to view at
once field. If you would rather display the records in a continuous
list, click Load All.

[B] Applications used for over 1 hour o x
= EE B B B B H

o )
Print  Export loadall  Today Thisweek Thismonth | Yesterday Lostweek Lostmonth | Advanced

TEST KEY INTERNAL USE ONLY - Applications used for over 1 hour

Applizations uzed for over 1 hour

nee: KN

Computer Hame:

Version

Inakss1 10.0.14392.0

NSLMETOO2

€.00.3790.3959

VeSS INetsupport Client Application viz.10
nvs1z Skype 7.31

INVHSE1 Micrasoft Gutlook 16.0.7571.210%
InVkses Gosgle Chrome 56.0.2924.87
Invks24 Gosgle Chrome 56.0.2924.87
Inkss: etSupport Clisnt Application v12.10
Ivksze skype 7.30

nvs1z Skype 7.31

Ika1s

12.0.6753.5000 16 February 2017 11:46:21

IhVk4sy

2.01.02.0005

NSLNETC02 5.2.3790.3959

Ika1s 11.00.14292.0 17 hrs

INVKSTE 11.00.9600.16384 |2 days 17 hrs

INVKasE 5,0.45,0 days 16 hrs

INVHSES Netsupport Clies viz.10 days 16 hrs

INVESS3 NetSupport Client Appli vi2.10 2 days 16 hrs

INVES52 NetSupport Client Application vi2.10 2 days 16 hrs

Ivk3se NetSupport Client Appli vi2.10 days 15 hrs

IVKSs2 NetSupcort Client Anolication viz.10 davs 15 hrs 46 mins 20 secs |03 Februsrv 2017 16:56:18 v

If required, the output can be printed or exported.

341



NetSupport DNA v4.95

Print

By default, only the currently displayed page will be printed. To print
all of the output, click Load All to display the records in a continuous
list.

Export

The output can be exported in XML, HTML or CSV (comma separated
values) format. Click Export to display the Export Options dialog and
select the required format. If using HTML, you can remove images
(the NetSupport DNA logo) from the output. This is similar to the
print option, where only the currently displayed page will be exported
by default. To include all records, check the All Pages option. Click
OK and save the export file to a suitable location.

Running queries from the Console window
When a query has been attached to a component, you can run it directly
from the component in the Console window.

1.
2.

3.

342

Select the Queries tab and choose the appropriate component.

The list of attached component queries will appear in a drop-down
list.

Click on the required query. The output will be displayed in the
information window. The results can be refined by clicking on a
department or Agent in the Tree. A single Agent can be displayed in
form format, if the option has been enabled in the query properties.
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Scheduled Queries

The Scheduled Queries tool allows you to create queries and schedule
them to run at a specific date/time or at regular intervals. The queries
will generate reports, which are stored on the Server PC in HTML and XML
formats.

Note: Existing queries cannot be scheduled.

In the Tools tab, click the Schedule Queries icon.
The Scheduler Administration dialog will appear.

Scheduler Administration x
Scheduled Actions Query
% User Query Server Repaort User query report name: Hew
System Performance Issues
iy Defire Quary Delto
File: prefis for generated query repers:
Local Server folder to place query reports.
Itiz recommended that this folder is shared to allow access o the quen
reports
Emai: Send notification Attach repart
Jjsmith@nsl. com
Semicolon delimited list of email recipisnts
Schedule Details
Hame First Scheduled For Repeated  Last Activated Add..
21/12/20... Once Per Week
4 »
Configure query run notification Configure:
Help

Click New, enter a user query report name and select Define Query
to create a new query.

The New Query dialog will appear. Enter the required properties for
the query and click OK.

Note: ‘Mark as sub-query’, ‘read only for other Console users’ and
‘hide query for other Console users’ will not be available. You
will also not be able to attach the query to a component when
scheduling queries.

In the Query Tool, select the source fields to include in the query and
add any conditions.

Enter a file name for the generated query report (the date/time is
automatically appended to the file name).
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An email can be sent notifying when the report has run; click Send
notification and enter the required email addresses. To include a
copy of the query report, click Attach report.

Specify a valid directory on the Server PC where the reports will be
generated. This directory must already exist and be accessible by the
NetSupport DNA Service.

To schedule the report, click Add. The Scheduled Action times dialog
will appear. Select the date and time you want the report to run and
if this is to be repeated. Click OK to save.

Details of the scheduled times will now be displayed in the dialog and
can be edited or deleted as required.

By default, a Console notification will only be sent if there is an error
when running a scheduled query. Click Configure to choose to be
alerted every time a scheduled query runs and if you want an email
notification to be sent.

Click OK once you are finished.

The generated reports will be available in HTML and XML format in
the directory specified on the Server PC.
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Finding PCs, Users and Devices

NetSupport DNA provides a Find PC/User/SNMP Agent tool, used for
identifying and locating Agents within the PCs, Users or Devices Tree
views. A pre-defined list of search parameters is provided or you can
create your own. A quick search facility is also provided, allowing you to
perform a search within the PCs and Users Tree view.

Quick search

You can perform a search within the PCs and Users Tree view from the
search bar at the top of the Tree.

4.

Enter the name or partial name in the search box and click P The
search can be based on PC name, asset tag, BIOS serial number in
the PCs Tree or logon name in the Users Tree. To switch between
modes, click 8-

The first matching item in the Tree view will be displayed along with
the number of matches found. You can scroll through these using the
arrows.

The search results can be used as a filter in the Tree view, click ¥ .
A filter bar will be displayed at the top of the Tree view showing what
search filter has been applied. When a filter is applied, you can
perform a search within this filter. To remove the filter, click Clear.

Click * to clear the search.

Find PC/User/SNMP Agent tool

1.

In the search bar at the top of the PCs, Users or Devices Tree view,

enter your search terms and click ml. The Find PC/User/SNMP Agent
dialog will appear displaying the results of your search.
Or

Click &% at the top right of the Console to open the Find PC/User/
SNMP Agent tool.

Search Type: Computer Name —

By Computer Name - M & ;: sg‘:l;s DE!s

Computer Name PC Owner PC Department 1P Address EMal Address

INVH330 PCICIE .. \workstations\Admin 10.0.4.28

INVH338 PCILE \workstations\Marketing  10.0.4.66

INVH339 PCICNL \workstations\Marketing  10.0.4.47

INVH346 nsla0w L\workstations\Testing  10.0.4.156

INVH349 NSLLIM +Aworkstations\Admin 10.0.4.15

INVH350 NSLHOF . \workstations\Admin 10.0.4.92

INVH351 PCSVTI \workstations\Admin 10.0.4.33

INVH357 NSLMAS \workstations\TechSu...  10.0.4.38

INVH359 NSLAJR . Aworkstations\ TechSu. 10.0.4.26

INVH369 PCWLRN dmin 10.0.4.150 ~
Double click an item to close Find and display i in the main hierarchy “
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To perform a more detailed search, select a pre-defined search type
from the drop-down list and then enter an associated value to help
narrow the search. Partial information can be entered if unsure of the
exact details. For example, if searching by computer name, any
computer that starts with “Test”.

You can include additional search parameters by clicking Details.

Click mj
A list of matching Agents will appear.

Select the required Agent in the list and click OK.
The Agent will be located and highlighted in the Tree view.

Create search parameters
If the pre-defined search parameters are limiting, you can create new

que

ries which will be added to the list for future use. For example, to find

users who have visited a particular website:

1.

From the Find dialog, click New.

Search Type: Not Used + g8 =
By Computer Name v | |[INVH B New Save Details
Source Fields Condition Fields

L&

4L pC Information
64 Bit Operating System
Alt Identifier
Asset Tag >
Assignee
BIOS Asset Tag
BIOS Install Date
BIOS Manufacturer
BIOS Serial Number
BIOS Version
CD/DVD Drive Letter .

Computer Name PC Owner PC Department 1P Address EMail Address &
INVH330 PCICIE .\workstations\Admin 10.0.4.28 |
INVH333 PCILE . \workstations\Marketing  10.0.4.66 il
INVH339 PCICNL Aworkstations\Marketing  10.0.4.47

INVH346 nslalw . \workstations\Testing 10.0.4.156

INVH349 NSLLIM +Aworkstations\Admin 10.0.4.15

INVH350 INSLHOF «\workstations\Admin 10.0.4.92

INVH351 PCSVTI «Aworkstations\Admin 10.0.4.33

INVH357 NSLMAS Aworkstations\TechSu, 10.0.4.38

INVH359 NSLAJR Aworkstations\TechSu...  10.0.4.26

INVH369 PCWLRN ..\workstations\Admin 10.0.4.150 %

Double click an item to close Find and display it in the main hierarchy

From the Source Fields list, select the items to include. You can
quickly locate a particular source field by typing in the search box.

Click 2 to transfer to the Condition Fields window. You can view the

current values for the field by clicking i .
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The Condition Editor dialog will appear. Enter the required condition;
multiple conditions can be selected. Click Edit to change an existing
condition.

Click Save As to store the query. Enter a name and click OK. The
new query will be added to the search type drop-down list.

To perform the search, ensure the required query is selected from the

drop-down list. Enter the associated parameter and click i .
Matching Agents will be listed.

Select the required Agent in the list and click OK.

The selected Agent will be located and highlighted in the Tree view.
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Bookmarks

NetSupport DNA allows you to create and place bookmarks within the
PCs, Users and Devices Tree views. This may be useful if you have a large
or complex Tree structure, as it allows you to quickly navigate to the
place you want to work with.

Add a bookmark

1. Navigate to where you want to place the bookmark in the Tree view.

2. Click the Bookmarks icon in the ribbon.

3. The Bookmarks dialog will appear. Any existing bookmarks will be
displayed and you can edit, remove or go to a bookmark from here.

Bookmarks X

Name Node Add
E Marketing MARKETINGO1 Edit
D Sales test kit WORKGROUP

& J.neal j.neal@netsupportsoftware.con Remove
f MNew Devices New Devices

4. Click Add, enter a name for the bookmark and click b.
5. The new bookmark will be added.

Note: You can also add a new bookmark by clicking the drop-down arrow
on the Bookmarks icon in the ribbon and selecting Add
Bookmark. Enter the name for the bookmark and click OK.

Locate a bookmark

1. Click the Bookmarks icon in the ribbon.

2. The Bookmarks dialog will appear. A list of bookmarks will be
displayed.

3. Select the required bookmark and click Goto.

4. The Tree view will open at the required location.

Or

1. Click the drop-down arrow on the Bookmarks icon in the ribbon.
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2. A list of bookmarks will appear.
3. Click the required bookmark.
4. The Tree view will open at the required location.
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Acceptable Use Policies

Acceptable Use Policies (AUP) form an integral part of the key information
security policies used by most organisations. It is common practice for
new staff to sign an AUP before using company resources for the first
time, or to confirm they have read any changes to such a policy
whenever it is updated.

NetSupport DNA provides a flexible module to support the delivery and
tracking of AUPs across an organisation. Policies can be applied to specific
devices or users for display each time any user logs on or for one-time
display and acknowledgement. Multiple policies can be created, allowing
you to have one policy that appears only once for selected users (for
example, teachers) and another policy that appears every time for other
users (for example, students). Full tracking and exception reporting is
also provided.

1. In the Tools tab, click the Manage AUP icon.
Or
Click on the User Details icon drop-down arrow and select
{Acceptable Use Policies} from the menu.

2. The Policy Management dialog will appear.

Policy Management &3

Policies

Name Description Created On New =
Student sodial distancing policy 06072020 Edit
Teacher general policy 06/07/2020

Delete
Properties
Remove

Freview

Properties
Assign this policy to a department or users Assign...
Help

This policy has been acknowledged by 1 users View
Close

350



NetSupport DNA v4.95

To create a new Acceptable Use Policy
1. Click New and select Blank.

Note: Example templates are provided. You can use or edit these by
selecting New and then From Template. Enter the required
text for the policy and click OK.

2. The Policy Properties dialog will appear.

Policy Properties x
Name

The name of the policy needs to be unique, you can add the monthAvear to add
unigueness

[ User can decline this Policy
o If a user doesn't agree with this policy they will be logged out of their computer

Description

PC Department assignment
(®) Show every time someone logs in

(Z) Show once per user

User Department assignmert
() Show every time a user logs in
(#) Show once per user

(2 Show once per user {(Oveniding any PC department assignment for this policy)

Acknowledgement
(® None
(2 User must tick box

() User must enter their name

[ Log user out if policy net acknowledged in 5 minutes

Name
Enter a unique name for the policy.

User can decline this Policy
This option allows the user to decline the policy.

Note: The user will be logged out of their computer if they disagree
with the policy.
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Description
Enter a description for the policy.

PC Department assignment

Show every time someone logs in
The policy will be displayed each time a user logs into their machine.

Show once per user
The policy will only be displayed once per user.

User assignment

Show every time a user logs in
The policy will be displayed each time a user logs in.

Show once per user
The policy will only be displayed once per user.

Show once per user (overriding any PC department
assignment for this policy)

If a user has a policy set to show only once and they log into a PC
where the policy is set to show every time, the PC department policy
will take precedence. Selecting this option allows you to override the
PC department setting and only show the policy once per user.

Acknowledgement

None
No acknowledgement is required from the user.

User must tick box
The user must tick a box to acknowledge the policy.

User must enter their name
The user must enter their name to acknowledge the policy.

Log user out if policy not acknowledged in 5 minutes
If the user does not acknowledge the policy within five minutes, they
will be logged out of their machine.

Click OK.

The policy will now be listed in the Policy Management dialog.
To preview policies before assigning them, click Preview.
Click Assign to assign the policy to departments or users.

ouhw
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7. To assign the policy to departments or users, select the required
policy and click Assign.

Track user acknowledgements
1. Select the required policy from the list.
2. Click View.

Note: If the policy has not been sent or acknowledged by any users,
this option will be unavailable.

3. The Policy Acknowledgements dialog will appear. From here, you can
see the users who have acknowledged the policy, the date and time
of the acknowledgement and on which PC it was acknowledged.
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Audit Log

NetSupport DNA provides an Audit Log, which allows you to keep track of
actions that Console users have taken within the NetSupport DNA
Console. Console activities such as, when users have logged in and out of
the Console, when components have been enabled or disabled and any
changes to the component settings, are recorded.

Note: You can choose which actions are logged in the Console
Preferences - Audit settings.

1. In the Tools tab, click the Audit Log icon.
2. The Audit Log dialog will appear.

Audit Log x

Console User - Computer . Date *, Component - Action i
Mark Green Support01 09/01/2017 14:31:18 [=] Console £ Console Userlogged in
Jane Neal DEV03 09/01/2017 14:31:01 O eSafety % Component Enabled for..
Jane Neal DEV03 09/01/2017 14:30:52 ) USB Device Control 0% Component Enabled for.
Jane Neal DEVO03 09/01/2017 14:30:41 @ Intemet Metering +1 Settings changed for d
Jane Neal DEV03 09/01/2017 14:29:29 [=] Console £ Console Userlogged in
Admin DAN-DELL2 09/01/2017 14:28:56 [=] Console 5 Operator Mark Green m
Admin DAN-DELL2 09/01/2017 14:28:52 [=] Console 5 Operator Jane Neal mo.
Admin DAN-DELL2 09/01/2017 14:28:39 [=] Console % Console Role Role 1a..
Admin DAN-DELL2 09/01/2017 14:25:57 [=] Console £ Console Userlogged in
Jane Neal DEV03 09/01/2017 14:25:21 [=] Console £ Console Userlogged in
Admin DAN-DELL2 09/01/2017 14:24:06 B Vaut [ Vaut opened
Jane Neal DEV03 09/01/2017 14:23:16 [=] Console £ Console Userlogged in
Admin DAN-DELL2 09/01/2017 14:22:58 [=] Console 5 Operator Jane Neal mo..
Admin DAN-DELL2 09/01/2017 14:22:50 [%] Console 9, Operator Mark Green a
Admin DAN-DELL2 09/01/2017 14:22:16 o2 Audt 1 Aud settings changed
Admin DAN-DELL2 09/01/2017 14:22:07 o2 Audt 117 Audt settings changed
Admin DAN-DELL2 09/01/2017 14:13:19 [=] Console £ Console Userlogged in
Admin DAN-DELL2 09/01/2017 11:01:46 [=] Console & Console Userlogged in
Admin DAN-DELL2 06/01/2017 16:10:25 [=] Console £ Console User logged in
Admin DAN-DELL2 06/01/2017 09:54:52 ©, Remote Control %) Stop viewing MARKET.
Admin DAN-DELL2 06/01/2017 09:54:39 * Remote Control © Start viewing MARKET..
Admin DAN-DELL2 06/01/2017 09:38:53 [=] Console 9, Operator Jane added
Admin DAN-DELL2 06/01/2017 09:38:28 [=] Console &5 Console Role new added
At AAMNCIY neintmn17 neac. A [ P PR P P AN Tl
Expot print El -

3. A list of Console users, along with details of the action the user has
taken, in what component and the date and time this occurred will be
displayed. The newest items will be listed at the top.

4. Filters can be applied to each column, select = . A menu will appear,
allowing you to select the items to be displayed.

5. To export the current list, click Export.

6. To print the current list, click Print.

Note: By default, audit entries are kept for thirty days. This can be
changed in the Console Preferences - Audit settings.
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Vault

NetSupport DNA provides a Vault component, allowing you to store any
sensitive or useful information such as passwords, licence details, door
codes, etc. The Vault is a secure area within DNA that keeps all
information centrally. Access to it can be restricted to certain Console
Operators by setting the appropriate Role.

Note: Once data is stored in the Vault, Operators will need to enter their
password to gain access to it.

Add a new entry to the Vault

1. In the Tools tab, click the Vault icon.

2. The Vault dialog will appear. Any existing entries will be displayed.
From here, you can edit, delete and copy the selected entry.

Name Value Category By User Added Notes Add
§ Back Door Code 457315 Staff Admin 20/01/2017 10:17:46 Edit
BI NetSupport DN,,, **¥**=xx=xxxx Support Admin 20/01/2017 10:23:26
[ Twitter Login FEERREREE: Marketing Admin 20/01/2017 10:23:58  User nj| Delete
| Server Room C.,, ***=== Support Admin 20/01/2017 10:24:23 =
[F=1WiFi Code TrecTIets Staff Admin 20/01/2017 10:20:40  NetSur| Copy
F=loneDrive Acco.., **=sssxsxzsxxxx  Giaff Admin 20/01/2017 10:28:22  Email: |
< >

— -

3. Click Add.

4. The Add Item dialog will appear.

Add ltem X

Name: OneDrive Account
Type: [ Password ¥
Category: Support - Add
Value:
pbacg45sm67

Notes:
Email: jsmith@pbacademy.co.uk

T
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5. Enter a name for the item.

6. Select what type of item you are adding from the Type drop-down
list.

7. Categories can be defined and assigned to the item, allowing you to
group items together. To create a new category, click Add. It will
then be available for selection from the Category drop-down list.

8. Enter the value for the item, add any information related to it and
click OK.

9. The item will be listed in the main view and the value obscured. To
see this, you will need to select it or mouse over it.

10. Click OK.
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Manage User Accounts

NetSupport DNA allows Operators to manage users that are part of Active
Directory. Operators can see user accounts that have been disabled or
locked and they can reset the account or assign new passwords.
NetSupport DNA also allows Agents to access this facility from the DNA
Agent menu in the taskbar.

If non-domain administrators want to use this facility, you will need to
apply the appropriate rights to them. For full instructions on how to do
this, please visit our Knowledge Base and refer to technical document
Allow users to reset Active Directory passwords using NetSupport
DNA.

Manage user accounts from the NetSupport DNA Console
1. From the Users Tree view, right-click on the required Agent and
select Manage User Account.

Note: The first time you access this dialog, you will be asked to enter
your user name and password.

2. The Manage Directory User Account dialog will appear.

Manage Directory User Account =

User details

Domain Usemame
PTREE-3\Mark Smith Mark Smith
Description
Accourt status
Account is unlocked
Account is enabled Disable

Password

Confirm Password

Force password change at next login

Refresh | | Close
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From here, you can see the current user details, unlock the account,
disable and enable the account and set a new password. When setting a
new password, you can force the user to change this when they next log
in.

Note: If complex passwords have been enabled, the reset facility will not
enforce this. You should use the Force Password change at next
login option to ensure this policy is adhered to.

Click Refresh to apply the changes.

Manage user accounts from the Agent
By default, this feature is disabled. This can be enabled in the DNA
Configuration - Agent Settings.

1. Right click the DNA Agent icon in the system tray and select Manage
User Account.

2. The Active Directory User Account dialog will appear. Enter the user
name for the user account you want to manage and click Modify.

3. The Manage Directory User Account dialog will appear.

4. The Agent can unlock user accounts and set passwords as required.

Note: The Agent will not have access to enable/disable user accounts.
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Locate a User

NetSupport DNA allows an Agent to locate logged on users and then send
them a message. This may be useful for staff members that do not have
the NetSupport DNA Console installed but need to contact other users in
the organisation.

Notes:

By default, this feature is disabled. This can be enabled in the DNA
Configuration - Agent Settings.

This feature will not locate users of shared computing resources, for
example, Remote Desktop Services or Citrix users.

Right-click the DNA Agent icon in the system tray and select Locate
User.
The Locate User dialog will appear.

Locate User @
Enter the name or part of the name of the user to locate: Q
Results
‘ Name PC Location Message
|| Marketing MARKETINGO1 Marketing
j.neal@netsupp... CMPC-3 Support Office
[ Close

Enter the name (or partial name) of the user you are searching for
and click Locate.

A list of users matching the search will be displayed.

Select the user(s) to send a message to and click Message. Enter the
required message and click OK.

The message will appear at the selected user(s).

Click Close.
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Chatting to Agents

NetSupport DNA allows you to chat to any number of connected Agents
simultaneously, via a scrolling text window.

1. Highlight an Agent or group of Agents in the Tree view.

Notes:
e The Chat feature is only available from the PCs Tree view.

e You can select multiple Agents from the Tree view: select Ctrl +
click to include individual Agents in the selection or Shift + click
to add a range of Agents.

2. Right-click and select Chat.
Or
In the Tools tab, click the Chat icon.

3. The Chat window will appear at the Console and Agent PCs, listing all
Agents included in the chat session.

Y Chat

‘ ‘

L

Chatting to Department Marketing

T

Inviting MARKETINGO1 (10.0.4.77)... Members
Inviting XP-SP3 (10.0.4.87)... o
MARKETINGO1 has joined ‘o‘mgigi:”
MARKETINGO1 has joined e
XP-SP3 has joined asXP-5P3

Are you experiencing any problems with the Marketing drive?

Close

4. Enter the required text in the box provided and click Send.

5. The message will appear at all Agent PCs. The Agent also has the
option to send messages or to leave the chat session by clicking
Close.

6. The Console can end the chat session by clicking Close.
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Remote Control

DNA's integrated remote control

Based on NetSupport's own remote control solution, NetSupport Manager,
DNA's integrated remote control offers advanced functionality for the
effective management of remote workstations. Watch, share or control
the screen, mouse and keyboard of Agent PCs; transfer files to Agents;
run command line instructions at the Agent using Remote Command
Prompt or PowerShell; remotely view and edit the Registry; manage
running applications, services and processes; perform a remote login and
logout at Agent machines, and conduct a two-way audible chat session.

Notes:

e This is only available in the Education Edition of NetSupport DNA.

e If any of the Agent machines you want to remote control are located
on remote networks, you need to enter your external (public)
gateway address into the Remote Control settings to enable the
integrated remote control features at these devices.

e You can use the integrated remote control feature in NetSupport DNA
to remote control a Mac machine that has the NetSupport Manager
Client installed.*

NetSupport Manager

Alternatively, a full working copy of NetSupport Manager can be added to
your NetSupport DNA purchase. For over 30 years, NetSupport Manager

has consistently led the way with innovative features to aid in remote PC
management.

Please visit our website, www.netsupportmanager.com, for more
information.

NetSupport DNA can also be configured to use any third-party remote
control application.

Configure remote control
NetSupport DNA allows an Administrator to view any Agent machine
individually, using the Remote Control tool.

Note: Integrated remote control can be used to remote control Agents
running in RDP User Sessions.*

1. In the Tools tab, click the Configure Remote Control icon.
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2. The Remote Control Settings dialog will appear. If you are using the
integrated remote control, ensure the option is selected (the
remaining fields will not be available). Alternatively, you can use an
external remote control application. Click Browse to locate the

appropriate executable and specify the relevant command parameters

for initiating a remote control session with the required Agent PC.

3. A remote control session can be opened by double clicking on an
Agent in Explorer mode: ensure Double click PC in Explorer to
remote control is selected.

Remote Control Settings X

(® Use integrated remote control

Integrated remote control provides viewing, file transfer, remote registry editing and remote
command prompt/PowerShell

(O Use extemal remote control application

Specify the executable and parameters to use for Remote Control

Tokens
%name% Machine name

“%address% IP Address

Double click PC in Explorer to remote control

To launch a remote control session

1. Select an Agent in the Tree view. Right click and select Remote -
Remote Control.
Or
In Explorer mode, double click on the Agent.

Note: By right clicking and selecting Remote, you will also be able to

perform a file transfer, open a remote command prompt and
PowerShell session, edit the registry, manage the Agent's
running applications, services and processes, perform a

remote login and logout (a remote login and logout can also be
performed at department and dynamic group level), and chat
to Agents in audio mode.

Assuming the target PC has the appropriate software installed, a View
window to the selected Agent will appear at the Console.
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Note: You can enable user acknowledgement, show an indicator at
the Agent when a remote session is active and choose the
default viewing mode in the Remote Control settings.

* For further information, please refer to
www.netsupportsoftware.com/support.
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Send a Message

The message tool allows an administrator to send a message to an
individual Agent, department or the company as a whole, by selecting the
relevant choice in the Tree view.

To send a message
1. Select an Agent, department, AD container or the company in Tree
view.

Notes:

e The Message feature is only available from the PCs Tree view.

e You can select multiple Agents from the Tree view: select Ctrl +
click to include individual Agents in the selection or Shift + click
to add a range of Agents.

2. Right-click and select Message.

Or

In the Tools tab, click the Message icon.
3. The Message dialog will appear.

Please can you restart your machines.

- Help

Timeout seconds lcon  Exclarnation

[[] Include lower Departments and PC's

4. Enter the message. Decide whether to show the message at Agent
PCs for a specified time. To show how important the message is, you
can select an icon to be displayed with it. If you have selected the
company or a department, check Include lower Departments and
PCs to indicate that sub-departments within that layer of the tree
should also receive the message. Click OK to send.

5. The message will appear at the Agent PCs.
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Agent Status

The Agent Status feature enables a Console user to check that Agent PCs
are powered on. This can be useful when preparing to distribute software.
Information can be retrieved on any machine known to the NetSupport
DNA database.

Note: The end-user PC must have a Wake-on-LAN card installed and be

appropriately configured. The NetSupport DNA Console sends a
Wake-on-LAN packet to the Agent instructing the workstation to
power on.

To power on machines

1.

Select the required company, department, AD container or Agent in
the tree view.

Notes:

e The Agent Status feature is only available from the PCs Tree view.

e You can select multiple Agents from the Tree view: select Ctrl +
click to include individual Agents in the selection or Shift + click
to add a range of Agents.

Select the Tools tab and click the Agent Status icon.
Or

Right-click and choose Agent Status.

The Agent Status dialog will appear.

[O] Agent status x

Computer Owner Waorkgroup/D... TP Address MAC Address Platform DNA Agent Node ID Internet Restrictions Gateway =
[EInsLNETO02 NSLMOE UK 10.0.0.163 00-10-18-14-E0-37  Access denied  4.0.0.641 1 <Local>
[E mvH3s9 NSLAIR UK 10.0.4.26 00-22-68-6D-B5-CC  Access denied  4.0.0.641 3 NSLSP2 <Local>
=1 NvH3s7 NSLMAS UK 10.0.4.38 00-1E-4F-F4-FA-BO  Access denied  4.0.0.641 4 Filter Driver <Local>
[EINvH415 nslsmr UK 10.0.4.44 00-11-43-2F-92-7C  Access denied  4.0.0.641 S NSLSP2 <Local>
B nvHs47 NSLKOY UK 10.0.4.89 94-DE-80-FB-EF-94  Access denied  4.0.0.641 7 Filter Driver <Local>
[EINvHSS2 NSLPIB UK 10.0.4.3 44-8A-5B-C7-75-13  Access denied 4.0.0.641 8 <Local> -
[EmvHss3 pripsb UK 10.0.4.35 44-8A-5B-C5-C5-A0  Access denied  4.0.0.641 9 Filter Driver <Local> 3
[EmvH424 nsitim UK 10.0.4.74 BB8-AC-6F-B8-37-F8  Access denied  4.0.0.641 10 NSLSP2 <Local>
= nvHS49 nsliab UK 10.0.4.25 FC-AA-14-1E-2E-74  Access denied  4.0.0.641 1 Filter Driver <Local>
[EINVHSS9 PCIDID UK 10.0.4.30 BB-AE-ED-23-9B-... Access denied  4.0.0.641 12 NSLSP2 <Local>
ElnvH346 nslaDw UK 10.0.4.156 00-1A-A0-94-2D-...  Access denied  4.0.0.641 13 Filter Driver <Local>
[E NvHS32 Joshua Ag... UK 10.0.4.131 00-0CF1-89-CB-DD  Access denied 4.0.0.641 14 NSLSP2 <Local>
[E vHs01 NSLDOW UK 10.0.4.137 00-08-02-E2-F2-10  Access denied  4.0.0.641 15 NSLSP2 <Local> p
@ INVH383 pifid 10.20.1.74 70-14-04-3C-1D-10 <Local>
@IN\/H349 NSLLIM UK 10.0.4.15 00-14-A0-98-67-7F  Access denied <Local>
[EINvH369 PCALRN UK 10.0.4.150 00-24-E8-17-39-47  Access denied  4.0.0.641 18 NSLSP2 <Local>
@IN\/HEﬁU NSLHOF UK 10.0.4.92 00-1A-A0-9B-55-...  Access denied <Local>
[EINvH351 PCSVTI UK 10.0.4.33 00-14-A0-94-D4-. Access denied 4.0.0.641 20 NSLSP2 <Local>
@INVH54U Vermin UK 10.0.4.125 74-D4-35-B3-1E-94  Access denied <Local>
[EmvHs42 PCIDSW UK 10.0.4.115 74-D4-35-BD-69-51  Access denied  4.0.0.641 22 Filter Driver <Local>
[E INvHS44 PCIAON UK 10.0.4.12 74-D4-35-BE-AB-8E  Access denied  4.0.0.641 23 <Local> -
Pover0n | | fsn

If any of the PCs are not currently powered on, only the IP and MAC
addresses will be displayed.

Highlight the required PCs (multiple machines can be selected) and
click Power On.
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6. The NetSupport DNA Agent can also be restarted from this dialog.
Highlight the required PCs and click Restart.

Note: A power schedule can be set, allowing you to automatically power
on and off machines at certain times on set days. See NetSupport
DNA Configuration - Energy Monitor Settings.
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Creating QR Code labels

NetSupport DNA provides a QR code label creation facility, including
support for custom details. The NetSupport DNA Mobile Console app
includes a QR code scanner to help instantly identify any machine, either
from an on-screen QR code displayed in the DNA Agent window or from a

label fixed to the device.

To print QR code labels

NetSupport DNA v4.95

1. In the Tools tab, click the Print QR Codes icon in the ribbon.
2. The Print QR Code stickers dialog will appear.

Print QR Code stickers x
Hierarchy Print QR codes for Label
[0 oomain Controllers - P T Node 18 Labels per sheet MEE
O Esummwiac I mwHses 10.0.4.184 Labels per page 73
O Ne‘s”"wud rd mvHes3 10.0.4.104
etSuppor
i o ”ff f rJ mwHse2  10.0.4.93
P Vorkstations
O Admin 3 NvHss3 10.0.4.69 Skip 0
O creme I3 muHse7 10.0.4.89 mﬁmm T
T mwses  10.0.10.123 2
[0 commercal & Height 4660
Ol orectors o mwvHsss 1004117 T s
[J Finance s INVHSS3: | 30:0.4:60 Top margin 870
Marketing T] maTT-winio 10.0.4.81 Horizontal gap 2.00 iy
[0 rroductservices ] mwse2 1004114
O rechsupport ] mwvHs3 1004134
o T S PR
< » ] »
[ include PCs in sub-departments Page count : 1
Printer Preview

\\nsfile002\UK Intemal Syste Select

Additional information

INVHEES

INVHeE | | ]

Contact Support: 01778 382270

i

Contact Support: 01778 382270

B

Contact Support: 01778 382270

Contact Support: 01778 382270

E INVH547 E INVHE8S E INVHE59
Use this to show your company name or support .
contact details on the label EE EERE [E2E
gﬁ- % o B

From the Hierarchy, select the company, AD container, department or

users to create a QR code for by selecting > . You can include all
Agents within a company, AD container or department by selecting
Include PCs in sub-departments.

Decide how many labels you want to print per sheet and the label

size. Click to create a custom sheet.

Select which printer to use and, if required, add any additional
information to the label. A preview of what the sheet will look like will
be displayed.

Click Print.
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Database Maintenance

The Database Maintenance utility enables you to purge the NetSupport
DNA database of redundant data, applications and programs, remove
Agent PCs that are no longer in use, remove users, create backups of key
data using an export/import facility and set a data retention policy,
allowing you to schedule automatic deletion of old data.

Note: You can limit the number of Console Users who have access to
this facility by assigning Operator (rather than Administrator)
rights when creating Console Users.

1. In the Tools tab, click the Database Maintenance icon. The
Database Maintenance dialog will appear. Select the appropriate tab.

Data Retention

To keep the NetSupport DNA database at a manageable size, you can
delete old data automatically by creating a data retention policy. You can
choose how old the data must be before it is deleted (the data can be
backed up before it is removed), schedule the policy to run on a specific
day/time and choose how often the policy runs. A notification email can
be sent each time the scheduled policy runs, notifying selected Console
Users of whether this was successful, how many records were deleted
and how much database space was recovered.

Note: If the policy fails, a Console alert will be raised advising you of
this.

The following data will be deleted from the DNA database:

Internet Metering

History

Application Metering

Login sessions

Power sessions

USB device use

Print cost data

Software Distribution

eSafety - triggered phrases, screen shots and recordings.
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Data Retention Data Size Delete Data Delete PCs  Delete Users  Delete Applications  Delete Installed Programs  Delete Documents Export Data Import Data
Enable Data Retention Policy
Schedule
Backup database before deletion
Delete all data older than 12 Morths
Run scheduled task on Monday hd Time 04:00:00 =
Repest interval Weekly v Next run 13 January 2020 04:00:00
Lastrun 08 January 2020 11:05:46 Last cuteff 06 October 2019 00:00:00
Last status DMNA Data Retention Palicy has run successfully.

Send notfication email

Addressies) 1.neal@nsl.cam;gsmith@ns!, com|

Semicolon delimited list of email recipients.

§ Vetethe deta will b permanentylos. s recommended hat you backup the daa f you want to cxamine  nthe fture

!

1. Select Enable Data Retention Policy.

2. By default, the database will be backed up before it is deleted.
Clearing the Backup database before deletion option will result in
unrecoverable the data loss. We do not recommend this option is
disabled unless you perform your own regular backups.

3. Enter the age of the data to be deleted (all data older than this will be
removed) in the Delete all data older than field. The default is 12
months, the minimum is 3 months and the maximum is 120 months.

4. Select the day of the week the policy is to run on from the Run
scheduled task on drop-down menu and specify a time.

5. Choose how often the policy runs from the Repeat interval drop-
down menu.

6. The Next run field will now be populated with the date and time the
policy is due to run. If a policy has already run, the date and status of
this will be displayed.

7. A notification email can be sent, enter the required email address in
the Send notification email field. Multiple addresses can be entered.
Separate each address with a semicolon.

Note: The email settings must be configured before email notifications
can be sent.

8. Click Save to activate the data retention policy.
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Data Size

This option provides a useful indicator of how many records, and more
pertinently, the associated data size, are currently stored in the DNA
database for the eSafety* (number of phrase matches as well as screen
shots and recordings associated with the keyword triggers), Internet and
Application metering and Alerts (number of alerts along with screen shots
and recordings attached to the alert) components - providing you with
the information needed to perform the required housekeeping to keep the
NetSupport DNA database at a manageable size.

Database Maintenance *
Data Retention | Data Size | Delete Data Delete PCs  Delete Users  Delete Applications  Delete Installed Programs  Delete Documents Export Data  Import Data
Data Records Size
eSafety Phrase Matches 25 64KB
eSafety Screen Shots 16 .80 MB
eSafety Screen Recordings 3 5.45 VB
Internet Metering 3 96 KB
Application Metering 34 % KB
Alerts 18 32kB
Alert Screen Shots 1 4.92M8
Alert Screen Recordings 1 1.22MB
Close Help

* The eSafety component is only available in the Education Edition of
NetSupport DNA.
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Delete Data
This option enables you to delete records from the NetSupport DNA
Database tables based on a specific cut-off date.

Notes:

e If you are in the Devices Tree view, you will see data relating to
SNMP devices.

e In the Education Edition of NetSupport DNA, an option for eSafety-
triggered phrases will be displayed, allowing you to remove data
relating to keyword and phrase monitoring.

Data Retention Data Size Delete Data Delete PCs  Delete Users Delete Applications Delete Installed Programs  Delete Documents Export Data Import Data
Databise Tables
Intemet Metering Application Metering
History Tables Logon Sessions
Invertory History Power Sessions
User Data History USB Device Uss
[ At History Prit Cost Data
[ACensole Logens Scftwars Distrbution
eSafety tiggered phrases
[0 Just remove screenshots and recordings
Cut off cate
Data pasted before this date wil be removed 21/Aua/2019 -
Caleulate number of reconds deleted
Note the data wil be pemanently lost. It is recommended that you backup the data if you wart to examine it n the future. This can be done
1 sing ths export faciity X Duas

1. Select the database tables to include in the purge.

2. Choose the required 'cut-off' date. All records logged prior to the
specified date will be deleted.

3. Click Delete and confirm that you wish to proceed.

4. A confirmation dialog will appear indicating how many records have
been deleted.

Note: If you don't wish to know the number of records deleted in the
final confirmation dialog, un-check Calculate number of records
deleted.
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Delete PCs

As your installation base changes, you may find that managing licence
levels becomes difficult because the database is holding details of Agent
PCs that are no longer in use. This option enables you to 'retire' PCs and
remove any related data.

Database Maintenance *

Data Retention Data Size Delete Data  Delete PCs  Delete Users Delete Applications  Delete Installed Programs  Delete Documents Export Data Import Data
Available PCs PCsto delete
Search v METSUPPORT GROUP INTERMAL LISE ORLY
- v [l a0 Containers
v [ D contsiners = v ] GER.netsupport.net
v-[] GeRnetsupport.net v [ metsupportaroup
v [ wetsupportGroup v [ metsupport Ltd
-0 Metsupport BC v O] Workstations
v D MetSupport Ltd v [ arketing
v workstations D] IvHe12
] dmin =
O chamnel
O commercal <
Directors
O Finance
O Marketing
O eroductservices
Techsupport
[ metSupport Software
O servers
-
Archive the data
Delete comesponding usr record (bt only f the user owns just this PC)
Note the data wil be permanently lost. You are recommended to backup the data if you want to examine the data in the future. This can be
1 done using the export faciity ® Delete

1. From the Available PCs list, select the PCs to remove. This can be
done by individual PC, department level (if multiple PCs are to be
removed) or by Dynamic Group.

Note: To search for an item in the Tree view, enter the name or
partial name of the PC or department in the search box and

click # . The first matching item in the Tree view will be
displayed along with the number of matches found. You can

scroll through these using the arrows. Click X to clear the
search.

2. Click ” to add the selected items to the PCs to delete list.

Individual PCs can be removed from the list by clicking € . Thisis
useful if not all machines within a department are to be deleted.

3. If you do not want to permanently lose the data, you can store the
records in an archive file. Ensure the Archive the data option is
checked.
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4. If required, you can also delete the corresponding user data with the
PC, if the user is the owner of only this PC. Ensure the Delete
corresponding user record option is checked.

5. Click Delete. If archiving, you will be prompted for a file hame and
location. The data is copied to the archive but remains in the
database. Once archiving is complete, you will be prompted to
continue with the deletion.

Delete Users

You may find the database is holding details of users that are no longer
required. This option enables you to delete users and remove any related
data.

Data Retention Data Size Delete Data Delete PCs  Delete Users | Delete Applications  Delete Installed Programs  Delete Documents  Export Data  Import Data

Available Users Users to delete

Search v F wETSURPORT
- v [l 8D Containers
B A containers - v [ aer.netsupport.net
v-[]  eR.netsupport.net v metsupportaraup
v [0 netsupportGrovp v -[] MetSupport Lkd
- MetSupport B o[ st
v [ metsupport Ltd ~-[] MsL Marksting Dept
v st Lol LMeal (2.Neal)
] nsL Admin Dept
hsL. Business Development
» ] wsL channel Dept
[ st Commercial Dept
] nsL Directors Dept
[ nst Finance Dept L4
[ nsL Marketing Dept
[J  nst Product Services Dept
[ nst Technical Support Dept
~[0  metsupport software
[0 resources
w1k ricaronn -

Ji.  Note the deta will be permanertiy lost. You are recommended to backup the data f you want to examine the data inthe future. This can be

2 done using the export facilty.

1. From the Available Users list, select the users to remove. This can
be done by individual PC, department level (if multiple PCs are to be
removed) or by Dynamic Group.

Note: To search for an item in the Tree view, enter the name or
partial name of the user or department in the search box and

click # . The first matching item in the Tree view will be
displayed along with the number of matches found. You can

scroll through these using the arrows. Click % to clear the
search.
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2. Click ” to add the selected items to the Users to delete list.
Individual users can be removed from the list by clicking € Thisis
useful if not all users within a department are to be deleted.

3. Click Delete.

Delete Applications

This tab enables you to remove applications from the NetSupport DNA
database that are no longer referenced by any Agent PCs. Any application
that is not referenced in the Application Metering or Software Inventory
components will be listed for possible deletion.

X
Database Maintenance

Data Retention Data Size Delete Data Delete PCs Delete Users  Delete Applications | Delete Installed Programs  Delete Documents Export Data Import Data

Available Application Groups Application Groups to delete

Adobe Bridge CC 2017 ~
Adobe Bridge CC 2018

Adobe Dreamweaver CC 2017

Adobe Ilustrator CC 2017

Adobe InDesign CC 2017

Adobe Photoshop CC 2017

Adobe Photoshop Elements 11

Adobe Photoshop Elements 11

Adobe Reader 8.2

AdvancedRestClient

Android Device Manager

Android SDK Manager
Android-Studio-Ide-182. 5314842-Windows
APC PowerChute Business Edition Console
APC PowerChute Business Edition Device List
APC PowerChute Business Edition Server
APC PowerChute Business Edition Wizard
Application Manager

Aunfo

Aulnfo

AutExe

AutExe

Autolt v3 Script

§. Notethe date wil be pemancrtly los. You are recommended to backup the dataf you want to examin the dala in the fuure. This can be dane using the expot
facilty.
H

Close Help
=

1. Click Load to display the applications in the Available Application
Groups list. Select the applications to be deleted. Multiple items can
be selected.

2. Click > to transfer the selected items to the Application Groups to
Delete list.
3. Click Delete.
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Delete Installed Programs

This tab enables you to remove installed programs from the NetSupport
DNA database that are no longer referenced by any Agent PCs. Any
installed program that is not referenced in the Application Metering or
Software Inventory components will be listed for possible deletion.

Data Retention Data Size Delete Data Delete PCs  Delete Users  Delete Applications  Delete Installed Programs | Delete Documents  Expert Data  Import Data

Avalable Instalied Programs Instaled Programs to delete:

7-Zip 16.04

Adobe AIR

Adobe Eridge CC 2017

Adobe Eridge CC 2018

Adobe Dreamweaver CC 2017

Adobe Flash Player § ActiveX

Adobe Thatrator CC 2017

Adebe InDegign CC 2017

Adobe Fhotoshop CC 2017

Adobe Photoshop Elements 11

Adobe Reader 9.2

Adpea VCI Player

Advanced Audo FX Engne

Adwanced TP Scanner

AnyDesk

APC PowerChute Business Edition Agent
APC PowerChute Busness Edition Console
APC PowerChute Busness Edition Server
Application Verifier 364 External Package
Assessment and Deployment Kit

Asterisk Key 100
Load
Mate the data wil b by st *Yiou are ded to backup the data if you want to examine the data in the future. This can be done wzing the export
I\ facity.
*x
Cleea Help

1. Click Load to display the installed programs in the Available
Installed Programs list. Select the installed program to be deleted.
Multiple items can be selected.

2. Click ” to transfer the selected items to the Installed Programs to
delete window.
3. Click Delete.
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Delete Documents
This option enables you to delete documents from the NetSupport DNA
database.

Database Maintenance ]

Data Retention Data Size Delete Data Delete PCs  Delete Users  Delete Applications  Delete Installed Programs | Delete Documents | Export Data Import Data

Documerts stored on database

Name Size Type Usage

[ Ancroid lease contract.... 13170bytes  Hardware contract Contract : Support Contract

[ HP maintenance contra... 28268bytes  Hardware contract Contract : Support Contract

Smartplan lease contra... 27160bytes  Hardware contract Contract : Support Contract
View

XK Delste

Select the documents you wish to remove.
To view documents before you remove them, click View.
Click Delete and confirm that you wish to proceed.

W=
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Delete SNMP Devices

You may find the database is holding details of Devices that are no longer
required. This option enables you to delete Devices and remove any
related data.

Database Maintenance X

Delete Data | Delete SNMP Devices | Delete MIBs  Export Data Import Data

Available SNMP Devices SNMP Devices to delete
4 TEST SALE KEY 200 4 TEST SALE KEY 200
4 Departments 4 Departments
ChannelfBus Dev Office 4 Hades Server Room
4 -Hades Server Room NSLSWO1 (10.0.0.251)

Cisco3560 (10.0.0,.254)
NSLSWO2 (10.0.0.252)
NetSupport House

PCIPRINTER 2 >

test

unknown <
> unassigned

> -Dynaniic Groups

Note the data will be permanently lost. You are recommended to backup the data if you want to examine the data in the future.

1\, This can be done using the export faciity.

1. From the Available SNMP Devices list, select the Devices to remove.
This can be done by individual Device, department level (if multiple
Devices are to be removed) or by Dynamic Group.

2. Click ? to add the selected items to the SNMP Devices to delete
list. Individual

3. Devices can be removed from the list by clicking . . This is useful if
not all users within a department are to be deleted.
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Delete MIBs
This option allows you to delete MIB files that are no longer required.

Database Maintenance x

Delete Data Delete SNMP Devices | Delete MIBs | Export Data Import Data
MIBs available for deletion

Name

Only MIB Files which have been removed from all the SNMP Servers will be available for deletion

Note: For a MIB to be available for deletion it must be deleted from the
device and the data must be removed from the NetSupport DNA
database.

1. Select the required MIB from the list and select Remove Selected
MIBs.
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Export Data

This option enables data in the NetSupport DNA database to be exported.
This can act as a secure backup in the event of a database corruption or
it can be imported to another database.

Note: If you are in the Devices Tree view, you will see data relating to
SNMP devices.

Database Maintenance =

Data Retention Data Size Delete Data Delete PCs Delete Users Delete Applications  Delete Installed Programs  Delete Documents | Export Data Import Data

Available PCs PCsto export

Search [ nersurroRT
vl AD Containers
~v-[] sBR.netsupport.net
v NetsupportGroup
v [ mersupport Ltd
v workstations
v [ Marketing
L InvHeL2 (1 Healy

v [W D Contsiners o
v Ger.netsupport.net
v [ MetsupportGroup
~[]  metsupport BC
v MetSupport Lkd
v [0 workstations >
1 admin
Channel

m]
O commercial
u|
(|

Directars

Finance

FC Export Deta Categories System Data Categories
User Data Intemet Metering [ User Queries [1Web Site Info
Hardware [ Application Metering [ Dynamic Groups
Software Logon Sessions [ Applications
History Power Manitor []Custom User Pages
Date Fiter 3 Gpot

1. In the Available PCs Tree, select the Agent(s) to export data from.

Note: To search for an item in the Tree view, enter the name or
partial name of the PC or department in the search box and

click # . The first matching item in the Tree view will be
displayed along with the number of matches found. You can

scroll through these using the arrows. Click X to clear the
search.

Click ? to transfer to the PCs to export window.

Deselect any data categories that you do not wish to include.

You can further limit the amount of exported data by applying a Date
filter.

5. Indicate if any additional system data is to be included. In the case of
Applications and Custom User pages, click and select the items to

include.

AWN
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6. Click Export when ready. Enter a name for the . XML file that will be
created. You will be prompted to enter a suitable description. This will
help identify the data, if re-importing.

7. Click OK. A confirmation message will appear when the export is
complete.

Import Data
This option allows you to import data that has previously been exported.

Database Maintenance &

Data Retention Data Size Delete Data Delete PCs  Delete Users Delete Applications  Delete Installed Programs  Delete Documents Export Data |mport Data

Import File ‘ C:\Users\Administrator\Documents\DNAArchive. xml |

Details

Exported At: 19 November 2019 13:52:34
DBVersion="4,80" PCs: Total 1

PC Categories: User Data - Hardware - Software - Internet Metering - Application Metering -
Software Distribution - Histary -Pawer Monitor -Logon Sessions

Description:

E> Import

Close Help
=

Click ! and browse for the required export file.

The Details window will provide a summary of the file content.
Click Import. If there are potential clashes between the data being
imported and information already present, you will be prompted to
take appropriate action.

wN =
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PC 'MARKETINGO1' already exists

Select Action

@® Overwite PC details on database
() Leave core PC data - process the component data
(O Skip import of all data relating to this PC

[[J Use selected option for all further PC clashes

Overwrite PC details on database
Continue importing the data, replacing information currently held in
the database.

Leave core PC data - process the component data
Only import component related data, Internet Metering, Application
Metering etc. Existing user/PC details will not be overwritten.

Override history data rather than Append
The history data will be overridden instead of appended.

Skip import of all data relating to this PC
Cancel the import.

Use selected option for all further PC clashes
Set the chosen option as the default for future procedures.
4. A confirmation message will appear when the import is complete.
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NetSupport DNA Agent Window

The Agent window provides Agents with a status of key components that
can affect them, along with an overview of NetSupport DNA.

Note: The Agent window is only available for NetSupport DNA Windows

Desktop and Mac Agents.

When an Agent right-clicks the NetSupport DNA Agent icon in their
system tray, a list of options will be displayed.

From here, the Windows Agent can:

open the main Agent window

locate and send a message to another logged on user (if enabled in
the Console)

manage user accounts (if enabled in the Console)

report a concern*

access safeguarding resources*

see if a power schedule is in force

request a package

see any USB Device approval requests

edit user details (this option can be disabled in the Console).

The Mac Agent can:

report a concern*

access safeguarding resources*
open the NetSupport DNA website
open the main Agent window.

To open the main Agent window, select About DNA from the list.

[=] About MetSuppart DNA X
. Scan this code with the Netsuppart
= 1
) Approved USE devices E E DNA Mobile Console App to see
N Bllowed hardwiare and software inventory
details, recent hardware and
= software changes and outstanding
= Mon-approved USB devices alerts
g o =]
G\ Power Management Nive DAN-DELL2
@ Mo power management schedule set o G
Last Connection 05 Feb 2020 15:11:21
Safeguarding and Keyword Monitoring =
o Mentifier 2
Profile Default
D Explorer
== Thumbnails of your screen can be
viewed
Version 4.90.5.891
Copyright (c) Netsupport Ltd 2020 Status

382



NetSupport DNA v4.95

The Agent is provided with details of NetSupport DNA and the Server they
are connected to. A QR code is displayed, which can be scanned by the
NetSupport DNA Mobile Console. This enables technicians to identify the
machine and see the hardware and software inventory details, recent
hardware and software changes and any outstanding alerts.

Windows Agents will also see the status for approved and non-approved
USB devices; if a power schedule has been set; if safeguarding*
(reporting a concern and phrase monitoring) is active; and Explorer
mode.

The Agent can see the current status for each of the components by
clicking Status.

* These features are only available in the Education Edition of NetSupport
DNA.
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Contact Us

UK & International

www.netsupportsoftware.com

Technical Support: support@netsupportsoftware.com
Sales: sales@netsupportsoftware.com

North America

www.netsupport-inc.com

Technical Support: support@netsupportsoftware.com
Sales: sales@netsupport-inc.com

Canada

www.netsupport-canada.com

Technical Support: support@netsupportsoftware.com
Sales: sales@netsupport-canada.com

Germany, Austria and Switzerland
www.pci-software.de

Technical Support: support@netsupportsoftware.com
Sales: sales@pci-software.de

Japan

www.netsupportjapan.com

Technical Support: support@netsupportsoftware.com
Sales: sales@netsupportjapan.com
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Index

about NetSupport DNA, 12
acceptable use policies, 350
settings, 140
active directory, 53, 97
activity monitoring, 181
add non standard hardware, 187
add remote user, 187
adding bookmarks, 348
agent
add to department, 104
Android, 59
chat, 360
Chrome, 61
i0S, 57
locate a user, 359
power on, 365
request package, 309
settings, 117
updating, 99
window, 382
agent gateway configurator, 65
agent settings, 117
agent status tool, 365
agent window, 382
alerting, 258
active alerts, 266
alert manager, 262
closing alerts, 270
console alerts, 265
dna server alerts, 265
group definitions, 264
history, 271
pc alerts, 260
review pc alerts, 268
setting up alerts, 263
settings, 134
alerts, 258
allow concurrent logins, 118
Android, 59
application groups, 207
application metering, 286
apply restrictions, 289
block apps by window title using
Spotlight, 291

configure settings, 124
window title blocking, 127
application packager, 313
script builder, 317
apply internet restrictions using spotlight,
166
approved application lists, 289
approved web site lists, 280, 284
archive data, 368
assigning profiles, 114
audit
settings, 156
audit log, 354
automatic agent discovery, 91
barcodes, 367
bind users, 174
block application by window title, 291
block apps by window title, 127
block internet sites, 120
bookmarks, 348
browser for Android, 59
change pc owner, 174
chatting to agents, 360
check database size, 368
Chrome, 61
client
configure settings, 117
closing alerts, 270
complex passwords, 80
component settings, 116
concerns, 249
adding notes, 256
archiving, 257
reporting via the DNA Agent, 254
safeguarding resources, 252
concurrent logins, 118
configure DNA settings, 112
configure remote control, 361
console
chatting to agents, 360
configure DNA settings, 112
create additional operator logins, 77
create departments, 100
create dynamic groups, 106
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create roles, 82
discovery & deploy tool, 84
installation, 37
login, 71
monitor application usage, 286
monitor internet usage, 277
move agents between departments,
104
remote control an agent, 361
run query, 341
screen layout, 72
starting, 71
user details, 169
console alerts, 265
console preferences, 148
active directory settings, 153
audit, 156
auto discovery, 155
email settings, 154
file locations, 157
general, 150
user interface, 152
console roles, 82
contact NetSupport, 384
contracts, 195
create
approved & restricted application lists,
289
approved & restricted web site lists,
280
console logins, 77
departments, 100
dynamic groups, 106
non windows based PC, 187
query, 332
reports, 329
roles, 82
safeguarding user accounts, 218
warehouse, 311
create or edit roles, 82
creating gr code labels, 367
crystal reports, 329
custom user details, 175
data retention, 368
database
installation, 37
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maintenance, 368
database maintenance
data retention policy, 368
data size, 370
delete applications, 374
delete data, 371
delete documents, 376
delete installed programs, 375
delete MIBs, 378
delete PCs, 372
delete SNMP devices, 377
delete users, 373
export data, 379
import data, 380
database wizard, 43
delete
PCs from database, 368
records from database, 368
delete users, 368, 373
departments
add agents, 104
change properties, 102
create, 100
deploy
deploy tool, 85
options dialog, 87
Windows Vista, 90
Windows XP, 89
deploy agent, 84
device discovery, 94
discovery
automatic agent discovery, 91
devices, 94
discovery & deploy tool, 84
display sections, 95
distribution. See software distribution
dna agent window, 382
DNA database wizard, 43
gateway settings, 49
install and set up database, 44
licence registration, 47
miscellaneous settings, 52
mobile connection settings, 51
reset administrator password, 48
set up console user, 46
set up database user, 45
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snmp settings, 50
DNA gateway, 62
agent gateway configurator, 65
server gateway configurator, 63
status, 62
DNA server alerts, 265
DNA settings, 116
dynamic groups, 106
editor, 109
edit
application groups, 207
department properties, 102
DNA settings, 112
query, 340
user details, 172
edit installed programs, 204
efficiency view, 159
enable thumbnails, 131
energy monitor, 273
energy monitor settings, 142
esafety, 217
concerns, 249
keywords and phrases, 227
phrase monitoring, 223
phrase monitoring settings, 138
report concern settings, 136
reporting a concern, 254
risk analysis, 241
safeguarding roles, 218
vulnerable students, 171
existing installation, 42
explorer, 161
settings, 131
spotlight, 161, 166
thumbnail view, 161
export
database maintenance, 379
features, 14
install server & console, 37
installing, 34
file extensions
software inventory scan, 132
file location settings, 157
gateway, 62
agent gateway configurator, 65
server gateway configurator, 63

status, 68
GDPR, 197, 204
getting started
console screen layout, 72
create departments, 100
start console, 71
group definitions, 264
hardware
contract manager, 195
peripherals, 191
hardware inventory, 184
add non standard hardware, 187
configure settings, 122
history, 271
include peripheral devices, 187
hide/show agent icon, 117
history window, 271
housekeeping, 368
import
database maintenance, 380
software distribution package, 310
stand alone or remote PC, 187
installation, 28
active directory, 53
Android, 59
Chrome agent, 61
command line installation, 54
custom, 34
existing, 42
install server & console, 37
i0S, 57
Mac agent, 56
planning, 28, 29
reconfigure install options, 43
register license using DNA database
wizard, 47
reset system admin password using
DNA database wizard, 48
select enterprise type, 41
select setup type, 33
SQL server, 36
starting, 32
upgrading, 69
using the DNA database wizard, 43
web server, 38
installed programs manager, 201
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integrated remote control, 361
integration with active directory, 97
internet metering, 277
apply restrictions, 280
apply restrictions using spotlight, 166,
284
block sites, 120
configure settings, 120
introduction, 12
DNA packs, 27
features, 14
inventory
hardware, 184
software, 197
iOS browser, 57
keyword and phrase monitoring, 223
creating, 229
licence levels, 201
licence management, 205
license registration
DNA database wizard, 47
load console, 71
locate a user, 359
logging in, 71
logon control settings, 118
Mac, 56
manage agent updates, 99
manage user accounts, 357
merge
application groups, 207
merge installed programs, 202
message
send to agents, 364
metering
monitor application usage, 286
monitor internet usage, 277
mobile console, 70
monitor application usage, 286
monitor internet usage, 277
monitor printing, 293
move agents between departments, 104
multiple logins, 118
NetSupport
contact us, 384
NetSupport DNA
application packager, 313
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DNA purchase packs, 27
features, 14
installation, 28
remote control, 361
reporting, 329
settings, 112
system requirements, 28
non scanned hardware, 187
package. See software distribution
password
reset system admin password, 48
using the DNA database wizard, 43
pc alerts, 260
peripheral hardware, 187
phrase cloud, 247
phrase monitoring, 223
adding new, 229
application ignore lists, 238
export, 230
import, 230
keywords and phrases, 227
phrase cloud, 247
review, 233
settings, 138
url ignore lists, 239
pixelate thumbnails, 131
planning an installation, 28
planning and installation, 29
power on agent PC, 365
pre-requisites, 28
prevent multiple logins, 118
print monitor, 293
configure print costs, 295
settings, 125
privacy mode, 131
profiles, 112
assigning, 114
properties
departments, 102
purchase packs, 27
QR codes, 367
queries
scheduled queries, 343
query tool, 332
edit query, 340
run query, 341
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reassign agents to departments, 104
reconfigure install options, 43
redirect blocked sites, 120
remote control, 361
settings, 140
user acknowledgement, 140
report concern
settings, 136
via the DNA Agent, 254
reports, 329
request user acknowledgement, 140
request user details, 172
reset system admin password using DNA
database wizard, 48
resource scan, 132
restrict application usage, 289
restrict internet usage, 280, 284
restricted application lists, 289
restricted web site lists, 280, 284
review pc alerts, 268
risk analysis, 241
at risk application lists, 244
at risk url lists, 245
settings, 142
roles, 82
run console, 71
run query, 341
safeguarding, 217
roles, 218
safeguarding roles, 218
scan
for specific file types, 132
scheduled queries, 343
screen layout
console, 72
screen recording, 236
script builder, 317
secure area, 355
secure mode, 80
select features to install, 34
send message, 364
server gateway configurator, 63
server installation, 37
set concurrent logins, 118
settings, 112
acceptable use policies, 140

agent, 117
alerting, 134
application metering, 124
client, 117
console preferences, 148
energy monitor, 142
explorer, 131
hardware inventory, 122
internet metering, 120
logon control, 118
phrase monitoring, 138
print monitor, 125
remote control, 140
report concern, 136
risk analysis, 142
show/hide agent icon, 117
software distribution, 130
software inventory, 132
USB device control, 126
user details, 123
window title blocking, 127
show/hide agent icon, 117
SNMP
alert, 323
alert configuration, 325
alerting settings, 146
configuration settings, 145
creating alerts, 326
discovery, 94
display sections, 95
history, 327
history settings, 147
monitor, 321
monitor settings, 146
server configuration, 66
SNMP alerts, 323
configuration, 325
new alerts, 326
SNMP history, 327
software distribution, 297

adding actions to a package, 302

advertise package, 308
agent request package, 309
application packager, 313
configure settings, 130
create package, 301
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distribute package, 303
import package, 310
manage automatic retries, 307
package admin, 300
scheduling a package, 306
script builder, 317
warehouse, 311

software inventory, 197
application groups, 207
configure settings, 132
edit installed programs, 204
for non scanned users, 187
history, 271
installed programs manager, 201
licence levels, 201
licence management, 205
merge installed programs, 202
resource scan, 132

spotlight, 166
approved & restricted web site lists,

284

block apps by window title, 166, 291
currently running processes, 166
currently running services, 166
internet restrictions, 166

start console, 71

starting a DNA installation, 32

summary screen, 158

system requirements, 28

thumbnails
enable, 131
enable privacy mode, 131
explorer mode, 161

tools
agent discovery & deploy, 84
agent status, 365
chatting to agents, 360
database maintenance, 368
query tool, 332
remote control, 361
send a message, 364

track inventory changes, 271

tree view
add new department, 100
add non scanned items, 187
change pc owner, 174
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create dynamic groups, 106
update install details, 43
updating agents, 99
upgrading from existing dna versions, 69
USB device control, 211

registering USB devices, 214

settings, 126

USB device details, 215
user acknowledgement, 140
user defined fields editor, 175
user details, 169

bind users dialog, 174

change pc owner, 174

customise, 175

edit, 172

settings, 123

show welcome page, 123
user logins

concurrent logins, 118
vault, 355
view agent remotely, 361
vulnerable students, 171
warehouse, 311
web metering, 277

apply restrictions, 280

apply restrictions using spotlight, 284

settings, 120
welcome to NetSupport DNA, 12
window

efficiency view, 159
window

block apps by window title, 127

console screen layout, 72

summary, 158
window

user details, 169
window

hardware inventory, 184
window

software inventory, 197
window

alerting, 258
window

history, 271
window

energy monitor, 273
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window software distribution, 297
internet metering, 277 wizard

window application packager, 313
application metering, 286 DNA database wizard, 43

window
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