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Configuring a NetSupport Manager
Connectivity Server in Azure
This guide covers how to set up and configure a NetSupport Manager Connectivity Server on the Microsoft Azure
platform.
If you don’t already have an Azure subscription, then you can sign up for one at https://azure.microsoft.com.
There are many advanced options available when configuring virtual machines in Azure. For more information on
these, please see the following links:
Availability Options
https://docs.microsoft.com/en-gb/azure/virtual-machines/windows/availability
Azure Hybrid Benefits
https://docs.microsoft.com/en-gb/azure/virtual-machines/windows/hybrid-use-benefit-licensing
Azure Disk Types
https://docs.microsoft.com/en-gb/azure/virtual-machines/windows/disks-types

Creating a virtual machine

1. Log into Azure.
2. Click Virtual machines > Add.
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3. If you have a previously created resource group you wish to add the virtual machine to, you can select it from
the drop-down menu. Otherwise, select Create virtual machine and enter a resource group name.
4. Enter a name for the virtual machine. This needs to be between 1 and 15 characters long.
5. Select the region you would like the virtual machine to be hosted in. To ensure the best performance, select a
region closest to your geographical location.
6. In this example, we will leave the availability options as No infrastructure redundancy required. Further
details on the availability options within Azure can be found at the start of this guide.
7. For the image option, select one of the Windows operating system images. If you are unsure of which one to
choose, select Windows Server 2019 Datacenter.
8. A machine size will be automatically pre-selected. If you want to change this, select the Change size option.
The monthly cost of the machine will be displayed along with the machine spec.
Note: It’s possible to change the machine size after the virtual machine has been created.
9. You can reduce the virtual machine cost if you have available Windows licences. Further details on this can be
found at the beginning of this guide under Azure Hybrid Benefits. If you can’t take advantage of this, select
No.
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10. Enter a username and password which will be used to log onto the virtual machine.
11. Set Public inbound ports to Allow selected ports and select the ports HTTPS (443) and (RDP (3389).
12. Click Next : Disks >.

13. Leave the OS disk option as the default. Details of other available disk types can be found at the start of this
guide under Azure Disk Types.
14. No data disks are required.
15. Click Next : Networking >.

16. Leave the network settings as default and click Next : Management >.
17. Most of the settings under management can be left as default. However, you might want to disable the Enable
auto-shutdown option.
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18.
19.
20.
21.

Click Next : Advanced >.
The default options can be accepted here, click Next : Tags >.
If required, you can add tags. Otherwise, click Next : Review + create.
An overview of the virtual machine configuration will appear. If you are happy with the settings, click Create.

Setting the DNS name

1. Click the menu at the top left of the page and select Home.

2. Click Virtual machines and select the machine you have just created from the list.
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3. Under DNS name, click Configure.

4. Enter a DNS name label and click Save.

In the example above, the DNS name would be :
mycompany-nsm-gateway.uksouth.cloudapp.azure.com
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Connecting to the virtual machine

1. Click the menu at the top left of the page and select Home.

2. Click Virtual machines and select your machine from the list.

3. Select Connect > RDP.
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4. Click Download RDP File.

Once the RDP file has downloaded, open it and enter the username and password you set when creating the
virtual machine.

Installing the NetSupport Connectivity Server

Once you have a virtual machine hosted in Azure, you need to install the NetSupport Connectivity Server to this.
1. Copy the NetSupport Manager Setup.exe to the Server.
2. Launch the Setup.exe. At the Welcome screen, click Next.

3. In the License Agreement screen, select I accept the terms in the license agreement and click Next.
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4. When prompted for your licence details, either select the 30 day evaluation or if you have your licence details,
select Register and enter them here.

5. In the Setup Type screen, select Custom.

6. In the Custom Setup screen, ensure Gateway is selected.
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7. Click Next and then Install.
8. Once the installation completes, click Finish. You will be prompted to configure the NetSupport Connectivity
Server.

Configuring the NetSupport Connectivity Server

Once the NetSupport Connectivity Server has been installed, you need to configure it.
1. The NetSupport Connectivity Server Configuration Utility will launch at the end of the installation. This can
also be accessed by right-clicking the Connectivity Server icon in the system tray and selecting Configure
Connectivity Server.

2. Once loaded, select the Keys tab. Click Add.

3. Enter a description, click Set and enter a Connectivity Server key.

4. Click OK and then click Apply.
5. Confirm the Connectivity Server icon in the system tray now has a green tick.

6. The NetSupport Connectivity Server is now ready to accept connections from Clients.
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Configuring the NetSupport Manager Client to connect to the Connectivity Server

You need to configure a NetSupport Manager Client to connect to the Connectivity Server hosted on Azure.
1. From a machine with the NetSupport Manager Client installed, start the NetSupport Manager Client
Configurator from the Start Menu.
2. Click Advanced.

3. Double click the Master Profile.

4. Select {Connectivity - HTTP}.
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5. Enter the following details:
Gateway Address: Use the DNS name you set in the earlier steps.
Gateway Port: 443.
Gateway Key: This must match the one entered when configuring the NetSupport Connectivity Server.
6. We recommend enabling at least one of the following security settings on the Client to restrict who can
connect:
User Validation
User Acknowledgement
Security Key
Customisable text.
7. Click OK.
8. Click Save and then Yes to restart the Client when prompted.

Confirm the Client has connected to the NetSupport Connectivity Server

After a Client has been configured to connect to the NetSupport Connectivity Server, we recommend checking
that the Client has reported as connected to it.
1. Double click the Connectivity Server icon in the system tray.

2. The NetSupport Connectivity Server Console will be displayed.
3. Select the Clients tab. Any Clients connected will be shown here.

4. If the Clients show as connected, they will be available for a Control to connect to.
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Setting up the NetSupport Manager Control to use the NetSupport Connectivity Server

Once the NetSupport Connectivity Server has Clients connected, you can configure a Control to connect to the
Clients.
1. Start the NetSupport Manager Control.
2. When the Welcome Screen appears, click Start.
3. From the left-hand Tree view, select Internet Gateways.

4. Double click the Add a Gateway icon.
5. Enter a name and description and click Next.

6. Enter the Public DNS of the NetSupport Connectivity Server and the port number. Click Next.
7. Enter the Gateway key by clicking Set. This must match the Gateway key entered in the NetSupport
Connectivity Server. Click Finish.
8. A prompt will appear to re-initialise the Control Program. Click Yes.
9. Double click the newly created Gateway icon in the List view. This will list the Clients available for remote
control.
10. Select the Client to connect to and select the Connect icon in the toolbar.
11. Once connected, you will be able to use the Remote Control options from the Control to the Client(s).
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